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Foreword

The Department’s approach to the management of information technology (IT)
and information-related activities is rooted in Federal laws and regulations that
have evolved over the last three decades. This booklet, first published in 2000
and popularly known as “The Purple Book,” is a collection of these laws and
regulations, tracing how and why they came to be.

Originating in the 1977 recommendations of the Commission on Federal Paper-
work, the IRM* approach was first enacted into law in the Paperwork Reduction
Act of 1980 (PRA, Title 44 United States Code 3501 and sequence). The 1980
Act gave the Office of Management and Budget (OMB) specific policy-setting
and oversight duties regarding individual IRM areas?; and it gave agencies a
more general responsibility to carry out their IRM activities in an efficient,
effective, and economical manner and to comply with OMB policies and
guidelines. To assist in this effort, the law required that each agency head
designate a senior IRM official who would report directly to the agency head to
carry out the responsibilities of the agency under the law. Together these
requirements were intended to provide for a coordinated approach to managing
Federal agencies’ information resources.

Amendments to the PRA in 1986 and in 1995 were designed to strengthen
agency and OMB implementation of the law. For example, the PRA of 1995
provided detailed agency requirements for each IRM area, to match specific
OMB provisions. The 1995 Act also required agencies to develop for the first
time, processes to select, control, and evaluate the results of major information
systems initiatives. Notwithstanding PRA, the world was rapidly changing and
IT management problems in the government persisted, leading to widespread
consensus in Congress and the Administration that meaningful IT management
reform was needed.

! Information Resources Management (IRM) means the process of managing information
and related resources, such as personnel, equipment, funds, and information technology.

2 IRM areas include information management, records management, privacy, security, and
IT acquisition.
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Led by Senator William Cohen, Congress enacted the Information Technology
Management Reform Act of 1996 — later combined with the Federal
Acquisition Reform Act (FARA) and renamed the Clinger-Cohen Act of 1996
(now known as Title 40 USC Subtitle I11). Supplementing the IT provisions of
the PRA, the 1996 Act emphasized up-front capital planning and the
establishment of clear performance goals and investment criteria designed to
improve agency operations. The thinking was that once the up-front planning
was completed and the performance goals were established, the procurement
reforms (e.g., FARA) that Congress had enacted earlier would make it simpler
and faster for agencies to purchase IT.

In addition, the 1996 Act establishes the position of Chief Information Officer
(CIO) in major departments and agencies in the Federal government by amend-
ing the PRA to rename the Senior IRM Official, the CIO. It also requires the
individual holding the position report directly to the agency head and have IRM
as the “primary duty.” The expectation was and continues to be that elevating
the former IRM position to a more executive, strategic level would create a
focus of leadership, responsibility and accountability for agencies’ information
management (IM) and IT activities and appreciably help to resolve persistent IT
problems. Other Congressional expectations, including the duties of the Deputy
CIO, can be found in House of Representatives (HR) Report 104-450: National
Defense Authorization Act for Fiscal Year 1996 Conference Report.

The amendment to PRA includes a provision that the Secretary of the Depart-
ment of Defense and the Secretaries of the Military Departments may each
designate CIOs, stipulating that if more than one CIO is designated, the respect-
tive duties of the CIOs shall be clearly delineated. Accordingly, in a March
1996 memorandum?, the Deputy Secretary of Defense designated the Assistant
Secretary of Defense for Command, Control, Communications and Intelligence
(ASD (C31), now the ASD for Networks and Information Integration) as “the
Chief Information Officer of the Department.” The functions of the ASD (C3l)
were substantially identical to those proposed for the agency CIO. In addition,
the Deputy Secretary directed that “CIOs be established in each of the Military
Departments and Defense Agencies.”

% Deputy Secretary of Defense Memo, “Designation of the Chief Information Officer of the
Department of Defense,” dated March 14, 1996.
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When Senator Cohen became Secretary of Defense, he issued a memorandum®
that for several reasons is arguably the seminal document for implementing
Title 40 in the Department. First, it clarifies that the Department has only one
DoD CIO. Second, it delegates to the DoD CI1O all the duties given to the Head
of the Agency in the Act. Third, it clarifies the role of the DoD CIO vis-a-vis
that of the DoD Component ClIOs — DoD Component CIOs act as advisors to
the DoD CIO, and implement the policies and guidance issued by the DoD
CIO. Last, along with Title 10 of the United States Code, sections 2223 and
2224, it is the basis for:

e DoD Directive 5144.01, Assistant Secretary of Defense (Networks &
Information Integration)/Department of Defense Chief Information
Officer, dated May 5, 2005

e DoD Directive 8000.01, Management of the Department of Defense
Information Enterprise, dated February 10, 2009

Other key laws and regulations, external and internal to DoD, continue to guide
the Department of Defense Information Enterprise in this fast-paced, Informa-
tion Age global environment. For example, the E-Government Act (44 USC
36) includes the Federal Information Security Management Act, OMB Circular
A-130, the National and Defense Information Sharing Strategies, and DoD
Information Assurance issuances. All serve as references as we design, build,
operate and protect information solutions to gain and maintain the information
advantage for DoD personnel and mission partners.

4 Secretary of Defense Memo, Implementation of Division E of the Clinger-Cohen of 1996
(Public Law 104-106), dated June 7, 1997.
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44 United States Code 3501 et seq.

Also known as Paperwork Reduction Act

Public | 104-13, 109-435, 110-289
Law

Date May 22, 1995, updated as of January 2, 2006

Reports| U.S. House. Committee on Government Reform. H. Report No. 104-37
U.S. Senate. Committee on Governmental Affairs. S. Report No. 104-8
U.S. House. Conference Report. H. Report No. 104-99

An Act to further the goals of the Paperwork Reduction Act to have Federal
agencies become more responsible and publicly accountable for reducing the
burden of Federal paperwork on the public, and for other purposes.

Short Title. This Act may be cited as the “Paperwork Reduction Act of 1995”.
Sec. 2. Coordination of Federal Information Policy.

Chapter 35 of title 44, United States Code, is amended to read as follows:
CHAPTER 35 -- COORDINATION OF FEDERAL INFORMATION POLICY
Sec. 3501. Purposes

The purposes of this chapter are to —

(1) minimize the paperwork burden for individuals, small businesses, educa-
tional and nonprofit institutions, Federal contractors, State, local and tribal gov-
ernments, and other persons resulting from the collection of information by or
for the Federal Government;

(2) ensure the greatest possible public benefit from and maximize the utility of
information created, collected, maintained, used, shared and disseminated by or
for the Federal Government;

(3) coordinate, integrate, and to the extent practicable and appropriate, make
uniform Federal information resources management policies and practices as a
means to improve the productivity, efficiency, and effectiveness of Government
programs, including the reduction of information collection burdens on the pub-
lic and the improvement of service delivery to the public;

(4) improve the quality and use of Federal information to strengthen decision-
making, accountability, and openness in Government and society;
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(5) minimize the cost to the Federal Government of the creation, collection,
maintenance, use, dissemination, and disposition of information;

(6) strengthen the partnership between the Federal Government and State, local,
and tribal governments by minimizing the burden and maximizing the utility of
information created, collected, maintained, used, disseminated, and retained by
or for the Federal Government;

(7) provide for the dissemination of public information on a timely basis, on
equitable terms, and in a manner that promotes the utility of the information to
the public and makes effective use of information technology;

(8) ensure that the creation, collection, maintenance, use, dissemination, and
disposition of information by or for the Federal Government is consistent with
applicable laws, including laws relating to

(A) privacy and confidentiality, including section 552a of title 5;

(B) security of information, including the Computer Security Act of 1987
(Public Law 100-235); and

(C) access to information, including section 552 of title 5;

(9) ensure the integrity, quality, and utility of the Federal statistical system;

(10) ensure that information technology is acquired, used, and managed to
improve performance of agency missions, including the reduction of informa-
tion collection burdens on the public; and

(11) improve the responsibility and accountability of the Office of Management
and Budget and all other Federal agencies to Congress and to the public for imple-
menting the information collection review process, information resources manage-
ment, and related policies and guidelines established under this subchapter.

Sec. 3502. Definitions
As used in this chapter —

(1) the term “agency” means any executive department, military department,
Government corporation, Government controlled corporation, or other estab-
lishment in the executive branch of the Government (including the Executive
Office of the President), or any independent regulatory agency, but does not include —

(A) the General Accounting Office;
(B) Federal Election Commission;



44 U.S.C. 3501 et seq.

(C) the governments of the District of Columbia and of the territories and
possessions of the United States, and their various subdivisions; or

(D) Government-owned contractor-operated facilities, including laboratories
engaged in national defense research and production activities;

(2) the term “burden” means time, effort, or financial resources expended by
persons to generate, maintain, or provide information to or for a Federal agency,
including the resources expended for —

(A) reviewing instructions;

(B) acquiring, installing, and utilizing technology and systems;

(C) adjusting the existing ways to comply with any previously applicable
instructions and requirements;

(D) searching data sources;

(E) completing and reviewing the collection of information; and

(F) transmitting, or otherwise disclosing the information;

(3) the term “collection of information” —

(A) means the obtaining, causing to be obtained, soliciting, or requiring the dis-

closure to third parties or the public, of facts or opinions by or for an agency,
regardless of form or format, calling for either --

(i) answers to identical questions posed to, or identical reporting or record-
keeping requirements imposed on, ten or more persons, other than agencies,
instrumentalities, or employees of the United States; or

(i) answers to questions posed to agencies, instrumentalities, or employees of the
United States which are to be used for general statistical purposes; and

(B) shall not include a collection of information described under section 3518(c)(1);
(4) the term “Director” means the Director of the Office of Management and Budget;

(5) the term “independent regulatory agency” means the Board of Governors of the
Federal Reserve System, the Commodity Futures Trading Commission, the Con-
sumer Product Safety Commission, the Federal Communications Commission, the
Federal Deposit Insurance Corporation, the Federal Energy Regulatory Commis-
sion, the Federal Housing Finance Board, the Federal Maritime Commission, the
Federal Trade Commission, the Interstate Commerce Commission, the Mine
Enforcement Safety and Health Review Commission, the National Labor Rela-
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tions Board, the Nuclear Regulatory Commission, the Occupational Safety and
Health Review Commission, the Postal Rate Commission, the Securities and
Exchange Commission, and any other similar agency designated by statute as a
Federal independent regulatory agency or commission;

(6) the term “information resources” means information and related resources,
such as personnel, equipment, funds, and information technology;

(7) the term “information resources management” means the process of man-
aging information resources to accomplish agency missions and to improve
agency performance, including through the reduction of information collection
burdens on the public;

(8) the term “information system” means a discrete set of information resources
organized for the collection, processing, maintenance, use, sharing, dissemina-
tion, or disposition of information;

(9) the term “information technology” has the meaning given that term in sec-
tion 11101 of title 40 but does not include national security systems as defined
in section 11103 of title 40;

(10) the term “person” means an individual, partnership, association, corpora-
tion, business trust, or legal representative, an organized group of individuals, a
State, territorial, tribal, or local government or branch thereof, or a political
subdivision of a State, territory, tribal, or local government or a branch of a
political subdivision;

(11) the term “practical utility”” means the ability of an agency to use informa-
tion, particularly the capability to process such information in a timely and
useful fashion;

(12) the term “public information” means any information, regardless of form or
format, that an agency discloses, disseminates, or makes available to the public;
(13) the term “recordkeeping requirement’ means a requirement imposed by or for
an agency on persons to maintain specified records, including a requirement to --
(A) retain such records;

(B) notify third parties, the Federal Government, or the public of the existence
of such records;

(C) disclose such records to third parties, the Federal Government, or the public; or

(D) report to third parties, the Federal Government, or the public regarding such
records; and

9
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(14) the term “penalty” includes the imposition by an agency or court of a fine or
other punishment; a judgment for monetary damages or equitable relief; or the revo-
cation, suspension, reduction, or denial of a license, privilege, right, grant, or benefit.

Sec. 3503. Office of Information and Regulatory Affairs

(a) There is established in the Office of Management and Budget an office to be
known as the Office of Information and Regulatory Affairs.

(b) There shall be at the head of the Office an Administrator who shall be
appointed by the President, by and with the advice and consent of the Senate.
The Director shall delegate to the Administrator the authority to administer all
functions under this subchapter, except that any such delegation shall not
relieve the Director of responsibility for the administration of such functions.
The Administrator shall serve as principal adviser to the Director on Federal
information resources management policy.

Sec. 3504. Authority and Functions of Director
(a)(1) The Director shall oversee the use of information resources to improve
the efficiency and effectiveness of governmental operations to serve agency

missions, including burden reduction and service delivery to the public. In
performing such oversight, the Director shall --

(A) develop, coordinate and oversee the implementation of Federal information
resources management policies, principles, standards, and guidelines; and
(B) provide direction and oversee —

(i) the review and approval of the collection of information and the reduction of
the information collection burden;

(ii) agency dissemination of and public access to information;

(iii) statistical activities;

(iv) records management activities;

(v) privacy, confidentiality, security, disclosure, and sharing of information; and
(vi) the acquisition and use of information technology, including alternative
information technologies that provide for electronic submission, maintenance,

or disclosure of information as a substitute for paper and for the use and accep-
tance of electronic signatures.

(2) The authority of the Director under this chapter shall be exercised consistent
with applicable law.

10



44 U.S.C. 3501 et seq.

(b) With respect to general information resources management policy, the
Director shall —

(1) develop and oversee the implementation of uniform information resources
management policies, principles, standards, and guidelines;

(2) foster greater sharing, dissemination, and access to public information,
including through —

(A) the use of the Government Information Locator Service; and

(B) the development and utilization of common standards for information col-
lection, storage, processing and communication, including standards for secu-
rity, interconnectivity and interoperability;

(3) initiate and review proposals for changes in legislation, regulations, and
agency procedures to improve information resources management practices;

(4) oversee the development and implementation of best practices in informa-
tion resources management, including training; and

(5) oversee agency integration of program and management functions with
information resources management functions.

(c) With respect to the collection of information and the control of paperwork,
the Director shall --

(1) review and approve proposed agency collections of information;

(2) coordinate the review of the collection of information associated with Fed-
eral procurement and acquisition by the Office of Information and Regulatory
Affairs with the Office of Federal Procurement Policy, with particular emphasis
on applying information technology to improve the efficiency and effectiveness
of Federal procurement, acquisition and payment, and to reduce information
collection burdens on the public;

(3) minimize the Federal information collection burden, with particular empha-

sis on those individuals and entities most adversely affected;

(4) maximize the practical utility of and public benefit from information collec-

ted by or for the Federal Government;

(5) establish and oversee standards and guidelines by which agencies are to

estimate the burden to comply with a proposed collection of information.

(6) publish in the Federal Register and make available on the Internet (in con-

sultation with the Small Business Administration) on an annual basis a list of
11
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the compliance assistance resources available to small businesses, with the first
such publication occurring not later than 1 year after the date of enactment of
the Small Business Paperwork Relief Act of 2002.

(d) With respect to information dissemination, the Director shall develop and
oversee the implementation of policies, principles, standards, and guidelines to --

(1) apply to Federal agency dissemination of public information, regard-less of
the form or format in which such information is disseminated; and

(2) promote public access to public information and fulfill the purposes of this
chapter, including through the effective use of information technology.

(e) With respect to statistical policy and coordination, the director shall—
(1) coordinate the activities of the Federal statistical system to endure—
(A) the efficiency and effectiveness of the system; and

(B) the integrity, objectivity, impartiality, utility, and confidentiality of infor-
mation collected for statistical purposes.

(2) ensure that budget proposals of agencies are consistent with system-wide
priorities for maintaining and improving the quality of Federal statistics and
prepare an annual report on statistical program funding;

(3) develop and oversee the implementation of Governmentwide policies, prin-
ciples, standards, and guidelines concerning

(A) statistical collection procedures and methods;

(B) statistical data classification;

(C) statistical information presentation and dissemination
(D) timely release of statistical data; and

(E) such statistical data sources as may be required for the administration of
Federal programs;

(4) evaluate statistical program performance and agency compliance with Gov-
ernmentwide policies, principles, standards, and guidelines;

(5) promote the sharing of information collected for statistical purposes consis-
tent with privacy rights and confidentiality pledges;

(6) coordinate the participation of the United States in international statistical
activities, including the development of comparable statistics;

12
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(7) appoint a chief statistician who is a trained and experienced professional
statistician to carry out the functions described under this subsection

(8) establish an Interagency Council on Statistical policy to advise and assist the
Director in carrying out the functions under this subsection that shall—

(A) be headed by the chief statistician; and

(B) consist of—

(i) the heads of the major statistical programs; and

(ii) the representatives of other statistical agencies under rotating membership; and
(9) provide opportunities for training in statistical policy functions to employees
of the Federal Government under which—

(A) each trainee shall be selected at the discretion of the Director based on
agency requests and shall service under the chief statistician for at least 6
months and not more than 1 year; and

(B) all costs of the training shall be paid by the agency requesting training.
(f) With respect to records management, the Director shall --

(1) provide advice and assistance to the Archivist of the United States and the
Administrator of General Services to promote coordination in the administration of
chapters 29, 31, and 33 of this title with the information resources management
policies, principles, standards, and guidelines established under this subchapter;

(2) review compliance by agencies with —
(A) the requirements of chapters 29, 31, and 33 of this title; and

(B) regulations promulgated by the Archivist of the United States and the
Administrator of General Services; and

(3) oversee the application of records management policies, principles, standards,
and guidelines, including requirements for archiving information maintained in
electronic format, in the planning and design of information systems.

(9) With respect to privacy and security, the Director shall --

(1) develop and oversee the implementation of policies, principles, standards,
and guidelines on privacy, confidentiality, security, disclosure and sharing of
information collected or maintained by or for agencies; and

(2) oversee and coordinate compliance with sections 552 and 552a of title 5,
sections 20 and 21 of the National Institute of Standards and Technology Act
13
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(15 U.S.C. 278g-3 and 278-4) section 11331 of title 40 and subchapter 11 of this
chapter, and related information management laws.

(h) With respect to Federal information technology, the Director shall --

(1) in consultation with the Director of the National Institute of Standards and
Technology and the Administrator of General Services --

(A) develop and oversee the implementation of policies, principles, standards, and
guidelines for information technology functions and activities of the Federal
Government, including periodic evaluations of major information systems; and

(B) oversee the development and implementation of standards under section
11331 of title 40;

(2) monitor the effectiveness of, and compliance with, directives issued under
subtitle 111 of title 40 and directives issued under section 322 of title 40;

(3) coordinate the development and review by the Office of Information and
Regulatory Affairs of policy associated with Federal procurement and acquisition
of information technology with the Office of Federal Procurement Policy;

(4) ensure, through the review of agency budget proposals, information
resources management plans and other means —

(A) agency integration of information resources management plans, pro-gram
plans and budgets for acquisition and use of information technology; and

(B) the efficiency and effectiveness of inter-agency information technology
initiatives to improve agency performance and the accomplishment of agency
missions; and

(5) promote the use of information technology by the Federal Government to
improve the productivity, efficiency, and effectiveness of Federal programs,
including through dissemination of public information and the reduction of
information collection burdens on the public.

Sec. 3505. Assignment of Tasks and Deadlines

(a) In carrying out the functions under this subchapter, the Director shall

(1) in consultation with agency heads, set an annual Governmentwide goal for
the reduction of information collection burdens by at least 10 percent during
each of fiscal years 1996 and 1997 and 5 percent during each of fiscal years
1998, 1999, 2000, and 2001, and set annual agency goals to --

(A) reduce information collection burdens imposed on the public that
14



44 U.S.C. 3501 et seq.

(i) represent the maximum practicable opportunity in each agency; and

(ii) are consistent with improving agency management of the process for the
review of collections of information established under section 3506(c); and

(B) improve information resources management in ways that increase the pro-
ductivity, efficiency and effectiveness of Federal programs, including service
delivery to the public;

(2) with selected agencies and non-Federal entities on a voluntary basis, con-
duct pilot projects to test alternative policies, practices, regulations, and pro-
cedures to fulfill the purposes of this subchapter, particularly with regard to
minimizing the Federal information collection burden; and

(3) in consultation with the Administrator of General Services, the Direc-tor of
the National Institute of Standards and Technology, the Archivist of the United
States, and the Director of the Office of Personnel Management, develop and
maintain a Governmentwide strategic plan for information resources man-
agement, that shall include

(A) a description of the objectives and the means by which the Federal Government
shall apply information resources to improve agency and program performance;

(B) plans for —

(i) reducing information burdens on the public, including reducing such burdens
through the elimination of duplication and meeting shared data needs with
shared resources;

(ii) enhancing public access to and dissemination of, information, using elec-
tronic and other formats; and

(iii) meeting the information technology needs of the Federal Government in
accordance with the purposes of this chapter; and

(C) a description of progress in applying information resources management to
improve agency performance and the accomplishment of missions.

(b) For purposes of any pilot project conducted under subsection (a)(2), the Dir-
ector may, after consultation with the agency head, waive the application of any
administrative directive issued by an agency with which the project is conduc-
ted, including any directive requiring a collection of information, after giving
timely notice to the public and the Congress regarding the need for such waiver.

(c) Inventory of Major Information Systems. (1) The head of each agency shall
develop and maintain an inventory of major information systems (including major
national security systems) operated by or under the control of such agency.

15
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(2) The identification of information systems in an inventory under this subsec-
tion shall include an identification of the interfaces between each such system
and all other systems or networks, including those not operated by or under the
control of the agency.

(3) Such inventory shall be—

(A) updated at least annually;

(B) made available to the Comptroller General; and

(C) used to the support information resources management, including—

(i) preparation and maintenance of the inventory of information resources under
section 3506 (b) (4);

(ii) information technology planning, budgeting, acquisition, and management
under section 3506 (h), subtitle 111 of title 40, and related laws and guidance;

(iii) monitoring, testing, and evaluation of information security controls under
subchapter I1;

(iv) preparation of the index of major information systems required under sec-
tion 552 (g) of title 5, United States Code; and

(v) preparation of information system inventories required for records manage-
ment under chapters 21, 29, 31, and 33.

(4) The Director shall issue guidance for and oversee the implementation of the
requirements of this subsection.

(c) Inventory of Information Systems.—(1) The head of each agency shall
develop and maintain an inventory of the information systems (including
national security systems) operated by or under the control of such agency;

(2) The identification of information systems in an inventory under this subsec-
tion shall include an identification of the interfaces between each such system
and all other systems or networks, including those not operated by or under the
control of the agency;

(3) Such inventory shall be—

(A) updated at least annually;

(B) made available to the Comptroller General; and

(C) used to support information resources management, including—

(i) preparation and maintenance of the inventory of information resources under
section 3506 (b)(4);

16
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(i) information technology planning, budgeting, acquisition, and management
under section 3506 (h), subtitle 111 of title 40, and related laws and guidance;

(iii) monitoring, testing, and evaluation of information security controls under
subchapter I1;

(iv) preparation of the index of major information systems required under
section 552 (g) of title 5, United States Code; and

(v) preparation of information system inventories required for records man-
agement under chapters 21, 29, 31, and 33.

(4) The Director shall issue guidance for and oversee the implementation of the
requirements of this subsection.

Sec. 3506. Federal Agency Responsibilities
(2)(1) The head of each agency shall be responsible for—

(A) carrying out the agency’s information resources management activities to
improve agency productivity, efficiency, and effectiveness; and

(B) complying with the requirements of this subchapter and related policies
established by the Director.

(2)(A) Except as provided under subparagraph (B), the head of each agency shall
designate a Chief Information Officer who shall report directly to such agency
head to carry out the responsibilities of the agency under this subchapter.

(B) The Secretary of the Department of Defense and the Secretary of each military
department may each designate Chief Information Officers who shall report
directly to such Secretary to carry out the responsibilities of the department under
this subchapter. If more than one Chief Information Officer is designated, the
respective duties of the Chief Information Officers shall be clearly delineated.

(3) The Chief Information Officer designated under paragraph (2) shall head an
office responsible for ensuring agency compliance with and prompt, efficient,
and effective implementation of the information policies and information
resources management responsibilities established under this subchapter,
including the reduction of information collection burdens on the public. The
Chief Information Officer and employees of such office shall be selected with
special attention to the professional qualifications required to administer the
functions described under this subchapter.

(4) Each agency program official shall be responsible and accountable for
information resources assigned to and supporting the programs under such

17
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official. In consultation with the Chief Information Officer designated under
paragraph (2) and the agency Chief Financial Officer (or comparable official),
each agency program official shall define program information needs and
develop strategies, systems, and capabilities to meet those needs.

(b) With respect to general information resources management, each agency shall—
(1) manage information resources to—

(A) reduce information collection burdens on the public;

(B) increase program efficiency and effectiveness; and

(C) improve the integrity, quality, and utility of information to all users within
and outside the agency, including capabilities for ensuring dissemination of
public information, public access to government information, and protections
for privacy and security;

(2) in accordance with guidance by the Director, develop and maintain a

strategic information resources management plan that shall describe how
information resources management activities help accomplish agency missions;

(3) develop and maintain an ongoing process to—

(A) ensure that information resources management operations and decisions are
integrated with organizational planning, budget, financial management, human
resources management, and program decisions;

(B) in cooperation with the agency Chief Financial Officer (or comparable offi-
cial), develop a full and accurate accounting of information technology expen-
ditures, related expenses, and results; and
(C) establish goals for improving information resources management’s contrib-
ution to program productivity, efficiency, and effectiveness, methods for mea-
suring progress towards those goals, and clear roles and responsibilities for
achieving those goals;
(4) in consultation with the Director, the Administrator of General Services, and
the Archivist of the United States, maintain a current and complete inventory of
the agency’s information resources, including directories necessary to fulfill the
requirements of section 3511 of this subchapter; and
(5) in consultation with the Director and the Director of the Office of Personnel
Management, conduct formal training programs to educate agency program and
management officials about information resources management.
(c) With respect to the collection of information and the control of paperwork,
each agency shall—

18
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(1) establish a process within the office headed by the Chief Information Offi-
cer designated under subsection (a), that is sufficiently independent of program
responsibility to evaluate fairly whether proposed collections of information
should be approved under this subchapter, to—

(A) review each collection of information before submission to the Director for
review under this subchapter, including—

(i) an evaluation of the need for the collection of information;

(ii) a functional description of the information to be collected;

(iii) a plan for the collection of the information;

(iv) a specific, objectively supported estimate of burden;

(v) a test of the collection of information through a pilot program, if appropriate; and

(vi) a plan for the efficient and effective management and use of the informa-
tion to be collected, including necessary resources;

(B) ensure that each information collection—
(i) is inventoried, displays a control number and, if appropriate, an expiration date;

(ii) indicates the collection is in accordance with the clearance requirements of
section 3507; and

(iii) informs the person receiving the collection of information of—

(1) the reasons the information is being collected;

(1) the way such information is to be used;

(111) an estimate, to the extent practicable, of the burden of the collection;

(1V) whether responses to the collection of information are voluntary, required
to obtain a benefit, or mandatory; and

(V) the fact that an agency may not conduct or sponsor, and a person is not
required to respond to, a collection of information unless it displays a valid
control number; and

(C) assess the information collection burden of proposed legislation affecting
the agency;

(2)(A) except as provided under subparagraph (B) or section 3507 (j), provide
60-day notice in the Federal Register, and otherwise consult with members of
the public and affected agencies concerning each proposed collection of
information, to solicit comment to—

(i) evaluate whether the proposed collection of information is necessary for the
proper performance of the functions of the agency, including whether the
information shall have practical utility;
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(ii) evaluate the accuracy of the agency’s estimate of the burden of the proposed
collection of information;

(iii) enhance the quality, utility, and clarity of the information to be collected; and
(iv) minimize the burden of the collection of information on those who are to
respond, including through the use of automated collection techniques or other
forms of information technology; and

(B) for any proposed collection of information contained in a proposed rule (to be
reviewed by the Director under section 3507 (d)), provide notice and comment
through the notice of proposed rulemaking for the proposed rule and such notice
shall have the same purposes specified under subparagraph (A)(i) through (iv);

(3) certify (and provide a record supporting such certification, including public
comments received by the agency) that each collection of information
submitted to the Director for review under section 3507—
(A) is necessary for the proper performance of the functions of the agency,
including that the information has practical utility;
(B) is not unnecessarily duplicative of information otherwise reasonably
accessible to the agency;
(C) reduces to the extent practicable and appropriate the burden on persons who
shall provide information to or for the agency, including with respect to small
entities, as defined under section 601 (6) of title 5, the use of such techniques as—
(i) establishing differing compliance or reporting requirements or time-tables
that take into account the resources available to those who are to respond;
(ii) the clarification, consolidation, or simplification of compliance and
reporting requirements; or
(iii) an exemption from coverage of the collection of information, or any part thereof;
(D) is written using plain, coherent, and unambiguous terminology and is
understandable to those who are to respond;
(E) is to be implemented in ways consistent and compatible, to the maximum
extent practicable, with the existing reporting and recordkeeping practices of
those who are to respond;
(F) indicates for each recordkeeping requirement the length of time persons are
required to maintain the records specified;
(G) contains the statement required under paragraph (1)(B)(iii);
(H) has been developed by an office that has planned and allocated resources for the
efficient and effective management and use of the information to be collected,
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including the processing of the information in a manner which shall enhance, where
appropriate, the utility of the information to agencies and the public;

(1) uses effective and efficient statistical survey methodology appropriate to the
purpose for which the information is to be collected; and

(J) to the maximum extent practicable, uses information technology to reduce burden
and improve data quality, agency efficiency and responsiveness to the public; and

(4) in addition to the requirements of this chapter regarding the reduction of
information collection burdens for small business concerns (as defined in
section 3 of the Small Business Act (15 U.S.C. 632)), make efforts to further
reduce the information collection burden for small business concerns with
fewer than 25 employees.

(d) With respect to information dissemination, each agency shall—

(1) ensure that the public has timely and equitable access to the agency’s public
information, including ensuring such access through—

(A) encouraging a diversity of public and private sources for information based
on government public information;

(B) in cases in which the agency provides public information maintained in
electronic format, providing timely and equitable access to the underlying data
(in whole or in part); and

(C) agency dissemination of public information in an efficient, effective, and
economical manner;

(2) regularly solicit and consider public input on the agency’s information
dissemination activities;

(3) provide adequate notice when initiating, substantially modifying, or
terminating significant information dissemination products; and
(4) not, except where specifically authorized by statute—

(A) establish an exclusive, restricted, or other distribution arrangement that interferes
with timely and equitable availability of public information to the public;

(B) restrict or regulate the use, resale, or redissemination of public information
by the public;

(C) charge fees or royalties for resale or redissemination of public information; or
(D) establish user fees for public information that exceed the cost of dissemination.
(e) With respect to statistical policy and coordination, each agency shall—

(1) ensure the relevance, accuracy, timeliness, integrity, and objectivity of
information collected or created for statistical purposes;
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(2) inform respondents fully and accurately about the sponsors, purposes, and
uses of statistical surveys and studies;

(3) protect respondents’ privacy and ensure that disclosure policies fully honor
pledges of confidentiality;

(4) observe Federal standards and practices for data collection, analysis, docu-
mentation, sharing, and dissemination of information;

(5) ensure the timely publication of the results of statistical surveys and studies,
including information about the quality and limitations of the surveys and
studies; and

(6) make data available to statistical agencies and readily accessible to the public.

(f) With respect to records management, each agency shall implement and
enforce applicable policies and procedures, including requirements for archiv-
ing information maintained in electronic format, particularly in the planning,
design and operation of information systems.

(g) With respect to privacy and security, each agency shall—

(1) implement and enforce applicable policies, procedures, standards, and
guidelines on privacy, confidentiality, security, disclosure and sharing of infor-
mation collected or maintained by or for the agency; and

(2) assume responsibility and accountability for compliance with and coordi-
nated management of sections 552 and 552a of title 5, subchapter Il of this
chapter, and related information management laws.

(h) With respect to Federal information technology, each agency shall—

(1) implement and enforce applicable Governmentwide and agency information
technology management policies, principles, standards, and guidelines;

(2) assume responsibility and accountability for information technology investments;
(3) promote the use of information technology by the agency to improve the
productivity, efficiency, and effectiveness of agency programs, including the

reduction of information collection burdens on the public and improved
dissemination of public information;

(4) propose changes in legislation, regulations, and agency procedures to
improve information technology practices, including changes that improve the
ability of the agency to use technology to reduce burden; and

(5) assume responsibility for maximizing the value and assessing and managing
the risks of major information systems initiatives through a process that is—
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(A) integrated with budget, financial, and program management decisions; and
(B) used to select, control, and evaluate the results of major information
systems initiatives.
(i)(1) In addition to the requirements described in subsection (c), each agency
shall, with respect to the collection of information and the control of paperwork,
establish 1 point of contact in the agency to act as a liaison between the agency
and small business concerns (as defined in section 3 of the Small Business Act
(15 U.S.C. 632)).
(2) Each point of contact described under paragraph (1) shall be established not
later than 1 year after the date of enactment of the Small Business Paperwork
Relief Act of 2002.
Sec. 3507. Public Information Collection Activities; Submission to Director;
Approval and Delegation
(a) An agency shall not conduct or sponsor the collection of information unless
in advance of the adoption or revision of the collection of information—
(1) the agency has—
(A) conducted the review established under section 3506 (c)(1);
(B) evaluated the public comments received under section 3506 (c)(2);
(C) submitted to the Director the certification required under section 3506 (c)(3),
the proposed collection of information, copies of pertinent statutory authority,
regulations, and other related materials as the Director may specify; and
(D) published a notice in the Federal Register—
(i) stating that the agency has made such submission; and
(i) setting forth—
(1) a title for the collection of information;
(1) a summary of the collection of information;
(11) a brief description of the need for the information and the proposed use of
the information;
(1V) a description of the likely respondents and proposed frequency of response
to the collection of information;
(V) an estimate of the burden that shall result from the collection of
information; and
(V1) notice that comments may be submitted to the agency and Director;
(2) the Director has approved the proposed collection of information or
approval has been inferred, under the provisions of this section; and
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(3) the agency has obtained from the Director a control number to be displayed
upon the collection of information.

(b) The Director shall provide at least 30 days for public comment prior to
making a decision under subsection (c), (d), or (h), except as provided under
subsection (j).

(c)(1) For any proposed collection of information not contained in a proposed
rule, the Director shall notify the agency involved of the decision to approve or
disapprove the proposed collection of information.

(2) The Director shall provide the notification under paragraph (1), within 60
days after receipt or publication of the notice under subsection (a)(1)(D),
whichever is later.

(3) If the Director does not notify the agency of a denial or approval within the
60-day period described under paragraph (2)—

(A) the approval may be inferred;

(B) a control number shall be assigned without further delay; and

(C) the agency may collect the information for not more than 1 year.

(d)(1) For any proposed collection of information contained in a proposed rule—

(A) as soon as practicable, but no later than the date of publication of a notice of
proposed rulemaking in the Federal Register, each agency shall forward to the
Director a copy of any proposed rule which contains a collection of information
and any information requested by the Director necessary to make the determina-
tion required under this subsection; and

(B) within 60 days after the notice of proposed rulemaking is published in the
Federal Register, the Director may file public comments pursuant to the standards set
forth in section 3508 on the collection of information contained in the proposed rule;

(2) When afinal rule is published in the Federal Register, the agency shall explain—

(A) how any collection of information contained in the final rule responds to the
comments, if any, filed by the Director or the public; or

(B) the reasons such comments were rejected.

(3) If the Director has received notice and failed to comment on an agency rule
within 60 days after the notice of proposed rulemaking, the Director may not
disapprove any collection of information specifically contained in an agency rule.
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(4) No provision in this section shall be construed to prevent the Director, in the
Director’s discretion—

(A) from disapproving any collection of information which was not specifically
required by an agency rule;

(B) from disapproving any collection of information contained in an agency
rule, if the agency failed to comply with the requirements of paragraph (1) of
this subsection;

(C) from disapproving any collection of information contained in a final agency
rule, if the Director finds within 60 days after the publication of the final rule
that the agency’s response to the Director’s comments filed under paragraph (2)
of this subsection was unreasonable; or

(D) from disapproving any collection of information contained in a final rule, if—

(i) the Director determines that the agency has substantially modified in the
final rule the collection of information contained in the proposed rule; and

(ii) the agency has not given the Director the information required under para-
graph (1) with respect to the modified collection of information, at least 60 days
before the issuance of the final rule.

(5) This subsection shall apply only when an agency publishes a notice of pro-
posed rulemaking and requests public comments.

(6) The decision by the Director to approve or not act upon a collection of infor-
mation contained in an agency rule shall not be subject to judicial review.

(e)(1) Any decision by the Director under subsection (c), (d), (h), or (j) to disap-
prove a collection of information, or to instruct the agency to make substantive
or material change to a collection of information, shall be publicly available and
include an explanation of the reasons for such decision.

(2) Any written communication between the Administrator of the Office of
Information and Regulatory Affairs, or any employee of the Office of Infor-
mation and Regulatory Affairs, and an agency or person not employed by the
Federal Government concerning a proposed collection of information shall be
made available to the public.

(3) This subsection shall not require the disclosure of—
(A) any information which is protected at all times by procedures established
for information which has been specifically authorized under criteria estab-
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lished by an Executive order or an Act of Congress to be kept secret in the
interest of national defense or foreign policy; or

(B) any communication relating to a collection of information which is not
approved under this subchapter, the disclosure of which could lead to retaliation
or discrimination against the communicator.

(f)(1) An independent regulatory agency which is administered by 2 or more
members of a commission, board, or similar body, may by majority vote void—
(A) any disapproval by the Director, in whole or in part, of a proposed
collection of information of that agency; or

(B) an exercise of authority under subsection (d) of section 3507 concerning
that agency.

(2) The agency shall certify each vote to void such disapproval or exercise to the
Director, and explain the reasons for such vote. The Director shall without further
delay assign a control number to such collection of information, and such vote to
void the disapproval or exercise shall be valid for a period of 3 years.

(g) The Director may not approve a collection of information for a period in
excess of 3 years.

(h) (1) If an agency decides to seek extension of the Director’s approval granted
for a currently approved collection of information, the agency shall—

(A) conduct the review established under section 3506 (c), including the
seeking of comment from the public on the continued need for, and burden
imposed by the collection of information; and

(B) after having made a reasonable effort to seek public comment, but no later
than 60 days before the expiration date of the control number assigned by the
Director for the currently approved collection of information, submit the collec-
tion of information for review and approval under this section, which shall include
an explanation of how the agency has used the information that it has collected.

(2) If under the provisions of this section, the Director disapproves a collection
of information contained in an existing rule, or recommends or instructs the
agency to make a substantive or material change to a collection of information
contained in an existing rule, the Director shall—

(A) publish an explanation thereof in the Federal Register; and

(B) instruct the agency to undertake a rulemaking within a reasonable time lim-
ited to consideration of changes to the collection of information contained in the
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rule and thereafter to submit the collection of information for approval or disap-
proval under this subchapter.

(3) An agency may not make a substantive or material modification to a collec-
tion of information after such collection has been approved by the Director,
unless the modification has been submitted to the Director for review and
approval under this subchapter.

(i)(1) If the Director finds that a senior official of an agency designated under
section 3506 (a) is sufficiently independent of program responsibility to evalu-
ate fairly whether proposed collections of information should be approved and
has sufficient resources to carry out this responsibility effectively, the Director
may, by rule in accordance with the notice and comment provisions of chapter 5
of title 5, United States Code, delegate to such official the authority to approve
proposed collections of information in specific program areas, for specific pur-
poses, or for all agency purposes.

(2) A delegation by the Director under this section shall not preclude the Direc-
tor from reviewing individual collections of information if the Director deter-
mines that circumstances warrant such a review. The Director shall retain author-
ity to revoke such delegations, both in general and with regard to any specific
matter. In acting for the Director, any official to whom approval authority has
been delegated under this section shall comply fully with the rules and regula-
tions promulgated by the Director.

(1)(2) The agency head may request the Director to authorize a collection of
information, if an agency head determines that—
(A) a collection of information—

(i) is needed prior to the expiration of time periods established under this
subchapter; and

(ii) is essential to the mission of the agency; and

(B) the agency cannot reasonably comply with the provisions of this
subchapter because—

(i) public harm is reasonably likely to result if normal clearance procedures
are followed;

(ii) an unanticipated event has occurred; or

(iii) the use of normal clearance procedures is reasonably likely to prevent or
disrupt the collection of information or is reasonably likely to cause a statutory
or court ordered deadline to be missed.
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(2) The Director shall approve or disapprove any such authorization request
within the time requested by the agency head and, if approved, shall assign the
collection of information a control number. Any collection of information con-
ducted under this subsection may be conducted without compliance with the
provisions of this subchapter for a maximum of 180 days after the date on
which the Director received the request to authorize such collection.

Sec. 3508. Determination of Necessity for Information; Hearing

Before approving a proposed collection of information, the Director shall deter-
mine whether the collection of information by the agency is necessary for the
proper performance of the functions of the agency, including whether the infor-
mation shall have practical utility. Before making a determination the Director
may give the agency and other interested persons an opportunity to be heard or
to submit statements in writing. To the extent, if any, that the Director deter-
mines that the collection of information by an agency is unnecessary for any
reason, the agency may not engage in the collection of information.

Sec. 3509. Designation of Central Collection Agency

The Director may designate a central collection agency to obtain information
for two or more agencies if the Director determines that the needs of such agen-
cies for information will be adequately served by a single collection agency,
and such sharing of data is not inconsistent with applicable law. In such cases
the Director shall prescribe (with reference to the collection of information) the
duties and functions of the collection agency so designated and of the agencies
for which it is to act as agent (including reimbursement for costs). While the
designnation is in effect, an agency covered by the designation may not obtain
for itself information for the agency which is the duty of the collection agency
to obtain. The Director may modify the designation from time to time as cir-
cumstances require. The authority to designate under this section is subject to
the provisions of section 3507(f) of this subchapter.

Sec. 3510. Cooperation of Agencies in Making Information Available

(a) The Director may direct an agency to make available to another agency, or an

agency may make available to another agency, information obtained by a

collection of information if the disclosure is not inconsistent with applicable law.

(b)(2) If information obtained by an agency is released by that agency to

another agency, all the provisions of law (including penalties) that relate to the

unlawful disclosure of information apply to the officers and employees of the
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agency to which information is released to the same extent and in the same
manner as the provisions apply to the officers and employees of the agency
which originally obtained the information.

(2) The officers and employees of the agency to which the information is
released, in addition, shall be subject to the same provisions of law, including
penalties, relating to the unlawful disclosure of information as if the
information had been collected directly by that agency.

Sec. 3511. Establishment and Operation of Government Information Locator Service
(a) In order to assist agencies and the public in locating information and to promote
information sharing and equitable access by the public, the Director shall—

(1) cause to be established and maintained a distributed agency-based electronic
Government Information Locator Service (hereafter in this section referred to as
the “Service”), which shall identify the major information systems, holdings,
and dissemination products of each agency;

(2) require each agency to establish and maintain an agency information locator ser-
vice as a component of, and to support the establishment and operation of the Service;

(3) in cooperation with the Archivist of the United States, the Administrator of
General Services, the Public Printer, and the Librarian of Congress, establish an
interagency committee to advise the Secretary of Commerce on the develop-
ment of technical standards for the Service to ensure compatibility, promote
information sharing, and uniform access by the public;

(4) consider public access and other user needs in the establishment and opera-
tion of the Service;

(5) ensure the security and integrity of the Service, including measures to
ensure that only information which is intended to be disclosed to the public is
disclosed through the Service; and

(6) periodically review the development and effectiveness of the Service and
make recommendations for improvement, including other mechanisms for
improving public access to Federal agency public information.

(b) This section shall not apply to operational files as defined by the Central
Intelligence Agency Information Act (50 U.S.C. 431 et seq.).

Sec. 3512. Public Protection

(a) Notwithstanding any other provision of law, no person shall be subject to
any penalty for failing to comply with a collection of information that is subject
to this subchapter if—
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(1) the collection of information does not display a valid control number
assigned by the Director in accordance with this subchapter; or

(2) the agency fails to inform the person who is to respond to the collection of
information that such person is not required to respond to the collection of
information unless it displays a valid control number.

(b) The protection provided by this section may be raised in the form of a com-
plete defense, bar, or otherwise at any time during the agency administrative
process or judicial action applicable thereto.

Sec. 3513. Director Review of Agency Activities; Reporting; Agency Response

(a) In consultation with the Administrator of General Services, the Archivist of
the United States, the Director of the National Institute of Standards and Tech-
nology, and the Director of the Office of Personnel Management, the Director
shall periodically review selected agency information resources management
activities to ascertain the efficiency and effectiveness of such activities to
improve agency performance and the accomplishment of agency missions.

(b) Each agency having an activity reviewed under subsection (a) shall, within
60 days after receipt of a report on the review, provide a written plan to the
Director describing steps (including milestones) to—

(1) be taken to address information resources management problems identified
in the report; and

(2) improve agency performance and the accomplishment of agency missions.
Sec. 3514. Responsiveness to Congress
(a) (1) The Director shall—

(A) keep the Congress and congressional committees fully and currently informed
of the major activities under this subchapter; and

(B) submit a report on such activities to the President of the Senate and the
Speaker of the House of Representatives annually and at such other times as the
Director determines necessary.
(2) The Director shall include in any such report a description of the extent to
which agencies have—
(A) reduced information collection burdens on the public, including—
(i) a summary of accomplishments and planned initiatives to reduce collection
of information burdens;
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(ii) a list of all violations of this subchapter and of any rules, guidelines, poli-
cies, and procedures issued pursuant to this subchapter;

(iii) a list of any increase in the collection of information burden, including the
authority for each such collection; and

(iv) a list of agencies that in the preceding year did not reduce information col-
lection burdens in accordance with section 3505 (a)(1), a list of the programs
and statutory responsibilities of those agencies that precluded that reduction,
and recommendations to assist those agencies to reduce information collection
burdens in accordance with that section;

(B) improved the quality and utility of statistical information;
(C) improved public access to Government information; and

(D) improved program performance and the accomplishment of agency mis-
sions through information resources management.

(b) The preparation of any report required by this section shall be based on per-
formance results reported by the agencies and shall not increase the collection
of information burden on persons outside the Federal Government.

Sec. 3515. Administrative Powers

Upon the request of the Director, each agency (other than an independent
regulatory agency) shall, to the extent practicable, make its services, personnel,
and facilities available to the Director for the performance of functions under
this subchapter.

Sec. 3516. Rules and Regulations

The Director shall promulgate rules, regulations, or procedures necessary to
exercise the authority provided by this subchapter.

Sec. 3517. Consultation with Other Agencies and the Public

(a) In developing information resources management policies, plans, rules,
regulations, procedures, and guidelines and in reviewing collections of
information, the Director shall provide interested agencies and persons early
and meaningful opportunity to comment.

(b) Any person may request the Director to review any collection of informa-
tion conducted by or for an agency to determine, if, under this subchapter, a
person shall maintain, provide, or disclose the information to or for the agency.
Unless the request is frivolous, the Director shall, in coordination with the
agency responsible for the collection of information—
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(1) respond to the request within 60 days after receiving the request, unless such
period is extended by the Director to a specified date and the person making the
request is given notice of such extension; and

(2) take appropriate remedial action, if necessary.

Sec. 3518. Effect on Existing Laws and Regulations

(a) Except as otherwise provided in this subchapter, the authority of an agency
under any other law to prescribe policies, rules, regulations, and procedures for
Federal information resources management activities is subject to the authority
of the Director under this subchapter.

(b) Nothing in this subchapter shall be deemed to affect or reduce the authority of
the Secretary of Commerce or the Director of the Office of Management and
Budget pursuant to Reorganization Plan No. 1 of 1977 (as amended) and Exec-
utive order, relating to telecommunications and information policy, procure-
ment and management of telecommunications and information systems, spec-
trum use, and related matters.

(c)(1) Except as provided in paragraph (2), this subchapter shall not apply to the
collection of information—

(A) during the conduct of a Federal criminal investigation or prosecution, or
during the disposition of a particular criminal matter;

(B) during the conduct of—

(i) a civil action to which the United States or any official or agency thereof is a
party; or

(ii) an administrative action or investigation involving an agency against
specific individuals or entities;

(C) by compulsory process pursuant to the Antitrust Civil Process Act and
section 13 of the Federal Trade Commission Improvements Act of 1980; or

(D) during the conduct of intelligence activities as defined in section 3.4(e) of
Executive Order No. 12333, issued December 4, 1981, or successor orders, or during
the conduct of cryptologic activities that are communications security activities.

(2) This subchapter applies to the collection of information during the conduct
of general investigations (other than information collected in an antitrust invest-
tigation to the extent provided in subparagraph (C) of paragraph (1)) undertaken
with reference to a category of individuals or entities such as a class of
licensees or an entire industry.
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(d) Nothing in this subchapter shall be interpreted as increasing or decreasing the
authority conferred by sections 11331 and 11332 [1] of title 40 on the Secretary
of Commerce or the Director of the Office of Management and Budget.

(e) Nothing in this subchapter shall be interpreted as increasing or decreasing the
authority of the President, the Office of Management and Budget or the Direc-
tor thereof, under the laws of the United States, with respect to the substantive
policies and programs of departments, agencies and offices, including the
substantive authority of any Federal agency to enforce the civil rights laws.

Sec. 3519. Access to Information

Under the conditions and procedures prescribed in section 716 of title 31, the
Director and personnel in the Office of Information and Regulatory Affairs
shall furnish such information as the Comptroller General may require for the
discharge of the responsibilities of the Comptroller General. For the purpose of
obtaining such information, the Comptroller General or representatives thereof
shall have access to all books, documents, papers and records, regardless of
form or format, of the Office.

Sec. 3520. Establishment of Task Force on Information Collection and Dissemination

(a) There is established a task force to study the feasibility of streamlining
requirements with respect to small business concerns regarding collection of
information and strengthening dissemination of information (in this section
referred to as the “task force”).

(b)(1) The Director shall determine—

(A) subject to the minimum requirements under paragraph (2), the number of
representatives to be designated under each subparagraph of that paragraph; and

(B) the agencies to be represented under paragraph (2)(K).

(2) After all determinations are made under paragraph (1), the members of the
task force shall be designated by the head of each applicable department or
agency, and include—

(A) 1 representative of the Director, who shall convene and chair the task force;

(B) not less than 2 representatives of the Department of Labor, including 1
representative of the Bureau of Labor Statistics and 1 representative of the
Occupational Safety and Health Administration;

(C) not less than 1 representative of the Environmental Protection Agency;
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(D) not less than 1 representative of the Department of Transportation;

(E) not less than 1 representative of the Office of Advocacy of the Small
Business Administration;

(F) not less than 1 representative of the Internal Revenue Service;

(G) not less than 2 representatives of the Department of Health and Human Ser-
vices, including 1 representative of the Centers for Medicare and Medicaid Services;

(H) not less than 1 representative of the Department of Agriculture;
(1) not less than 1 representative of the Department of the Interior;
(J) not less than 1 representative of the General Services Administration; and

(K) not less than 1 representative of each of 2 agencies not represented by
representatives described under subparagraphs (A) through (J).

(c) The task force shall—

(1) identify ways to integrate the collection of information across Federal agen-
cies and programs and examine the feasibility and desirability of requiring each
agency to consolidate requirements regarding collections of information with
respect to small business concerns within and across agencies, without nega-
tively impacting the effectiveness of underlying laws and regulations regarding
such collections of information, in order that each small business concern may
submit all information required by the agency—

(A) to 1 point of contact in the agency;

(B) in a single format, such as a single electronic reporting system, with respect
to the agency; and

(C) with synchronized reporting for information submissions having the same fre-
quency, such as synchronized quarterly, semiannual, and annual reporting dates;

(2) examine the feasibility and benefits to small businesses of publishing a list by
the Director of the collections of information applicable to small business concerns
(as defined in section 3 of the Small Business Act (15 U.S.C. 632)), organized—

(A) by North American Industry Classification System code;
(B) by industrial sector description; or

(C) in another manner by which small business concerns can more easily identify
requirements with which those small business concerns are expected to comply;
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(3) examine the savings, including cost savings, and develop recommendations
for implementing—

(A) systems for electronic submissions of information to the Federal Govern-
ment; and

(B) interactive reporting systems, including components that provide immediate
feedback to assure that data being submitted—

(i) meet requirements of format; and

(ii) are within the range of acceptable options for each data field;

(4) make recommendations to improve the electronic dissemination of informa-
tion collected under Federal requirements;

(5) recommend a plan for the development of an interactive Government-wide
system, available through the Internet, to allow each small business to—

(A) better understand which Federal requirements regarding collection of infor-
mation (and, when possible, which other Federal regulatory requirements) apply
to that particular business; and

(B) more easily comply with those Federal requirements; and
(6) in carrying out this section, consider opportunities for the coordination—
(A) of Federal and State reporting requirements; and

(B) among the points of contact described under section 3506 (i), such as to
enable agencies to provide small business concerns with contacts for informa-
tion collection requirements for other agencies.

(d) The task force shall—

(1) by publication in the Federal Register, provide notice and an opportunity for
public comment on each report in draft form; and

(2) make provision in each report for the inclusion of—

(A) any additional or dissenting views of task force members; and

(B) a summary of significant public comments.

(e) Not later than 1 year after the date of enactment of the Small Business
Paperwork Relief Act of 2002, the task force shall submit a report of its
findings under subsection (c) (1), (2), and (3) to—

(1) the Director;

(2) the chairpersons and ranking minority members of—
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(A) the Committee on Governmental Affairs and the Committee on Small
Business and Entrepreneurship of the Senate; and

(B) the Committee on Government Reform and the Committee on Small
Business of the House of Representatives; and

(3) the Small Business and Agriculture Regulatory Enforcement Ombudsman
designated under section 30(b) of the Small Business Act (15 U.S.C. 657 (b)).

(f) Not later than 2 years after the date of enactment of the Small Business
Paperwork Relief Act of 2002, the task force shall submit a report of its
findings under subsection (c) (4) and (5) to—

(1) the Director;

(2) the chairpersons and ranking minority members of—

(A) the Committee on Governmental Affairs and the Committee on Small
Business and Entrepreneurship of the Senate; and

(B) the Committee on Government Reform and the Committee on Small
Business of the House of Representatives; and

(3) the Small Business and Agriculture Regulatory Enforcement Ombudsman
designated under section 30(b) of the Small Business Act (15 U.S.C. 657 (b)).

(9) The task force shall terminate after completion of its work.

(h) In this section, the term “small business concern” has the meaning given
under section 3 of the Small Business Act (15 U.S.C. 632).

Sec. 3521. Authorization of appropriations

There are authorized to be appropriated to the Office of Information and Regulatory
Affairs to carry out the provisions of this subchapter, and for no other purpose,
$8,000,000 for each of the fiscal years 1996, 1997, 1998, 1999, 2000, and 2001.
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Also known as: Division D — Federal Acquisition Reform Act of 1996 and
Division E — The Information Technology Management Reform Act of 1996
in the National Defense Authorization Act for Fiscal Year 1996; or the
Clinger-Cohen Act of 1996.

Public Law | 104-106

Date February 10, 1996, updated as of January 3, 2007

Reports U.S. House. Conference Report. H. Report 104-450°

TITLE 40 - PUBLIC BUILDINGS, PROPERTY, AND WORKS

SUBTITLE I1l - INFORMATION TECHNOLOGY MANAGEMENT

CHAPTER 111 - GENERAL

CHAPTER 113 - RESPONSIBILITY FOR ACQUISITIONS OF
INFORMATION TECHNOLOGY

CHAPTER 115 - INFORMATION TECHNOLOGY ACQUISITION PILOT
PROGRAM

CHAPTER 117 - ADDITIONAL INFORMATION RESOURCES
MANAGEMENT MATTERS

TITLE 40 - SUBTITLE 111 - CHAPTER 111 - GENERAL

§ 11101. Definitions
§ 11102. Sense of Congress
§ 11103. Applicability to national security systems

TITLE 40 - SUBTITLE 111 - CHAPTER 113 - RESPONSIBILITY FOR
ACQUISITIONS OF INFORMATION TECHNOLOGY

SUBCHAPTER | - DIRECTOR OF OFFICE OF MANAGEMENT AND BUDGET
SUBCHAPTER Il - EXECUTIVE AGENCIES
SUBCHAPTER Il - OTHER RESPONSIBILITIES

TITLE 40 - SUBTITLE 111 - CHAPTER 113

® An earlier version of the legislation (H.R. 1530/S. 1026) was vetoed by the President on
December 22, 1995. U.S. House, Committee on National Security, H. Report No. 104-131;
U.S. Senate, Committee on Armed Services, S. Report No. 104-112; U.S. House,
Conference Report, H. Report No. 104-406
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SUBCHAPTER | - DIRECTOR OF OFFICE OF MANAGEMENT AND BUDGET

§ 11301. Responsibility of Director

§ 11302. Capital planning and investment control

§ 11303. Performance-based and results-based management
TITLE 40 - SUBTITLE Il - CHAPTER 113

SUBCHAPTER Il - EXECUTIVE AGENCIES

§ 11311. Responsibilities

§ 11312. Capital planning and investment control

§ 11313. Performance and results-based management

§ 11314. Authority to acquire and manage information technology
§ 11315. Agency Chief Information Officer

§ 11316. Accountability

§ 11317. Significant deviations

§ 11318. Interagency support

TITLE 40 - SUBTITLE 111 - CHAPTER 113

SUBCHAPTER Ill- OTHER RESPONSIBILITIES

§ 11331. Responsibilities for Federal information systems standards
[§ 11332. Repealed.]

TITLE 40 - SUBTITLE 111 - CHAPTER 115 - INFORMATION
TECHNOLOGY ACQUISITION PILOT PROGRAM

SUBCHAPTER | - CONDUCT OF PILOT PROGRAM
SUBCHAPTER II - SPECIFIC PILOT PROGRAM

TITLE 40 - SUBTITLE 11l - CHAPTER 115
SUBCHAPTER | - CONDUCT OF PILOT PROGRAM
§ 11501. Authority to conduct pilot program

§ 11502. Evaluation criteria and plans

§ 11503. Report

§ 11504. Recommended legislation

§ 11505. Rule of construction

TITLE 40 - SUBTITLE 111 - CHAPTER 115
SUBCHAPTER Il - SPECIFIC PILOT PROGRAM

[§ 11521. Repealed.]
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[§ 11522. Repealed.]

TITLE 40 - SUBTITLE 111 - CHAPTER 117 - ADDITIONAL
INFORMATION RESOURCES MANAGEMENT MATTERS

§ 11701. Identification of excess and surplus computer equipment

§ 11702. Index of certain information in information systems included in
directory established under section 4101 of title 44

§ 11703. Procurement procedures

[§ 11704. Renumbered §11703]

TITLE 40 - SUBTITLE Ill - CHAPTER 111
§ 11101. Definitions
In this subtitle, the following definitions apply:

(1) Commercial item.- The term “commercial item™ has the meaning given that term in
section 4 of the Office of Federal Procurement Policy Act (41 U.S.C. 403).

(2) Executive agency.- The term “executive agency” has the meaning given that
term in section 4 of the Act (41 U.S.C. 403).

(3) Information resources.- The term “information resources™ has the meaning
given that term in section 3502 of title 44.

(4) Information resources management.- The term “information resources man-
agement” has the meaning given that term in section 3502 of title 44.

(5) Information system.- The term “information system” has the meaning given
that term in section 3502 of title 44.
(6) Information technology.- The term “information technology”-

(A) with respect to an executive agency means any equipment or interconnected
system or subsystem of equipment, used in the automatic acquisition, storage,
manipulation, management, movement, control, display, switching, interchange,
transmission, or reception of data or information by the executive agency, if the
equipment is used by the executive agency directly or is used by a contractor
under a contract with the executive agency that requires the use —

(i) of that equipment; or

(ii) of that equipment to a significant extent in the performance of a service or
the furnishing of a product;

(B) includes computers, ancillary equipment (including imaging peripherals,
input, output, and storage devices necessary for security and surveillance), peri-
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pheral equipment designed to be controlled by the central processing unit of a
computer, software, firmware, and similar procedures, services (including sup-
port services), and related resources; but

(C) does not include any equipment acquired by a federal contractor incidental
to a federal contract.

TITLE 40-SUBTITLE Il - CHAPTER 111

§11102. Sense of Congress

It is the sense of Congress that, during the five-year period beginning with
1996, executive agencies should achieve each year through improvements in
information resources management by the agency-

(1) at least a five percent decrease in the cost (in constant fiscal year 1996
dollars) incurred by the agency in operating and maintaining information
technology; and

(2) a five percent increase in the efficiency of the agency operations.
TITLE 40 - SUBTITLE 11l - CHAPTER 111

§ 11103. Applicability to national security systems

(a) Definition.-

(1) National security system. - In this section, the term “national security

system” means a telecommunications or information system operated by the
Federal Government, the function, operation, or use of which —

(A) involves intelligence activities;

(B) involves cryptologic activities related to national security;

(C) involves command and control of military forces;

(D) involves equipment that is an integral part of a weapon or weapons system; or
(E) subject to paragraph (2), is critical to the direct fulfillment of military or
intelligence missions.

(2) Limitation.- Paragraph (1)(E) does not include a system to be used for rou-
tine administrative and business applications (including payroll, finance, logis-
tics, and personnel management applications).

(b) In General.- Except as provided in subsection (c), chapter 113 of this title
does not apply to national security systems.

(c) Exceptions.-
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(1) In general.- Sections 11313, 11315, and 11316 of this title apply to national
security systems.

(2) Capital planning and investment control.- The heads of executive agencies
shall apply sections 11302 and 11312 of this title to national security systems to
the extent practicable.

(3) Applicability of performance-based and results-based management to
national security systems.

(A) In general.- Subject to subparagraph (B), the heads of executive agencies
shall apply section 11303 of this title to national security systems to the extent
practicable.

(B) Exception.-National security systems are subject to section 11303 (b)(5) of
this title, except for subparagraph (B)(iv).

TITLE40- SUBTITLE 11l - CHAPTER 113 - SUBCHAPTER I -
§11301. Responsibility of Director

In fulfilling the responsibility to administer the functions assigned under chapter
35 of title 44, the Director of the Office of Management and Budget shall comply
with this chapter with respect to the specific matters covered by this chapter.

TITLE 40- SUBTITLE 11l - CHAPTER 113 - SUBCHAPTER I -
§11302. Capital planning and investment control

(@) Federal Information Technology.- The Director of the Office of Manage-
ment and Budget shall perform the responsibilities set forth in this section in
fulfilling the responsibilities under section 3504 (h) of title 44.

(b) Use of Information Technology in Federal Programs - The Director shall
promote and improve the acquisition, use, and disposal of information
technology by the Federal Government to improve the productivity, efficiency,
and effectiveness of federal programs, including through dissemination of public
information and the reduction of information collection burdens on the public.
(c) Use of Budget Process -

(1) Analyzing, tracking, and evaluating capital investments.- As part of the bud-
get process, the Director shall develop a process for analyzing, tracking, and
evaluating the risks and results of all major capital investments made by an
executive agency for information systems. The process shall cover the life of
each system and shall include explicit criteria for analyzing the projected and
actual costs, benefits, and risks associated with the investments.
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(2) Report to Congress.- At the same time that the President submits the budget
for a fiscal year to Congress under section 1105 (a) of title 31, the Director shall
submit to Congress a report on the net program performance benefits achieved
as a result of major capital investments made by executive agencies for infor-
mation systems and how the benefits relate to the accomplishment of the goals
of the executive agencies.

(d) Information Technology Standards.-The Director shall oversee the development
and implementation of standards and guidelines pertaining to federal computer
systems by the Secretary of Commerce through the National Institute of Standards
and Technology under section 11331 of this title and section 20 of the National
Institute of Standards and Technology Act (15 U.S.C. 278g-3).

(e) Designation of Executive Agents for Acquisitions - The Director shall designate
the head of one or more executive agencies, as the Director considers appropriate,
as executive agent for Government-wide acquisitions of information technology.
(f) Use of Best Practices in Acquisitions - The Director shall encourage the
heads of the executive agencies to develop and use the best practices in the
acquisition of information technology.

(g) Assessment of Other Models for Managing Information Technology - On a
continuing basis, the Director shall assess the experiences of executive agencies,
state and local governments, international organizations, and the private sector
in managing information technology.

(h) Comparison of Agency Uses of Information Technology - The Director shall
compare the performances of the executive agencies in using information technol-
ogy and shall disseminate the comparisons to the heads of the executive agencies.

(i) Monitoring Training - The Director shall monitor the development and
implementation of training in information resources management for executive
agency personnel.

() Informing Congress - The Director shall keep Congress fully informed on the
extent to which the executive agencies are improving the performance of
agency programs and the accomplishment of the agency missions through the
use of the best practices in information resources management.

(k) Coordination of Policy Development and Review - The Director shall
coordinate with the Office of Federal Procurement Policy the development and
review by the Administrator of the Office of Information and Regulatory
Affairs of policy associated with federal acquisition of information technology.
TITLE 40 - SUBTITLE Il - CHAPTER 113 - SUBCHAPTER | -
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§ 11303. Performance-based and results-based management

(a) In General.- The Director of the Office of Management and Budget shall
encourage the use of performance-based and results-based management in ful-
filling the responsibilities assigned under section 3504 (h) of title 44.

(b) Evaluation of Agency Programs and Investments.-

(1) Requirement.-The Director shall evaluate the information resources manage-
ment practices of the executive agencies with respect to the performance and results
of the investments made by the executive agencies in information technology.

(2) Direction for executive agency action. - The Director shall issue to the head of
each executive agency clear and concise direction that the head of each agency shall -

(A) establish effective and efficient capital planning processes for selecting,
managing, and evaluating the results of all of its major investments in informa-
tion systems;

(B) determine, before making an investment in a new information system-

(i) whether the function to be supported by the system should be performed by
the private sector and, if so, whether any component of the executive agency
performing that function should be converted from a governmental organization
to a private sector organization; or

(ii) whether the function should be performed by the executive agency and, if
so, whether the function should be performed by a private sector source under
contract or by executive agency personnel;

(C) analyze the missions of the executive agency and, based on the analysis,
revise the executive agency’s mission-related processes and administrative pro-
cesses, as appropriate, before making significant investments in information
technology to be used in support of those missions; and

(D) ensure that the information security policies, procedures, and practices are adequate.

(3) Guidance for multiagency investments.- The direction issued under paragraph
(2) shall include guidance for undertaking efficiently and effectively interagency

and Federal Government-wide investments in information technology to improve
the accomplishment of missions that are common to the executive agencies.

(4) Periodic reviews - The Director shall implement through the budget process
periodic reviews of selected information resources management activities of the
executive agencies to ascertain the efficiency and effectiveness of information
technology in improving the performance of the executive agency and the
accomplishment of the missions of the executive agency.
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(5) Enforcement of accountability.-

(A) In general.- The Director may take any action that the Director considers
appropriate, including an action involving the budgetary process or appropria-
tions management process, to enforce accountability of the head of an executive
agency for information resources management and for the investments made by
the executive agency in information technology.

(B) Specific actions - Actions taken by the Director may include -

(i) recommending a reduction or an increase in the amount for information
resources that the head of the executive agency proposes for the budget
submitted to Congress under section 1105 (a) of title 31;

(ii) reducing or otherwise adjusting apportionments and reapportionments of
appropriations for information resources;

(i) using other administrative controls over appropriations to restrict the
availability of amounts for information resources; and

(iv) designating for the executive agency an executive agent to contract with
private sector sources for the performance of information resources manage-
ment or the acquisition of information technology.

TITLE40-SUBTITLE Il - CHAPTER 113 - SUBCHAPTER 11 -
§ 11311. Responsibilities

In fulfilling the responsibilities assigned under chapter 35 of title 44, the head
of each executive agency shall comply with this subchapter with respect to the
specific matters covered by this subchapter.

§ 11312. Capital planning and investment control

(a) Design of Process. - In fulfilling the responsibilities assigned under section
3506 (h) of title 44, the head of each executive agency shall design and
implement in the executive agency a process for maximizing the value, and
assessing and managing the risks, of the information technology acquisitions of
the executive agency.

(b) Content of Process.- The process of an executive agency shall -

(1) provide for the selection of information technology investments to be made
by the executive agency, the management of those investments, and the evalua-
tion of the results of those investments;

(2) be integrated with the processes for making budget, financial, and program
management decisions in the executive agency;
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(3) include minimum criteria to be applied in considering whether to undertake
a particular investment in information systems, including criteria related to the
quantitatively expressed projected net, risk-adjusted return on investment and
specific quantitative and qualitative criteria for comparing and prioritizing
alternative information systems investment projects;
(4) identify information systems investments that would result in shared benefits
or costs for other federal agencies or state or local governments;
(5) identify quantifiable measurements for determining the net benefits and
risks of a proposed investment; and
(6) provide the means for senior management personnel of the executive agency to
obtain timely information regarding the progress of an investment in an information
system, including a system of milestones for measuring progress, on an indepen-
dently verifiable basis, in terms of cost, capability of the system to meet specified
requirements, timeliness, and quality.

TITLE 40-SUBTITLE Il - CHAPTER 113 - SUBCHAPTER 11 -

§ 11313. Performance and results-based management

In fulfilling the responsibilities under section 3506 (h) of title 44, the head of an
executive agency shall -

(1) establish goals for improving the efficiency and effectiveness of agency
operations and, as appropriate, the delivery of services to the public through the
effective use of information technology;

(2) prepare an annual report, to be included in the executive agency’s budget
submission to Congress, on the progress in achieving the goals;

(3) ensure that performance measurements -

(A) are prescribed for information technology used by, or to be acquired for, the
executive agency; and

(B) measure how well the information technology supports programs of the
executive agency;

(4) where comparable processes and organizations in the public or private sectors
exist, quantitatively benchmark agency process performance against those processes
in terms of cost, speed, productivity, and quality of outputs and outcomes;

(5) analyze the missions of the executive agency and, based on the analysis,
revise the executive agency’s mission-related processes and administrative

processes as appropriate before making significant investments in information
technology to be used in support of the performance of those missions; and
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(6) ensure that the information security policies, procedures, and practices of
the executive agency are adequate.

TITLE 40 - SUBTITLE Il - CHAPTER 113 - SUBCHAPTER |1 -

§ 11314. Authority to acquire and manage information technology

(a) In General.- The authority of the head of an executive agency to acquire
information technology includes-

(1) acquiring information technology as authorized by law;

(2) making a contract that provides for multiagency acquisitions of information
technology in accordance with guidance issued by the Director of the Office of
Management and Budget; and

(3) if the Director finds that it would be advantageous for the Federal Govern-
ment to do so, making a multiagency contract for procurement of commercial
items of information technology that requires each executive agency covered by
the contract, when procuring those items, to procure the items under that
contract or to justify an alternative procurement of the items.

(b) FTS 2000 Program.— The Administrator of General Services shall continue
to manage the FTS 2000 program, and to coordinate the follow-on to that
program, for and with the advice of the heads of executive agencies.

TITLE 40 - SUBTITLE 111 - CHAPTER 113 - SUBCHAPTER Il -
§ 11315. Agency Chief Information Officer

(a) Definition.- In this section, the term “information technology architecture”,
with respect to an executive agency, means an integrated framework for
evolving or maintaining existing information technology and acquiring new
information technology to achieve the agency’s strategic goals and information
resources management goals.

(b) General Responsibilities - The Chief Information Officer of an executive
agency is responsible for -

(1) providing advice and other assistance to the head of the executive agency
and other senior management personnel of the executive agency to ensure that
information technology is acquired and information resources are managed for
the executive agency in a manner that implements the policies and procedures
of this subtitle, consistent with chapter 35 of title 44 and the priorities
established by the head of the executive agency;

(2) developing, maintaining, and facilitating the implementation of a sound and
integrated information technology architecture for the executive agency; and
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(3) promoting the effective and efficient design and operation of all major infor-
mation resources management processes for the executive agency, including
improvements to work processes of the executive agency.

(c) Duties and Qualifications.- The Chief Information Officer of an agency
listed in section 901 (b) of title 31—

(1) has information resources management duties as that official’s primary duty;

(2) monitors the performance of information technology programs of the agency,
evaluates the performance of those programs on the basis of the applicable
performance measurements, and advises the head of the agency regarding
whether to continue, modify, or terminate a program or project; and

(3) annually, as part of the strategic planning and performance evaluation
process required (subject to section 1117 of title 31) under section 306 of title 5
and sections 1105 (a)(28), 1115-1117, and 9703 (as added by section 5(a) of
the Government Performance and Results Act of 1993 (Public Law 103-62,
107 Stat. 289)) of title 31-

(A) assesses the requirements established for agency personnel regarding know-
ledge and skill in information resources management and the adequacy of those
requirements for facilitating the achievement of the performance goals estab-
lished for information resources management;

(B) assesses the extent to which the positions and personnel at the executive
level of the agency and the positions and personnel at management level of the
agency below the executive level meet those requirements;

(C) develops strategies and specific plans for hiring, training, and professional
development to rectify any deficiency in meeting those requirements; and

(D) reports to the head of the agency on the progress made in improving
information resources management capability.

TITLE 40 - SUBTITLE 11l - CHAPTER 113 - SUBCHAPTER Il -

§ 11316. Accountability

The head of each executive agency, in consultation with the Chief Information
Officer and the Chief Financial Officer of that executive agency (or, in the case
of an executive agency without a chief financial officer, any comparable offi-
cial), shall establish policies and procedures to ensure that

(1) the accounting, financial, asset management, and other information systems
of the executive agency are designed, developed, maintained, and used effect-
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tively to provide financial or program performance data for financial statements
of the executive agency;

(2) financial and related program performance data are provided on a reliable, con-
sistent, and timely basis to executive agency financial management systems; and

(3) financial statements support -

(A) assessments and revisions of mission-related processes and administrative
processes of the executive agency; and

(B) measurement of the performance of investments made by the agency in
information systems.

TITLE 40 - SUBTITLE 11l - CHAPTER 113 - SUBCHAPTER Il -
§ 11317. Significant deviations

The head of each executive agency shall identify in the strategic information
resources management plan required under section 3506 (b)(2) of title 44 any
major information technology acquisition program, or any phase or increment
of that program, that has significantly deviated from the cost, performance, or
schedule goals established for the program.

TITLE 40 - SUBTITLE 11l - CHAPTER 113 - SUBCHAPTER Il -
§11318. Interagency support

The head of an executive agency may use amounts available to the agency for
oversight, acquisition, and procurement of information technology to support
jointly with other executive agencies the activities of interagency groups that
are established to advise the Director of the Office of Management and Budget
in carrying out the Director’s responsibilities under this chapter. The use of
those amounts for that purpose is subject to requirements and limitations on
uses and amounts that the Director may prescribe. The Director shall prescribe
the requirements and limitations during the Director’s review of the executive
agency’s proposed budget submitted to the Director by the head of the
executive agency for purposes of section 1105 of title 31.

TITLE40-SUBTITLE Il - CHAPTER 113 - SUBCHAPTER 111 -
§ 11331. Responsibilities for Federal information systems standards

(a) Definition. In this section, the term “information security” has the meaning
given that term in section 3532 (b)(1) of title 44.

(b) Requirement to Prescribe Standards. -
(1) In general.-
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(A) Requirement.- Except as provided under paragraph (2), the Director of the
Office of Management and Budget shall, on the basis of proposed standards
developed by the National Institute of Standards and Technology pursuant to
paragraphs (2) and (3) of section 20(a) of the National Institute of Standards
and Technology Act (15 U.S.C. 278g-
(a) and in consultation with the Secretary of Homeland Security, promulgate
information security standards pertaining to Federal information systems.
(B) Required standards. - Standards promulgated under subparagraph (A)
shall include -

(i) standards that provide minimum information security requirements as deter-
mined under section 20(b) of the National Institute of Standards and Technol-
ogy Act (15 U.S.C. 278g-3 (b)); and

(ii) such standards that are otherwise necessary to improve the efficiency of
operation or security of Federal information systems.

(C) Required standards binding.- Information security standards described
under subparagraph (B) shall be compulsory and binding.

(2) Standards and guidelines for national security systems.- Standards and
guidelines for national security systems, as defined under section 3532 (3) of
title 44, shall be developed, promulgated, enforced, and overseen as otherwise
authorized by law and as directed by the President.

(c) Application of More Stringent Standards.- The head of an agency may employ
standards for the cost-effective information security for all operations and assets
within or under the supervision of that agency that are more stringent than the
standards promulgated by the Director under this section, if such standards -

(1) contain, at a minimum, the provisions of those applicable standards made
compulsory and binding by the Director; and

(2) are otherwise consistent with policies and guidelines issued under section
3533 of title 44.

(d) Requirements Regarding Decisions by Director -

(1) Deadline.- The decision regarding the promulgation of any standard by the
Director under subsection (b) shall occur not later than 6 months after the sub-
mission of the proposed standard to the Director by the National Institute of
Standards and Technology, as provided under section 20 of the National Insti-
tute of Standards and Technology Act (15 U.S.C. 278g-3).
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(2) Notice and comment.- A decision by the Director to significantly modify, or
not promulgate, a proposed standard submitted to the Director by the National
Institute of Standards and Technology, as provided under section 20 of the
National Institute of Standards and Technology Act (15 U.S.C. 278g-3), shall
be made after the public is given an opportunity to comment on the Director’s
proposed decision.
TITLE 40 - SUBTITLE Il - CHAPTER 113 - SUBCHAPTER 111 -

§ 11332. Repealed. Pub. L. 107-296, title X, § 1005(a)(1), Nov. 25, 2002, 116
Stat. 2272; Pub. L. 107-347, title 111, § 305(a), Dec. 17, 2002, 116 Stat. 2960]
Section, Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1244, related to Federal
computer system security training and plan.

TITLE 40-SUBTITLE Il - CHAPTER 115 - SUBCHAPTER | -

§11501. Authority to conduct pilot program

(@) In General -

(1) Purpose - In consultation with the Administrator for the Office of Informa-
tion and Regulatory Affairs, the Administrator for Federal Procurement Policy
may conduct a pilot program pursuant to the requirements of section 11521 of
this title to test alternative approaches for the acquisition of information tech-
nology by executive agencies.

(2) Multiagency, multi-activity conduct of each program.— Except as otherwise
provided in this chapter, the pilot program conducted under this chapter shall be
carried out in not more than two procuring activities in each of the executive
agencies that are designated by the Administrator for Federal Procurement Pol-
icy in accordance with this chapter to carry out the pilot program. With the
approval of the Administrator for Federal Procurement Policy, the head of each
designated executive agency shall select the procuring activities of the execu-
tive agency that are to participate in the test and shall designate a procurement
testing official who shall be responsible for the conduct and evaluation of the
pilot program within the executive agency.

(b) Limitation on Amount.— The total amount obligated for contracts entered into
under the pilot program conducted under this chapter may not exceed $375,000,000.
The Administrator for Federal Procurement Policy shall monitor those contracts and
ensure that contracts are not entered into in violation of this subsection.

(c) Period of Programs -

(1) In general.- Subject to paragraph (2), the pilot program may be carried out under
this chapter for the period, not in excess of five years, the Administrator for Federal
Procurement Policy determines is sufficient to establish reliable results.
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(2) Continuing validity of contracts.- A contract entered into under the pilot
program before the expiration of that program remains in effect according to the
terms of the contract after the expiration of the program.
TITLE 40-SUBTITLE 11l - CHAPTER 115 - SUBCHAPTER | -
§ 11502. Evaluation criteria and plans
(a) Measurable Test Criteria.- To the maximum extent practicable, the head of
each executive agency conducting the pilot program under section 11501 of this
title shall establish measurable criteria for evaluating the effects of the
procedures or techniques to be tested under the program.
(b) Test Plan.- Before the pilot program may be conducted under section 11501
of this title, the Administrator for Federal Procurement Policy shall submit to
Congress a detailed test plan for the program, including a detailed description of
the procedures to be used and a list of regulations that are to be waived.
TITLE 40-SUBTITLE Il - CHAPTER 115 - SUBCHAPTER | -
§ 11503. Report
(@) Requirement.— Not later than 180 days after the completion of the pilot pro-
gram under this chapter, the Administrator for Federal Procurement Policy shall-
(1) submit to the Director of the Office of Management and Budget a report on
the results and findings under the program; and
(2) provide a copy of the report to Congress.
(b) Content.- The report shall include
(1) a detailed description of the results of the program, as measured by the
criteria established for the program; and
(2) a discussion of legislation that the Administrator recommends, or changes in
regulations that the Administrator considers necessary, to improve overall infor-
mation resources management in the Federal Government.
TITLE 40 - SUBTITLE lII - CHAPTER 115 - SUBCHAPTER | -

§ 11504. Recommended legislation

If the Director of the Office of Management and Budget determines that the
results and findings under the pilot program under this chapter indicate that
legislation is necessary or desirable to improve the process for acquisition of
information technology, the Director shall transmit the Director’s recommend-
ations for that legislation to Congress.

TITLE 40 - SUBTITLE Il - CHAPTER 115 - SUBCHAPTER | -

§ 11505. Rule of construction
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This chapter does not authorize the appropriation or obligation of amounts for
the pilot program authorized under this chapter.
TITLE 40 - SUBTITLE Il - CHAPTER 115 - SUBCHAPTER 11 -
§11521. Repealed. Pub. L. 107-347, title Il, §210(h)(1), Dec. 17, 2002, 116 Stat. 2938]
Section, Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1247, related to the share-
in-savings pilot program.
TITLE 40 - SUBTITLE Il - CHAPTER 115 - SUBCHAPTER 11 -

§ 11522. Repealed. Pub. L. 107-314, div. A, title VI, 8 825(b)(1), Dec. 2,
2002, 116 Stat. 2615]

Section, Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1247, related to a pilot
program to test the feasibility of using solutions-based contracting for the
acquisition of information technology. Subsequent to repeal, Pub. L. 107-347,
title 11, 8 210(h)(3)(A), Dec. 17, 2002, 116 Stat. 2938, directed that this section
be renumbered section 11521 of this title.

TITLE 40 - SUBTITLE 11l - CHAPTER 117 -

§ 11701. Identification of excess and surplus computer equipment

In accordance with chapter 5 of this title, the head of an executive agency shall
maintain an inventory of all computer equipment under the control of that
official that is excess or surplus property.

TITLE 40-SUBTITLE Il - CHAPTER 117

§ 11702. Index of certain information in information systems included in
directory established under section 4101 of title 44

If in designing an information technology system pursuant to this subtitle, the
head of an executive agency determines that a purpose of the system is to dis-
seminate information to the public, then the head of that executive agency shall
reasonably ensure that an index of information disseminated by the system is
included in the directory created pursuant to section 4101 of title 44. This sec-
tion does not authorize the dissemination of information to the public unless
otherwise authorized.

TITLE 40 - SUBTITLE Il - CHAPTER 117
§ 11703. Procurement procedures

To the maximum extent practicable, the Federal Acquisition Regulatory Coun-
cil shall ensure that the process for acquisition of information technology is a
simplified, clear, and understandable process that specifically addresses the
management of risk, incremental acquisitions and the need to incorporate
commercial information technology in a timely manner.
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House of Representatives Report 104-450 Conference Report
DIVISION E--INFORMATION TECHNOLOGY MANAGEMENT REFORM
LEGISLATIVE PROVISIONS

LEGISLATIVE PROVISIONS ADOPTED

Overview

The Senate amendment contained provisions with government-wide acquisition
and management issues related to information technology. The House bill also
contained provisions relating to bid protest jurisdictions. The conferees
considered all of these provisions before agreeing to include Division E in the
conference agreement.

The conferees agree that:
(1) federal information systems are critical to the lives of every American;

(2) the efficiency and effectiveness of the federal government is dependent
upon the effective use of information;

(3) the federal government annually spends billions of dollars operating
obsolete information systems;

(4) the use of obsolete information systems severely limits the quality of the
services that the federal government provides, the efficiency of federal govern-
ment operations, and the capabilities of the federal government to account for
how taxpayer dollars are spent;

(5) the failure to modernize federal government information systems and the
operations they support, despite efforts to do so, has resulted in the waste of
billions of dollars that cannot be recovered;

(6) despite improvements achieved through implementation of the Chief Finan-
cial Officers Act of 1990, most federal agencies cannot track the expenditures
of Federal dollars and, thus, expose the taxpayers to billions of dollars in waste,
fraud, abuse, and mismanagement;

(7) poor planning and program management and an overburdened acquisition
process have resulted in the American taxpayers not getting their money's worth
from the expenditure of $200,000,000,000 on information systems during the
decade preceding the enactment of this Act;
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(8) the federal government's investment control processes focus too late in the
system lifecycle, lack sound capital planning, and pay inadequate attention to

business process improvement, performance measurement, project milestones,
or benchmarks against comparable organizations;

(9) many federal agencies lack adequate personnel with the basic skills neces-
sary to effectively and efficiently use information technology and other infor-
mation resources in support of agency programs and missions;

(10) federal regulations governing information technology acquisitions are out-
dated, focus on paperwork and process rather than results, and prevent the federal
government from taking timely advantage of the rapid advances taking place in
the competitive and fast changing global information technology industry;

(11) buying, leasing, or developing information systems should be a top priority
for federal agency management because of the high potential for the systems to
substantially improve Federal Government operations, including the delivery of
services to the public; and,

(12) structural changes in the federal government, including elimination of the
Brooks Act (section 111 of the Federal Property and Administrative Services Act
of 1949, as amended), are necessary in order to improve federal information
management and to facilitate federal government acquisition of the state-of-the-art
information technology that is critical for improving the efficiency and
effectiveness of federal government operations.

The conferees agree that action is necessary on the part of Congress in order to:

(1) create incentives for the federal government to strategically use information
technology in order to achieve efficient and effective operations of the federal
government, and to provide cost effective and efficient delivery of federal
government services to the taxpayers;

(2) provide for the cost effective and timely acquisition, management, and use
of effective information technology solutions;

(3) transform the process-oriented procurement system of the federal govern-
ment, as it relates to the acquisition of information technology, into a results-
oriented procurement system;

(4) increase the responsibility and authority of officials of the Office of Man-
agement and Budget and other federal government agencies, and the account-
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ability of such officials to Congress and the public, in the use of information
technology and other information resources in support of agency missions;

(5) ensure that federal government agencies are responsible and accountable for
achieving service delivery levels and project management performance compar-
able to the best in the private sector;

(6) promote the development and operation of multiple-agency and govern-
mentwide, inter-operable, shared information resources to support the perfor-
mance of federal government missions;

(7) reduce fraud, waste, abuse, and errors resulting from a lack of, or poor
implementation of, federal government information systems;

(8) increase the capability of the federal government to restructure and improve
processes before applying information technology;

(9) increase the emphasis placed by federal agency managers on completing
effective capital planning and process improvement before applying information
technology to the executing of plans and the performance of agency missions;

(10) coordinate, integrate, and, to the extent practicable, establish uniform
federal information resources management policies and practices in order to
improve the productivity, efficiency, and effectiveness of federal government
programs and the delivery of services to the public;

(11) strengthen the partnership between the federal government and state, local, and
tribal governments for achieving federal government missions, goals, and objectives;

(12) provide for the development of a well-trained core of professional federal
government information resources managers; and,

(13) improve the ability of agencies to share expertise and best practices and
coordinate the development of common application systems and infrastructure.

The following is a section-by-section description of the provisions adopted by
the conferees.

Section 5001 sets forth a short title “The Information Technology Management
Reform Act of 1996' and Section 5002 sets forth definitions.

TITLE LI--RESPONSIBILITY FOR ACQUISITION OF
INFORMATION TECHNOLOGY

SUBTITLE A--GENERAL AUTHORITY
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Repeal of central authority of the Administrator of General Services (sec. 5101)

The conference agreement includes a provision that would repeal section 111 of
the Federal Property and Administrative Services Act of 1949, as amended.

SUBTITLE B--DIRECTOR OF THE OFFICE OF MANAGEMENT
AND BUDGET

Responsibility of Director (sec. 5111)

The conference agreement includes a provision that would require the Director
of the Office of Management and Budget to comply with this title. The confer-
ees anticipate that these provisions will be reviewed upon reauthorization of the
Paperwork Reduction Act prior to September 30, 2001.

The conferees agree that in undertaking activities and issuing guidance in accor-
dance with this subtitle, the Director shall promote the integration of informa-
tion technology management with the broader information resource manage-
ment processes in the agencies. The conferees encourage the establishment of
interagency groups to support the Director by examining areas of information
technology, to include: telecommunications, software engineering, common
administrative and programmatic applications, computer security and informa-
tion policy, all of which would benefit from a government-wide or multiagency
perspective; the promotion of cooperation among agencies in information tech-
nology matters; the review of major or high risk information technology acqui-
sitions; and the promotion of the efficient use of information technology that
supports agency missions. The interagency groups should: identify common
goals and requirements; develop a coordinated approach to meeting certain
agency requirements, such as budget estimates and procurement programs;
identify opportunities to share information that would improve the agency per-
formance and reduce costs of agency programs; make recommendations regard-
ing protocols and other standards for information technology, including security
standards; and make recommendations concerning interoperability among
agency information systems. The conferees also encourage the establishment of
temporary special advisory groups, composed of experts from industry, acade-
mia, and the Federal Government, to review government-wide information
technology programs, major or high risk information technology acquisitions,
and information technology policy.

Capital planning and investment control (sec. 5112)
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The conference agreement includes a provision that would describe the Direc-
tor's responsibilities under 44 USC 3504(h) that relate to promoting and sustain-
ing responsibility and accountability for improvement of the acquisition, use,
and disposal of information technology by executive agencies.

The conferees agree that the Director, in developing a process related to major
agency capital investments, should: ensure that the process identifies opportu-
nities for interagency cooperation; ensure the success of high risk and high
return investments; develop requirements for agency submission of investment
information needed to execute the process; ensure that agency information
resources management plans are integrated into the agency's program plans,
financial management plans, and budgets for the acquisition and use of infor-
mation technology designed to improve agency performance and the accom-
plishment of agency missions; and identify three categories of information
systems investments--(1) high risk--those projects that, by virtue of their size,
complexity, use of innovative technology, or other factors, have an especially
high risk of failure; (2) high return--those projects that by virtue of their total
potential benefits, in proportion to their costs, have particularly unique value to
the public; and (3) crosscutting--those projects of individual agencies, with
shared benefit to or impact on other federal agencies and state or local govern-
ments, that require enforcement of operational standards or elimination of
redundancies. Finally, the conferees also agree that the Director, to encourage
the use of best business and administrative practices, should identify and collect
information regarding best practices, to include information on the development
and implementation of best practices by the executive agencies. The Director
should provide the executive agencies with information on best practices, and
advice and assistance regarding the use of best practices.

Performance-based and results-based management (sec. 5113)

The conference agreement includes a provision that would require the Director to
encourage performance and results-based management for agency information
technology programs. The Director is required to review agency management
practices based on the performance and results of its information technology pro-
grams and investments. The Director is required to issue clear and concise direc-
tions to ensure that agencies have effective and efficient capital planning processes
that are used to select, control, and evaluate the results of major information sys-
tems investments and to ensure that agency information security is adequate. The
conferees agree that the Director's direction to agencies regarding performance and
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results based management of information technology resources shall contain the
following: (1) that each executive agency and its major subcomponents institute
effective and efficient capital planning processes for selecting, controlling, and
evaluating the results of all of its major information systems investments; (2) that
the agency maintain a current and adequate information resources management
plan, and to the maximum extent practicable, specifically identify the method for
acquisition of information technology expected to improve agency operations, and
otherwise benefit the agency; (3) that the agency provide for adequate integration
of the agency’s information resources management plans, strategic plans prepared
pursuant to 5 U.S.C. 306, performance plans prepared pursuant to 31 U.S.C. 1115,
financial management plans prepared pursuant to 31 U.S.C. 902(a)(5), and the
agency budgets for the acquisition and use of information technology and other
information resources. In addition, the conferees agree that OMB shall provide the
needed oversight, through the budget process and other means, to ensure that
executive agencies assume responsibility, and effectively implement suitable per-
formance and results-based management practices.

SUBTITLE C--EXECUTIVE AGENCIES
Responsibilities (sec. 5121)

The conference agreement includes a provision that would require the head of
each executive agency to comply with this subtitle. The conferees anticipate that
these provisions will be reviewed upon reauthorization of the Paperwork Reduc-
tion Act prior to September 30, 2001. The conferees encourage the establishment
and support of independent technical review committees, composed of diverse
agency personnel (including users) and outside experts selected by the agency
head, to advise an agency head about information systems programs.

Capital planning and investment control (sec. 5122)

The conference agreement includes a provision that would require agencies to
develop a process for furthering their responsibilities under 44 U.S.C. 3506(h).
The head of the agency is required to design and develop a process for
maximizing the value and assessing and managing the risk of the agency's
information technology acquisitions.

Performance and results-based management (sec. 5123)

The conference agreement includes a provision that would require agencies to
establish goals for and report on the progress of improving efficiency and
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effectiveness of agency operations through use of information technology, as
required by 44 U.S.C. 3506(h). The head of an executive agency must ensure
that performance measures are established to support evaluating the results and
benefits of information technology investments.

The conferees agree that, in fulfilling the responsibilities under this section,
agency heads should ensure that: (1) before investing in information technology
to support a function, the agency determines whether that function should be
performed in the private sector or by an agency of the federal government; (2)
the agency adequately provides for the integration of the agency's information
resources management plans, strategic plans prepared pursuant to 5 U.S.C. 306,
performance plans prepared pursuant to 31 U.S.C. 1115, financial management
plans prepared pursuant to 31 U.S.C. 902(a)(5), and adequately prepares bud-
gets for the acquisition and use of information technology; (3) the agency main-
tains a current and adequate information resources management plan, and to the
maximum extent practicable, specifically identifies how acquired information
technology would improve agency operations and otherwise benefit the agency;
and (4) the agency invests in efficient and effective interagency and govern-
ment-wide information technology to improve the accomplishment of common
agency missions or functions.

Acquisitions of information technology (sec. 5124)

The conference agreement includes a provision that would authorize the head of
an executive agency to acquire information technology and, upon approval of
the Director of OMB, enter into multi-agency information technology invest-
ments. The conferees intend that the requirements and limitations of the Econ-
omy Act, and other provisions of law, apply to these multiagency acquisitions.
This section also authorizes the General Services Administration (GSA) to con-
tinue the management of the FTS-2000 program and coordinate the follow-on
effort to FTS-2000.

Agency chief information officer (sec. 5125)

The conference agreement includes a provision that would amend the Paper-
work Reduction Act of 1995 by replacing the “senior information resources
management official position' established within each executive agency with an
agency Chief Information Officer (C10). The agency CIO is responsible for
providing information and advice regarding information technology and infor-
mation resources management to the head of the agency, and for ensuring that
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the management and acquisition of agency information technology is imple-
mented consistent with the provisions of this law.

The conferees anticipate that agencies may establish C1Os for major subcompo-
nents or bureaus, and expect agency ClOs will possess knowledge of, and prac-
tical experience in, information and information technology management prac-
tices of business or government entities. The conferees also intend that deputy
chief information officers be appointed by agency heads that have additional
experience in business process analysis, software and information systems devel-
opment, design and management of information technology architectures, data
and telecommunications management at government or business entities. The
conferees intend that CIOs, in agencies other than those listed in 31 U.S.C. 901(b),
perform essentially the same duties as CIOs in agencies listed in 31 U.S.C. 901(b).
The conferees expect that an agency's ClO will meet periodically with other
appropriate agency officials to advise and coordinate the information technology
and other information resources management activities of the various agencies.

Accountability (sec. 5126)

The conference agreement includes a provision that would require the head of
each agency, in consultation with agency Chief Information Officers and Chief
Financial Officers, to ensure the integration of financial and information sys-
tems. The conferees intend that the information resources management plan,
required under 44 U.S.C. 3506(b)(2), support the performance of agency mis-
sions through the application of information technology and other information
resources, and include the following: (1) a statement of goals to improve the
extent to which information resources contribute to program productivity, effi-
ciency, and effectiveness; (2) the development of methods to measure progress
toward achieving the goals; (3) the establishment of clear roles, responsibilities,
and accountability to achieve the goals; (4) a description of an agency's major
existing and planned information technology components (such as information
systems and telecommunications networks); (5) the relationship among the
information technology components, and the information architecture; and (6) a
summary of the project's status and any changes in name, direction or scope,
quantifiable results achieved, and current maintenance expenditures for each
ongoing or completed major information systems investment from the previous
year. The conferees also intend that agency heads will periodically evaluate and
improve the accuracy, security, completeness, and reliability of information
maintained by or for the agency.
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Significant deviations (sec. 5127)

The conference agreement includes a provision that would require agencies to
identify in their information resources management plans any major informa-
tion technology acquisition program, or phase or increment of such program,
that has significantly deviated from the established cost, performance, or
schedule baseline.

Interagency support (sec. 5128)

The conference agreement includes a provision that would authorize the
utilization of funds for interagency activities in support of the Information
Technology Reform Act.

SUBTITLE D--OTHER RESPONSIBILITIES.

Responsibilities regarding efficiency, security, and privacy of federal computer
systems (sec. 5131)

The conference agreement includes a provision that would set forth the author-
ity for the Secretary of Commerce, in consultation with the National Institute of
Standards and Technology, to promulgate standards to improve the operation,
security, and privacy of Federal information technology systems.

Sense of Congress (sec. 5132)

The conference agreement includes a provision stating that agencies, over the
next five years, should achieve a five percent per year decrease in costs incurred
for operation and maintenance of information technology, and a five percent
increase in operational efficiency through improvements in information
resources management.

SUBTITLE E--NATIONAL SECURITY SYSTEMS

The conference agreement includes a provision that would exclude national security
systems from provisions of this Act, unless otherwise provided in this Act.

TITLE LII--PROCESS FOR ACQUISITIONS OF INFORMATION
TECHNOLOGY

Procurement procedures (sec. 5201)

The conference agreement includes a provision that would direct the Federal
Acquisition Regulatory Council to ensure, to the maximum extent practicable,
that the information technology process is simplified, clear, and understandable.
The process should specifically address the management of risk, incremental
acquisitions, and the need to incorporate commercial information technology in
a timely manner.
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The conferees agree that, in performing oversight of information technology
acquisitions, the Director of the Office of Management and Budget, agency heads,
and agency inspectors general should emphasize program results and established
performance measurements, rather than reviews of the acquisition process.

Incremental acquisition of information technology (sec. 5202)

The conference agreement includes a provision that would provide for
procedures in the Federal Acquisition Regulations for the incremental
acquisition of major information technology systems by the Department of
Defense and the civilian executive agencies.

TITLE LII--INFORMATION TECHNOLOGY ACQUISITION PILOT
PROGRAMS

SUBTITLE A--CONDUCT OF PILOT PROGRAMS

The conference agreement includes provisions that would authorize the Adminis-
trator of Office of Federal Procurement Policy, in consultation with the Adminis-
trator of Office of Information and Regulatory Affairs, to: conduct pilot pro-
grams to test alternative acquisition approaches for information technology; con-
duct no more than two pilots, not to exceed $750 million for a period not to ex-
ceed five years; require agency heads to develop evaluation and test plans; pre-
pare and submit test plans to Congress prior to implementation; report on results
within 180 days after completion; and make recommendations for legislation.

SUBTITLE B--SPECIFIC PILOT PROGRAMS

The conference agreement includes provisions that would provide for two
specific pilot programs, the share-in-savings pilot program and the solutions-
based contracting pilot program.

TITLE LIV--ADDITIONAL INFORMATION RESOURCES
MANAGEMENT MATTERS

On-line multiple award schedule contracting (sec. 5401)

The conference agreement includes a provision that would require the Adminis-
trator of General Services to provide for on-line access to multiple award sched-
ules for information technology. The system would provide basic information
on prices, features, and similar matters, allow for information updates, enable
comparison of product information, enable on-line ordering and invoicing, per-
mit on-line payment, and archive order data. The provision would also auth-
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orize a pilot program to test streamlined procedures for the automated system.
The conference agreement directs the Administrator of General Services to
incorporate its information technology multiple award schedules into Federal
Acquisition Computer Network (FACNET) by January 1, 1998, and would
make the pilot program discretionary. The conferees agree that the procedures
established by the Administrator for use of FACNET be consistent with the
Federal Property and Administrative Services Act requirements regarding the
multiple award schedule (41 U.S.C. 259(B)(3)). If the Administrator determines
it is not practicable to provide such access through FACNET, the Administrator
shall provide such access through another automated system that has the capa-
bility to perform the functions listed in subsection 259(b)(1) and meets the
requirement of subsection 259(b)(2).

Disposal of excess computer equipment (sec. 5402)

The conference agreement includes a provision that would require agencies to
inventory all agency computer equipment and to identify excess or surplus pro-
perty. The conferees direct that the Administrator of General Services, in exer-
cising current authority under title 1l of the Federal Property and Administrative
Services Act of 1949 (40 U.S.C. 481 et seq.), donate federal surplus personal
property to public organizations. The conferees direct the Administrator to pre-
scribe regulations that establish a priority for the donation of surplus computer
equipment in the following sequence: (1) elementary and secondary schools,
and schools funded by the Bureau of Indian Affairs; (2) public libraries; (3)
public colleges and universities; and (4) other entities eligible for donation of
federal surplus personal property under title Il of that Act.

Access of certain information in information systems to the directory
established under section 4101 of title 44, United States Code (sec. 5403)

The conference agreement includes a provision that would ensure that, for
agency information systems that disseminate information to the public, an index
of information is included in the Government Printing Office (GPO) directory
established under 44 U.S.C. 4101.

In 1993, Congress directed the GPO to create an online directory, of federal public
information in electronic form (Public Law 103-40). Today, that system is acces-
sible to the general public directly and through the Federal Depository Libraries.
Yet, in the two years since enactment of the GPO access bill, technology has
moved forward dramatically in its ability to support location and search of the
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physically-distributed, locally-maintained databases. Congress recognized this shift
in the Paperwork Reduction Act of 1995 (Public Law 104-13). That Act requires
Federal agencies to ensure access to agency public information by ‘encouraging a
diversity of public and private sources. It also directs the Office of Management
and Budget to establish a distributed, electronic, agency-based Government Infor-
mation Locator Service (GILS) to identify the major information dissemination
products of each agency. As the Senate report noted (S. Rept. 104-112), GILS: **
** will provide multiple avenues for public access to government information by
pointing to specific agency information holdings. To make this possible, agencies'
systems must be compatible. Thus, agency GILS information should be available
to the public through the Government Printing Office Locator System (established
pursuant to Public Law 103-40) in addition to any other required methods, agencies
may choose to efficiently and effectively provide public and agency access to GILS.'
Section 5403 further clarifies the intent of Congress to ensure the widest possible
access to Federal public information through a diversity of compatible sources.

TITLE LV--PROCUREMENT PROTEST AUTHORITY OF THE
COMPTROLLER GENERAL

The conference agreement includes a provision that would require the Comp-
troller General to issue a decision relating to a bid protest within 100 days.
TITLE LVI--CONFORMING AND CLERICAL AMENDMENTS

The conference agreement includes a series of clarifying and technical changes
to acquisition statutes throughout the United States Code.

TITLE LVII--EFFECTIVE DATE, SAVINGS PROVISIONS, AND RULE
OF CONSTRUCTION

Effective date (sec. 5701)

The conference agreement includes a provision that would provide for this divi-
sion and the amendments made by this division to take effect 180 days after the
date of the enactment of this Act.

Savings provisions (sec. 5702)

The conference agreement includes a provision that would allow selected infor-
mation technology actions and acquisition proceedings, including claims or
applications, that have been initiated by, or are pending before, Administrator

of the General Services or the General Services Administration Board of Con-
tract Appeals to be continued under original terms, until terminated, revoked, or
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superseded in accordance with law, by the Director of OMB, by a court, or by
operation of law. The Director of OMB is authorized to establish regulations for
transferring such actions and proceedings.
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OMB No. A-130, “Management of Federal Information Resources,”
Circular | Transmittal Memorandum No. 4
Date November 28, 2000

MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS
AND AGENCIES

. Purpose

. Rescissions

. Authorities

. Applicability and Scope

. Background

. Definitions

. Basic Considerations and Assumptions
. Policy

. Assignment of Responsibilities
10. Oversight

11. Effectiveness

12. Inquiries

13. Sunset Review Date

Appendix |, Federal Agency Responsibilities for Maintaining Records
About Individuals

Appendix 11, Implementation of the Government Paperwork Elimination Act
Appendix 111, Security of Federal Automated Information Resources

Appendix 1V, Analysis of Key Sections

1. Purpose:

This Circular establishes policy for the management of Federal information
resources. OMB includes procedural and analytic guidelines for implementing
specific aspects of these policies as appendices.

2. Rescissions:

This Circular rescinds OMB Memoranda M-96-20, “Implementation of the Infor-
mation Technology Management Reform Act of 1996;” M-97-02, “Funding
Information Systems Investments;” M-97-09, “Interagency Support for
Information Technology;” M-97-15, “Local Telecommunications Services
Policy;” M-97-16, “Information Technology Architectures.”

3. Authorities:

OCO~NOURAWNE
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OMB issues this Circular pursuant to the Paperwork Reduction Act (PRA) of
1980, as amended by the Paperwork Reduction Act of 1995 (44 U.S.C. Chapter
35); the Clinger-Cohen Act (also known as “Information Technology Manage-
ment Reform Act of 1996”) (Pub. L. 104-106, Division E); the Privacy Act, as
amended (5 U.S.C. 552a); the Chief Financial Officers Act (31 U.S.C. 3512 et
seq.); the Federal Property and Administrative Services Act, as amended (40
U.S.C. 487); the Computer Security Act of 1987 (Pub. L. 100-235); the Budget
and Accounting Act, as amended (31 U.S.C. Chapter 11); the Government Per-
formance and Results Act of 1993 (GPRA); the Office of Federal Procurement
Policy Act (41 U.S.C. Chapter 7); the Government Paperwork Elimination Act
of 1998 (Pub. L. 105-277, Title XVII), Executive Order No. 12046 of March
27, 1978; Executive Order No. 12472 of April 3, 1984; and Executive Order
No. 13011 of July 17, 1996.

4. Applicability and Scope:

a. The policies in this Circular apply to the information activities of all agencies
of the executive branch of the Federal government.

b. Information classified for national security purposes should also be handled
in accordance with the appropriate national security directives. National secur-
ity emergency preparedness activities should be conducted in accordance with
Executive Order No. 12472.

5. Background:

The Clinger-Cohen Act supplements the information resources management
policies contained in the PRA by establishing a comprehensive approach for
executive agencies to improve the acquisition and management of their infor-
mation resources, by

1. focusing information resource planning to support their strategic missions;

2. implementing a capital planning and investment control process that links to
budget formulation and execution; and

3. rethinking and restructuring the way they do their work before investing in
information systems.

The PRA establishes a broad mandate for agencies to perform their information

resources management activities in an efficient, effective, and economical man-

ner. To assist agencies in an integrated approach to information resources man-

agement, the PRA requires that the Director of OMB develop and implement

uniform and consistent information resources management policies; oversee the
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development and promote the use of information management principles, stan-
dards, and guidelines; evaluate agency information resources management prac-
tices in order to determine their adequacy and efficiency; and determine compli-
ance of such practices with the policies, principles, standards, and guidelines
promulgated by the Director.

6. Definitions:

a. The term "agency" means any executive department, military department,
government corporation, government controlled corporation, or other estab-
lishment in the executive branch of the Federal government, or any independent
regulatory agency. Within the Executive Office of the President, the term
includes only OMB and the Office of Administration.

b. The term "audiovisual production" means a unified presentation, developed
according to a plan or script, containing visual imagery, sound or both, and used
to convey information.

c. The term “capital planning and investment control process " means a management
process for ongoing identification, selection, control, and evaluation of investments
in information resources. The process links budget formulation and execution, and is
focused on agency missions and achieving specific program outcomes.

d. The term "Chief Information Officers Council” (CIO Council) means the
Council established in Section 3 of Executive Order 13011.

e. The term "dissemination™ means the government initiated distribution of
information to the public. Not considered dissemination within the meaning of
this Circular is distribution limited to government employees or agency con-
tractors or grantees, intra- or inter-agency use or sharing of government infor-
mation, and responses to requests for agency records under the Freedom of
Information Act (5 U.S.C. 552) or Privacy Act.

f. The term "executive agency" has the meaning defined in section 4(1) of the
Office of Federal Procurement Policy Act (41 U.S.C. 403(1)).

g. The term "full costs," when applied to the expenses incurred in the operation of
an information processing service organization (IPSO), is comprised of all direct,
indirect, general, and administrative costs incurred in the operation of an IPSO.
These costs include, but are not limited to, personnel, equipment, software,
supplies, contracted services from private sector providers, space occupancy,
intra-agency services from within the agency, inter-agency services from other
Federal agencies, other services that are provided by State and local govern-
ments, and Judicial and Legislative branch organizations.
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h. The term "government information™ means information created, collected,
processed, disseminated, or disposed of by or for the Federal Government.

i. The term "government publication™ means information which is published as an
individual document at government expense, or as required by law. (44 U.S.C. 1901)

j. The term "information" means any communication or representation of know-
ledge such as facts, data, or opinions in any medium or form, including textual,
numerical, graphic, cartographic, narrative, or audiovisual forms.

k. The term "information dissemination product” means any book, paper, map,
machine-readable material, audiovisual production, or other documentary
material, regardless of physical form or characteristic, disseminated by an
agency to the public.

I. The term "information life cycle" means the stages through which informa-
tion passes, typically characterized as creation or collection, processing, dis-
semination, use, storage, and disposition.

m. The term "information management" means the planning, budgeting, man-
ipulating, and controlling of information throughout its life cycle.

n. The term "information resources" includes both government information and
information technology.

0. The term "information processing services organization™ (IPSO) means a discrete
set of personnel, information technology, and support equipment with the primary
function of providing services to more than one agency on a reimbursable basis.

p. The term "information resources management™ means the process of
managing information resources to accomplish agency missions. The term
encompasses both information itself and the related resources, such as
personnel, equipment, funds, and information technology.

g. The term "information system" means a discrete set of information resources
organized for the collection, processing, maintenance, transmission, and dis-
semination of information, in accordance with defined procedures, whether
automated or manual.

r. The term "information system life cycle" means the phases through which an
information system passes, typically characterized as initiation, development,
operation, and termination.

s. The term "information technology™ means any equipment or interconnected
system or subsystem of equipment, that is used in the automatic acquisition,
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storage, manipulation, management, movement, control, display, switching,
interchange, transmission, or reception of data or information by an executive
agency. For purposes of the preceding sentence, equipment is used by an exec-
utive agency if the equipment is used by the executive agency directly or is used
by a contractor under a contract with the executive agency which (i) requires the
use of such equipment, or (ii) requires the use, to a significant extent, of such
equipment in the performance of a service or the furnishing of a product. The
term "information technology" includes computers, ancillary equipment, soft-
ware, firmware and similar procedures, services (including support services), and
related resources. The term "information technology"” does not include any
equipment that is acquired by a Federal contractor incidental to a Federal con-
tract. The term "information technology" does not include national security
systems as defined in the Clinger-Cohen Act of 1996 (40 U.S.C. 1452).

t. The term "Information Technology Resources Board" (Resources Board)
means the board established by Section 5 of Executive Order 13011.

u. The term "major information system" means an information system that requires
special management attention because of its importance to an agency mission; its
high development, operating, or maintenance costs; or its significant role in the
administration of agency programs, finances, property, or other resources.

v. The term "national security system™ means any telecommunications or
information system operated by the United States Government, the function,
operation, or use of which (1) involves intelligence activities; (2) involves cryp-
tologic activities related to national security; (3) involves command and control
of military forces; (4) involves equipment that is an integral part of a weapon or
weapons system; or (5) is critical to the direct fulfillment of military or intelli-
gence missions, but excluding any system that is to be administrative and busi-
ness applications (including payroll, finance, logistics, and personnel manage-
ment applications). The policies and procedures established in this Circular will
apply to national security systems in a manner consistent with the applicability
and related limitations regarding such systems set out in Section 5141 of the
Clinger-Cohen Act (Pub. L. 104-106, 40 U.S.C. 1451). Applicability of Clinger-
Cohen Act to national security systems shall include budget document preparation
requirements set forth in OMB Circular A-11. The resultant budget document
may be classified in accordance with the provisions of Executive Order 12958.
w. The term "records" means all books, papers, maps, photographs, machine-
readable materials, or other documentary materials, regardless of physical form or
70



OMB Circular A-130

characteristics, made or received by an agency of the United States Government
under Federal law or in connection with the transaction of public business and pre-
served or appropriate for preservation by that agency or its legitimate successor as
evidence of the organization, functions, policies, decisions, procedures, opera-
tions, or other activities of the government or because of the informational value
of the data in them. Library and museum material made or acquired and preserved
solely for reference or exhibition purposes, extra copies of documents preserved
only for convenience of reference, and stocks of publications and of processed
documents are not included. (44 U.S.C. 3301)

X. The term "records management™ means the planning, controlling, directing,

organizing, training, promoting, and other managerial activities involved with

respect to records creation, records maintenance and use, and records dispose-
tion in order to achieve adequate and proper documentation of the policies and
transactions of the Federal Government and effective and economical manage-
ment of agency operations. (44 U.S.C. 2901(2))

y. The term "service recipient" means an agency organizational unit, program-
matic entity, or chargeable account that receives information processing services
from an information processing service organization (IPSO). A service recipient
may be either internal or external to the organization responsible for providing
information resources services, but normally does not report either to the manager
or director of the IPSO or to the same immediate supervisor.

7. Basic Considerations and Assumptions:

a. The Federal Government is the largest single producer, collector, consumer,
and disseminator of information in the United States. Because of the extent of
the government's information activities, and the dependence of those activities
upon public cooperation, the management of Federal information resources is
an issue of continuing importance to all Federal agencies, State and local gov-
ernments, and the public.

b. Government information is a valuable national resource. It provides the pub-
lic with knowledge of the government, society, and economy -- past, present,
and future. It is a means to ensure the accountability of government, to manage
the government's operations, to maintain the healthy performance of the econ-
omy, and is itself a commaodity in the marketplace.

¢. The free flow of information between the government and the public is essen-
tial to a democratic society. It is also essential that the government minimize the
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Federal paperwork burden on the public, minimize the cost of its information
activities, and maximize the usefulness of government information.

d. In order to minimize the cost and maximize the usefulness of government
information, the expected public and private benefits derived from government
information should exceed the public and private costs of the information,
recognizing that the benefits to be derived from government information may
not always be quantifiable.

e. The nation can benefit from government information disseminated both by
Federal agencies and by diverse nonfederal parties, including State and local
government agencies, educational and other not-for-profit institutions, and for-
profit organizations.

f. Because the public disclosure of government information is essential to the
operation of a democracy, the management of Federal information resources
should protect the public's right of access to government information.

g. The individual's right to privacy must be protected in Federal Government
information activities involving personal information

h. Systematic attention to the management of government records is an essential
component of sound public resources management which ensures public account-
ability. Together with records preservation, it protects the government's historical
record and guards the legal and financial rights of the government and the public.

i. Strategic planning improves the operation of government programs. The
agency strategic plan will shape the redesign of work processes and guide the
development and maintenance of an Enterprise Architecture and a capital plan-
ning and investment control process. This management approach promotes the
appropriate application of Federal information resources

j. Because State and local governments are important producers of government
information for many areas such as health, social welfare, labor, transportation,
and education, the Federal Government must cooperate with these governments
in the management of information resources.

k. The open and efficient exchange of scientific and technical government
information, subject to applicable national security controls and the proprietary
rights of others, fosters excellence in scientific research and effective use of
Federal research and development funds.

I. Information technology is not an end in itself. It is one set of resources that
can improve the effectiveness and efficiency of Federal program delivery.
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m. Federal Government information resources management policies and activities
can affect, and be affected by, the information policies and activities of other nations.

n. Users of Federal information resources must have skills, knowledge, and
training to manage information resources, enabling the Federal government to
effectively serve the public through automated means.

0. The application of up-to-date information technology presents opportunities
to promote fundamental changes in agency structures, work processes, and
ways of interacting with the public that improve the effectiveness and efficiency
of Federal agencies.

p. The availability of government information in diverse media, including electronic
formats, permits agencies and the public greater flexibility in using the information.

qg. Federal managers with program delivery responsibilities should recognize the
importance of information resources management to mission performance.

r. The Chief Information Officers Council and the Information Technology Resources
Board will help in the development and operation of interagency and interoperable
shared information resources to support the performance of government missions.

8. Policy:
a. Information Management Policy
1. How will agencies conduct Information Management Planning?

Agencies must plan in an integrated manner for managing information through-
out its life cycle. Agencies will:

(a) Consider, at each stage of the information life cycle, the effects of decisions
and actions on other stages of the life cycle, particularly those concerning infor-
mation dissemination;

(b) Consider the effects of their actions on members of the public and ensure
consultation with the public as appropriate;

(c) Consider the effects of their actions on State and local governments and
ensure consultation with those governments as appropriate;
(d) Seek to satisfy new information needs through interagency or intergovern-
mental sharing of information, or through commercial sources, where appro-
priate, before creating or collecting new information;
(e) Integrate planning for information systems with plans for resource allocation
and use, including budgeting, acquisition, and use of information technology;
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(f) Train personnel in skills appropriate to management of information;

(9) Protect government information commensurate with the risk and magnitude
of harm that could result from the loss, misuse, or unauthorized access to or
modification of such information;

(h) Use voluntary standards and Federal Information Processing Standards
where appropriate or required,;

(i) Consider the effects of their actions on the privacy rights of individuals, and
ensure that appropriate legal and technical safeguards are implemented;

(i) Record, preserve, and make accessible sufficient information to ensure the
management and accountability of agency programs, and to protect the legal
and financial rights of the Federal Government;

(k) Incorporate records management and archival functions into the design,
development, and implementation of information systems;

1. Provide for public access to records where required or appropriate.
2. What are the guidelines for Information Collection?

Agencies must collect or create only that information necessary for the proper
performance of agency functions and which has practical utility.

3. What are the guidelines for Electronic Information Collection?

Executive agencies under Sections 1703 and 1705 of the Government Paper-work
Elimination Act (GPEA), P. L. 105-277, Title XV1I, are required to provide, by
October 21, 2003, the (1) option of the electronic maintenance, submission, or
disclosure of information, when practicable as a substitute for paper; and (2) use
and acceptance of electronic signatures, when practicable. Agencies will follow
the provisions in OMB Memorandum M-00-10, “Procedures and Guidance on
Implementing of the Government Paperwork Elimination Act.”

4. How must agencies implement Records Management?
Agencies will:

(a) Ensure that records management programs provide adequate and proper
documentation of agency activities;

(b) Ensure the ability to access records regardless of form or medium;

(c) In a timely fashion, establish, and obtain the approval of the Archivist of the
United States for retention schedules for Federal records; and
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(d) Provide training and guidance as appropriate to all agency officials and employ-
ees and contractors regarding their Federal records management responsibilities.

5. How must an agency provide information to the public?

Agencies have a responsibility to provide information to the public consistent
with their missions. Agencies will discharge this responsibility by:

(a) Providing information, as required by law, describing agency organization,
activities, programs, meetings, systems of records, and other information
holdings, and how the public may gain access to agency information resources;
(b) Providing access to agency records under provisions of the Freedom of
Information Act and the Privacy Act, subject to the protections and limitations
provided for in these Acts;

(c) Providing such other information as is necessary or appropriate for the pro-
per performance of agency functions; and

(d) In determining whether and how to disseminate information to the public,
agencies will:

(i) Disseminate information in a manner that achieves the best balance between
the goals of maximizing the usefulness of the information and minimizing the
cost to the government and the public;

(ii) Disseminate information dissemination products on equitable and timely terms;
(iii) Take advantage of all dissemination channels, Federal and nonfederal,
including State and local governments, libraries and private sector entities, in
discharging agency information dissemination responsibilities;

(iv) Help the public locate government information maintained by or for the agency.
6. What is an Information Dissemination Management System?

Agencies will maintain and implement a management system for all informa-
tion dissemination products which must, at a minimum:

(a) Assure that information dissemination products are necessary for proper per-
formance of agency functions (44 U.S.C. 1108);

(b) Consider whether an information dissemination product available from other
Federal or nonfederal sources is equivalent to an agency information dissemina-
tion product and reasonably fulfills the dissemination responsibilities of the agency;

(c) Establish and maintain inventories of all agency information dissemination products;
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(d) Develop such other aids to locating agency information dissemination products
including catalogs and directories, as may reasonably achieve agency informa-
tion dissemination objectives;

(e) Identify in information dissemination products the source of the information,
if from another agency;

(f) Ensure that members of the public with disabilities whom the agency has a
responsibility to inform have a reasonable ability to access the information
dissemination products;

(9) Ensure that government publications are made available to depository librar-
ies through the facilities of the Government Printing Office, as required by law
(44 U.S.C. Part 19);

(h) Provide electronic information dissemination products to the Government
Printing Office for distribution to depository libraries;

(i) Establish and maintain communications with members of the public and with
State and local governments so that the agency creates information dissemina-
tion products that meet their respective needs;

(j) Provide adequate notice when initiating, substantially modifying, or termin-
ating significant information dissemination products; and

(k) Ensure that, to the extent existing information dissemination policies or prac-
tices are inconsistent with the requirements of this Circular, a prompt and orderly
transition to compliance with the requirements of this Circular is made.

7. How must agencies avoid improperly restrictive practices?

Agencies will:

(@) Avoid establishing, or permitting others to establish on their behalf, exclusive,
restricted, or other distribution arrangements that interfere with the availability of
information dissemination products on a timely and equitable basis;

(b) Avoid establishing restrictions or regulations, including the charging of fees
or royalties, on the reuse, resale, or redissemination of Federal information
dissemination products by the public; and,

(c) Set user charges for information dissemination products at a level sufficient
to recover the cost of dissemination but no higher. They must exclude from cal-
culation of the charges costs associated with original collection and processing
of the information. Exceptions to this policy are:
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(i) Where statutory requirements are at variance with the policy;

(ii) Where the agency collects, processes, and disseminates the information for the
benefit of a specific identifiable group beyond the benefit to the general public;
(iii) Where the agency plans to establish user charges at less than cost of dissem-
ination because of a determination that higher charges would constitute a signifi-
cant barrier to properly performing the agency's functions, including reaching
members of the public whom the agency has a responsibility to inform; or

(iv) Where the Director of OMB determines an exception is warranted.

8. How will agencies carry out electronic information dissemination?
Agencies will use electronic media and formats, including public networks, as appro-
priate and within budgetary constraints, in order to make government information
more easily accessible and useful to the public. The use of electronic media and for-
mats for information dissemination is appropriate under the following conditions:
(a) The agency develops and maintains the information electronically;

(b) Electronic media or formats are practical and cost effective ways to provide
public access to a large, highly detailed volume of information;

(c) The agency disseminates the product frequently;

(d) The agency knows a substantial portion of users have ready access to the
necessary information technology and training to use electronic information
dissemination products;

(e) A change to electronic dissemination, as the sole means of disseminating the
product, will not impose substantial acquisition or training costs on users, espe-
cially State and local governments and small business entities.

9. What safeguards must agencies follow?

Agencies will:

(@) Ensure that information is protected commensurate with the risk and magni-
tude of the harm that would result from the loss, misuse, or unauthorized access
to or modification of such information;

(b) Limit the collection of information which identifies individuals to that which is
legally authorized and necessary for the proper performance of agency functions;

(c) Limit the sharing of information that identifies individuals or contains pro-
prietary information to that which is legally authorized, and impose appropriate
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conditions on use where a continuing obligation to ensure the confidentiality of
the information exists;

(d) Provide individuals, upon request, access to records about them maintained
in Privacy Act systems of records, and permit them to amend such records as
are in error consistent with the provisions of the Privacy Act.

b. How Will Agencies Manage Information Systems and Information Technology?
(1) How will agencies use capital planning and investment control process?

Agencies must establish and maintain a capital planning and investment control pro-
cess that links mission needs, information, and information technology in an effec-
tive and efficient manner. The process will guide both strategic and operational
IRM, IT planning, and the Enterprise Architecture by integrating the agency's IRM
plans, strategic and performance plans prepared pursuant to the Government Per-
formance and Results Act of 1993, financial management plans prepared pursuant
to the Chief Financial Officer Act of 1990 (31 U.S.C. 902a5), acquisition under the
Federal Acquisition Streamlining Act of 1994, and the agency's budget formula-
tion and execution processes. The capital planning and investment control process
includes all stages of capital programming, including planning, budgeting, pro-
curement, management, and assessment.

As outlined below, the capital planning and investment control process has three
components: selection, control, and evaluation. The process must be iterative,
with inputs coming from all of the agency plans and the outputs feeding into the
budget and investment control processes. The goal is to link resources to results
(for further guidance on Capital Planning refer to OMB Circular A-11). The
agency's capital planning and investment control process must build from the
agency's current Enterprise Architecture (EA) and its transition from current
architecture to target architecture. The Capital Planning and Investment Control
processes must be documented, and provided to OMB consistent with the bud-
get process. The Enterprise Architecture must be documented and provided to
OMB as significant changes are incorporated.

(@) What plans are associated with the capital planning and investment control process?

In the capital planning and investment control process, there are two separate and
distinct plans that address IRM and IT planning requirements for the agency. The
IRM Strategic Plan is strategic in nature and addresses all information resources
management of the agency. Agencies must develop and maintain the agency Infor-
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mation Resource Management Strategic Plan (IRM) as required by 44 U.S.C. 3506
(b) (2). IRM Strategic Plans should support the agency Strategic Plan required in
OMB Circular A-11, provide a description of how information resources manage-
ment activities help accomplish agency missions, and ensure that IRM decisions are
integrated with organizational planning, budget, procurement, financial manage-
ment, human resources management, and program decisions.

The IT Capital Plan is operational in nature, supports the goals and missions iden-
tified in the IRM Strategic Plan, is a living document, and must be updated twice
yearly. This IT Capital Plan is the implementation plan for the budget year. The
IT Capital Plan should also reflect the goals of the agency's Annual Performance
Plan, the agency's Government Paperwork Elimination Act (GPEA) Plan, the
agency's EA, and agency's business planning processes. The IT Capital Plan must
be submitted annually to OMB with the agency budget submission. The IT Capital
Plan must include the following components:

(i) A component, derived from the agency's capital planning and investment control
process under OMB Circular A-11, Section 300 and the OMB Capital Programming
Guide, that specifically includes all IT Capital Asset Plans for major information sys-
tems or projects. This component must also demonstrate how the agency manages
its other IT investments, as required by the Clinger-Cohen Act.

(ii) A component that addresses two other sections of OMB Circular A-11: a
section for Information on Financial Management, including the Report on
Financial Management Activities and the Agency’s Financial Management
Plan, and a section entitled Information Technology, including the Agency IT
Investment Portfolio.

(i) A component, derived from the agency’s capital planning and investment
control process, that demonstrates the criteria it will use to select the invest-
ments into the portfolio, how it will control and manage the investments, and
how it will evaluate the investments based on planned performance versus
actual accomplishments.

(iv) A component that includes a summary of the security plan from the agency's
five-year plan as required by the PRA and Appendix I11 of this Circular. The
plan must demonstrate that IT projects and the EA include security controls for
components, applications, and systems that are consistent with the agency's
Enterprise Architecture; include a plan to manage risk; protect privacy and con-
fidentiality; and explain any planned or actual variance from National Institute
of Standards and Technology (NIST) security guidance.
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(b) What must an agency do as part of the selection component of the capital
planning process?

It must:

(i) Evaluate each investment in information resources to determine whether the
investment will support core mission functions that must be performed by the
Federal government;

(ii) Ensure that decisions to improve existing information systems or develop
new information systems are initiated only when no alternative private sector or
governmental source can efficiently meet the need,;

(i) Support work processes that it has simplified or otherwise redesigned to
reduce costs, improve effectiveness, and make maximum use of commercial,
off-the-shelf technology;

(iv) Reduce risk by avoiding or isolating custom designed components, using
components that can be fully tested or prototyped prior to production, and
ensuring involvement and support of users;

(v) Demonstrate a projected return on the investment that is clearly equal to or
better than alternative uses of available public resources. The return may
include improved mission performance in accordance with GPRA measures,
reduced cost, increased quality, speed, or flexibility; as well as increased customer
and employee satisfaction. The return should reflect such risk factors as the pro-
ject's technical complexity, the agency’'s management capacity, the likelihood of
cost overruns, and the consequences of under- or non-performance. Return on
investment should, where appropriate, reflect actual returns observed through pilot
projects and prototypes;

(vi) Prepare and update a benefit-cost analysis (BCA) for each information system
throughout its life cycle. A BCA will provide a level of detail proportionate to the
size of the investment, rely on systematic measures of mission performance, and be
consistent with the methodology described in OMB Circular No. A-94, "Guidelines
and Discount Rates for Benefit-Cost Analysis of Federal Programs";

(vii) Prepare and maintain a portfolio of major information systems that monitors
investments and prevents redundancy of existing or shared IT capabilities. The
portfolio will provide information demonstrating the impact of alternative IT
investment strategies and funding levels, identify opportunities for sharing
resources, and consider the agency's inventory of information resources;
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(viii) Ensure consistency with Federal, agency, and bureau Enterprise architectures,
demonstrating such consistency through compliance with agency business require-
ments and standards, as well as identification of milestones, as defined in the EA;

(ix) Ensure that improvements to existing information systems and the develop-
ment of planned information systems do not unnecessarily duplicate IT capabili-
ties within the same agency, from other agencies, or from the private sector;

(x) Ensure that the selected system or process maximizes the usefulness of
information, minimizes the burden on the public, and preserves the appropriate
integrity, usability, availability, and confidentiality of information throughout
the life cycle of the information, as determined in accordance with the PRA and
the Federal Records Act. This portion must specifically address the planning
and budgeting for the information collection burden imposed on the public as
defined by 5 CFR 1320;

(xi) Establish oversight mechanisms, consistent with Appendix Il of this Circu-
lar, to evaluate systematically and ensure the continuing security, interoperabil-
ity, and availability of systems and their data;

(xii) Ensure that Federal information system requirements do not unnecessarily
restrict the prerogatives of state, local and tribal governments;

(xiii) Ensure that the selected system or process facilitates accessibility under
the Rehabilitation Act of 1973, as amended.

(c) What must an agency do as part of the control component of the capital
planning process? It must:

(i) Institute performance measures and management processes that monitor actual
performance compared to expected results. Agencies must use a performance
based management system that provides timely information regarding the progress
of an information technology investment. The system must also measure progress
towards milestones in an independently verifiable basis, in terms of cost, capabil-
ity of the investment to meet specified requirements, timeliness, and quality;

(ii) Establish oversight mechanisms that require periodic review of information
systems to determine how mission requirements might have changed, and whether
the information system continues to fulfill ongoing and anticipated mission
requirements. These mechanisms must also require information regarding the
future levels of performance, interoperability, and maintenance necessary to
ensure the information system meets mission requirements cost effectively;
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(i) Ensure that major information systems proceed in a timely fashion towards
agreed-upon milestones in an information system life cycle. Information
systems must also continue to deliver intended benefits to the agency and
customers, meet user requirements, and identify and offer security protections;

(iv) Prepare and update a strategy that identifies and mitigates risks associated
with each information system;

(iv) Ensure that financial management systems conform to the requirements of
OMB Circular No. A-127, "Financial Management Systems;"

(v) Provide for the appropriate management and disposition of records in accor-
dance with the Federal Records Act.

(vi) Ensure that agency EA procedures are being followed. This includes ensuring
that EA milestones are reached and documentation is updated as needed.

(d) What must an agency do as part of the evaluation component of the capital
planning process?

It must:

(i) Conduct post-implementation reviews of information systems and informa-
tion resource management processes to validate estimated benefits and costs,
and document effective management practices for broader use;

(ii) Evaluate systems to ensure positive return on investment and decide whe-
ther continuation, modification, or termination of the systems is necessary to
meet agency mission requirements.

(iii) Document lessons learned from the post-implementation reviews. Redesign
oversight mechanisms and performance levels to incorporate acquired knowledge.

(iv) Re-assess an investment's business case, technical compliance, and compli-
ance against the EA.

(v) Update the EA and IT capital planning processes as needed.
(2) The Enterprise Architecture

Agencies must document and submit their initial EA to OMB. Agencies must sub-
mit updates when significant changes to the Enterprise Architecture occur.

(a) What is the Enterprise Architecture?

An EA is the explicit description and documentation of the current and desired
relationships among business and management processes and information tech-
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nology. It describes the “current architecture” and "target architecture™ to include
the rules and standards and systems life cycle information to optimize and main-
tain the environment which the agency wishes to create and maintain by managing
its IT portfolio. The EA must also provide a strategy that will enable the agency
to support its current state and also act as the road-map for transition to its target
environment. These transition processes will include an agency’s capital planning
and investment control processes, agency EA planning processes, and agency sys-
tems life cycle methodologies. The EA will define principles and goals and set
direction on such issues as the promotion of interoperability, open systems, public
access, compliance with GPEA, end user satisfaction, and IT security. The agency
must support the EA with a complete inventory of agency information resources,
including personnel, equipment, and funds devoted to information resources man-
agement and information technology, at an appropriate level of detail. Agencies
must implement the EA consistent with following principles:

(i) Develop information systems that facilitate interoperability, application por-
tability, and scalability of electronic applications across networks of heteroge-
neous hardware, software, and telecommunications platforms;

(ii) Meet information technology needs through cost effective intra-agency and
interagency sharing, before acquiring new information technology resources; and

(iii) Establish a level of security for all information systems that is commensu-

rate to the risk and magnitude of the harm resulting from the loss, misuse, unau-

thorized access to, or modification of the information stored or flowing through

these systems.

(b) How do agencies create and maintain the EA?

As part of the EA effort, agencies must use or create an Enterprise Architecture

Framework. The Framework must document linkages between mission needs,

information content, and information technology capabilities. The Framework

must also guide both strategic and operational IRM planning.

Once a framework is established, an agency must create the EA. In the creation

of an EA, agencies must identify and document:

(i) Business Processes - Agencies must identify the work performed to support its

mission, vision and performance goals. Agencies must also document change

agents, such as legislation or new technologies that will drive changes in the EA.

(ii) Information Flow and Relationships - Agencies must analyze the informa-

tion utilized by the agency in its business processes, identifying the information
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used and the movement of the information. These information flows indicate
where the information is needed and how the information is shared to support
mission functions.

(iii) Applications - Agencies must identify, define, and organize the activities
that capture, manipulate, and manage the business information to support busi-
ness processes. The EA also describes the logical dependencies and relation-
ships among business activities.

(iv) Data Descriptions and Relationships - Agencies must identify how data is
created, maintained, accessed, and used. At a high level, agencies must define
the data and describe the relationships among data elements used in the
agency's information systems.

(v) Technology Infrastructure - Agencies must describe and identify the func-
tional characteristics, capabilities, and interconnections of the hardware, soft-
ware, and telecommunications.

(c) What are the Technical Reference Model and Standards Profile?

The EA must also include a Technical Reference Model (TRM) and Standards Profile.

(i) The TRM identifies and describes the information services (such as data-
base, communications, intranet, etc.) used throughout the agency.

(ii) The Standards Profile defines the set of IT standards that support the services
articulated in the TRM. Agencies are expected to adopt standards necessary to
support the entire EA, which must be enforced consistently throughout the agency.
(iii) As part of the Standards Profile, agencies must create a Security Standards Pro-
file that is specific to the security services specified in the EA and covers such ser-
vices as identification, authentication, and non-repudiation; audit trail creation and
analysis; access controls; cryptography management; virus protection; fraud pre-
vention; detection and mitigation; and intrusion prevention and detection.

(3) How Will Agencies Ensure Security in Information Systems?

Agencies must incorporate security into the architecture of their information
and systems to ensure that security supports agency business operations and
that plans to fund and manage security are built into life-cycle budgets for
information systems.

(a) To support more effective agency implementation of both agency computer
security and critical infrastructure protection programs, agencies must imple-
ment the following:
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(i) Prioritize key systems (including those that are most critical to agency operations);

(ii) Apply OMB policies and, for non-national security applications, NIST gui-
dance to achieve adequate security commensurate with the level of risk and
magnitude of harm;

(b) Agencies must make security’s role explicit in information technology
investments and capital programming. Investments in the development of new
or the continued operation of existing information systems, both general sup-
port systems and major applications must:

(i) Demonstrate that the security controls for components, applications, and
systems are consistent with, and an integral part of, the EA of the agency;

(ii) Demonstrate that the costs of security controls are understood and are expli-
citly incorporated into the life-cycle planning of the overall system in a manner
consistent with OMB guidance for capital programming;

(iii) Incorporate a security plan that complies with Appendix I11 of this Circular and
in a manner that is consistent with NIST guidance on security planning;

(iv) Demonstrate specific methods used to ensure that risks and the potential for
loss are understood and continually assessed, that steps are taken to maintain
risk at an acceptable level, and that procedures are in place to ensure that con-
trols are implemented effectively and remain effective over time;

(v) Demonstrate specific methods used to ensure that the security controls are
commensurate with the risk and magnitude of harm that may result from the
loss, misuse, or unauthorized access to or modification of the system itself or
the information it manages;

(vi) Identify additional security controls that are necessary to minimize risk to and
potential loss from those systems that promote or permit public access, other exter-
nally accessible systems, and those systems that are interconnected with systems
over which program officials have little or no control;
(vii) Deploy effective security controls and authentication tools consistent with
the protection of privacy, such as public-key based digital signatures, for those
systems that promote or permit public access;
(viii) Ensure that the handling of personal information is consistent with rele-
vant government-wide and agency policies;
(ix) Describe each occasion the agency decides to employ standards and guidance
that are more stringent than those promulgated by NIST to ensure the use of risk-
based cost-effective security controls for non-national security applications;
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(c) OMB will consider for new or continued funding only those system investments
that satisfy these criteria. New information technology investments must demonstrate
that existing agency systems also meet these criteria in order to qualify for funding.

(4) How Will Agencies Acquire Information Technology?
Agencies must:

(a) Make use of adequate competition, allocate risk between government
and contractor, and maximize return on investment when acquiring
information technology;

(b) Structure major information systems into useful segments with a narrow
scope and brief duration. This should reduce risk, promote flexibility and
interoperability, increase accountability, and better match mission need with
current technology and market conditions;

(c) Acquire off-the-shelf software from commercial sources, unless the cost
effectiveness of developing custom software is clear and has been documented
through pilot projects or prototypes; and

(d) Ensure accessibility of acquired information technology pursuant to the
Rehabilitation Act of 1973, as amended (Pub. Law 105-220, 29 U.S.C.794d).

9. Assignment of Responsibilities:
a. All Federal Agencies. The head of each agency must:
1. Have primary responsibility for managing agency information resources;

2. Ensure that the agency implements appropriately all of the information policies,
principles, standards, guidelines, rules, and regulations prescribed by OMB;

3. Appoint a Chief Information Officer, as required by 44 U.S.C. 3506(a), who must
report directly to the agency head to carry out the responsibilities of the agencies
listed in the Paperwork Reduction Act (44 U.S.C. 3506), the Clinger-Cohen Act (40
U.S.C. 1425(b) & (c)), as well as Executive Order 13011. The head of the agency
must consult with the Director of OMB prior to appointing a Chief Information
Officer, and will advise the Director on matters regarding the authority, responsibil-
ities, and organizational resources of the Chief Information Officer. For purposes of
this paragraph, military departments and the Office of the Secretary of Defense may
each appoint one official. The Chief Information Officer must, among other things:

(a) Be an active participant during all agency strategic management activities,
including the development, implementation, and maintenance of agency strate-
gic and operational plans;
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(b) Advise the agency head on information resource implications of strategic
planning decisions;

(c) Advise the agency head on the design, development, and implementation of
information resources.

(i) Monitor and evaluate the performance of information resource investments
through a capital planning and investment control process, and advise the agency
head on whether to continue, modify, or terminate a program or project;

(i) Advise the agency head on budgetary implications of information resource
decisions; and

(d) Be an active participant throughout the annual agency budget process in
establishing investment priorities for agency information resources;

4. Direct the Chief Information Officer to monitor agency compliance with the
policies, procedures, and guidance in this Circular. Acting as an ombudsman,
the Chief Information Officer must consider alleged instances of agency failure
to comply with this Circular, and recommend or take appropriate corrective
action. The Chief Information Officer will report instances of alleged failure and
their resolution annually to the Director of OMB, by February 1st of each year.

5. Develop internal agency information policies and procedures and oversee,
evaluate, and otherwise periodically review agency information resources man-
agement activities for conformity with the policies set forth in this Circular;

6. Develop agency policies and procedures that provide for timely acquisition
of required information technology;

7. Maintain the following, as required by the Paperwork Reduction Act (44
U.S.C. 3506(b)(4) and 3511) and the Freedom of Information Act (5 U.S.C.
552(g)): an inventory of the agency’s major information systems, holdings, and
dissemination products; an agency information locator service; a description of
the agency’s major information and record locator systems; an inventory of the
agency’s other information resources, such as personnel and funding (at the
level of detail that the agency determines is most appropriate for its use in
managing the agency’s information resources); and a handbook for persons to
obtain public information from the agency pursuant to these Acts.

8. Implement and enforce applicable records management policies and procedures,
including requirements for archiving information maintained in electronic format,
particularly in the planning, design and operation of information systems.
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9. ldentify to the Director of OMB any statutory, regulatory, and other impede-
ments to efficient management of Federal information resources, and recom-
mend to the Director legislation, policies, procedures, and other guidance to
improve such management;

10. Assist OMB in the performance of its functions under the PRA, including
making services, personnel, and facilities available to OMB for this purpose to
the extent practicable;

11. Ensure that the agency:

(a) cooperates with other agencies in the use of information technology to
improve the productivity, effectiveness, and efficiency of Federal programs;

(b) promotes a coordinated, interoperable, secure, and shared government wide
infrastructure that is provided and supported by a diversity of private sector
suppliers; and

(c) develops a well-trained corps of information resource professionals.

12. Use the guidance provided in OMB Circular A-11, "Planning, Budgeting,
and Acquisition of Fixed Assets," to promote effective and efficient capital
planning within the organization;

13. Ensure that the agency provides budget data pertaining to information
resources to OMB, consistent with the requirements of OMB Circular A-11,

14. Ensure, to the extent reasonable, that in the design of information systems
with the purpose of disseminating information to the public, an index of infor-
mation disseminated by the system will be included in the directory created by
the Superintendent of Documents pursuant to 41 U.S.C. 4101. (Nothing in this
paragraph authorizes the dissemination of information to the public unless
otherwise authorized.)

15. Permit, to the extent practicable, the use of one agency's contract by another
agency or the award of multi-agency contracts, provided the action is within the
scope of the contract and consistent with OMB guidance; and

16. As designated by the Director of OMB, act as executive agent for the gov-
ernment-wide acquisition of information technology.

b. Department of State. The Secretary of State must:

1. Advise the Director of OMB on the development of United States positions
and policies on international information policy and technology issues affecting
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Federal government activities and the development of international information
technology standards; and

2. Be responsible for liaison, consultation, and negotiation with foreign govern-
ments and intergovernmental organizations on all matters related to information
resources management, including federal information technology. The Secretary
must also ensure, in consultation with the Secretary of Commerce, that the Uni-
ted States is represented in the development of international standards and rec-
ommendations affecting information technology. These responsibilities may also
require the Secretary to consult, as appropriate, with affected domestic agencies,
organizations, and other members of the public.

c. Department of Commerce. The Secretary of Commerce must:

1. Develop and issue Federal Information Processing Standards and guidelines
necessary to ensure the efficient and effective acquisition, management, security,
and use of information technology, while taking into consideration the recom-
mendations of the agencies and the C1O Council;

2. Advise the Director of OMB on the development of policies relating to the
procurement and management of Federal telecommunications resources;

3. Provide OMB and the agencies with scientific and technical advisory services
relating to the development and use of information technology;

4. Conduct studies and evaluations concerning telecommunications technology,
and concerning the improvement, expansion, testing, operation, and use of Fed-
eral telecommunications systems, and advise the Director of OMB and appro-
priate agencies of the recommendations that result from such studies;

5. Develop, in consultation with the Secretary of State and the Director of OMB,
plans, policies, and programs relating to international telecommunications
issues affecting government information activities;

6. ldentify needs for standardization of telecommunications and information
processing technology, and develop standards, in consultation with the Secre-
tary of Defense and the Administrator of General Services, to ensure efficient
application of such technology;

7. Ensure that the Federal Government is represented in the development of
national and, in consultation with the Secretary of State, international information
technology standards, and advise the Director of OMB on such activities.

d. Department of Defense. The Secretary of Defense will develop, in consultation
with the Administrator of General Services, uniform Federal telecommunications
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standards and guidelines to ensure national security, emergency preparedness, and
continuity of government.

e. General Services Administration. The Administrator of General Services must:
1. Continue to manage the FTS2001 program and coordinate the follow-up to
that program, on behalf of and with the advice of agencies;

2. Develop, maintain, and disseminate for the use of the Federal community (as
requested by OMB or the agencies) recommended methods and strategies for the
development and acquisition of information technology;

3. Conduct and manage outreach programs in cooperation with agency managers;
4. Be a liaison on information resources management (including Federal infor-
mation technology) with State and local governments. GSA must also be a liai-
son with non-governmental international organizations, subject to prior consul-
tation with the Secretary of State to ensure consistency with the overall United
States foreign policy objectives;

5. Support the activities of the Secretary of State for liaison, consultation, and
negotiation with intergovernmental organizations on information resource man-
agement matters;

6. Provide support and assistance to the CIO Council and the Information Tech-
nology Resources Board.

7. Manage the Information Technology Fund in accordance with the Federal
Property and Administrative Services Act, as amended;

f. Office of Personnel Management. The Director, Office of Personnel Manage-
ment, will:

1. Develop and conduct training programs for Federal personnel on information
resources management, including end-user computing;

2. Evaluate periodically future personnel management and staffing requirements
for Federal information resources management;

3. Establish personnel security policies and develop training programs for Federal per-
sonnel associated with the design, operation, or maintenance of information systems.
g. National Archives and Records Administration. The Archivist of the United
States will:

1. Administer the Federal records management program in accordance with the
National Archives and Records Act;

2. Assist the Director of OMB in developing standards and guidelines relating
to the records management program.
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h. Office of Management and Budget. The Director of the Office of Manage-
ment and Budget will:

1. Provide overall leadership and coordination of Federal information resources
management within the executive branch;

2. Serve as the President's principal adviser on procurement and management of
Federal telecommunications systems, and develop and establish policies for
procurement and management of such systems;

3. Issue policies, procedures, and guidelines to assist agencies in achieving
integrated, effective, and efficient information resources management;

4. Initiate and review proposals for changes in legislation, regulations, and
agency procedures to improve Federal information resources management;

5. Review and approve or disapprove agency proposals for collection of informa-
tion from the public, as defined by 5 CFR 1320.3; 6. Develop and maintain a Gov-
ernmentwide strategic plan for information resources management.

7. Evaluate agencies' information resources management and identify cross-cut-
ting information policy issues through the review of agency information programs,
information collection budgets, information technology acquisition plans, fiscal
budgets, and by other means;

8. Provide policy oversight for the Federal records management function con-
ducted by the National Archives and Records Administration, coordinate records
management policies and programs with other information activities, and
review compliance by agencies with records management requirements;

9. Review agencies' policies, practices, and programs pertaining to the security,
protection, sharing, and disclosure of information, in order to ensure compliance,
with respect to privacy and security, with the Privacy Act, the Freedom of Infor-
mation Act, the Computer Security Act, the GPEA, and related statutes;

10. Review proposed U.S. Government Position and Policy statements on inter-
national issues affecting Federal Government information activities, and advise
the Secretary of State as to their consistency with Federal information resources
management policy.

11. Coordinate the development and review by the Office of Information and
Regulatory Affairs of policy associated with Federal procurement and acquisi-
tion of information technology with the Office of Federal Procurement Policy,
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and policies regarding management of financial management systems with the
Office of Federal Financial Management.

12. Evaluate agency information resources management practices and programs
and, as part of the budget process, oversee agency capital planning and
investment control processes to analyze, track, and evaluate the risks and results
of major capital investments in information systems;

13. Notify an agency if OMB believes that a major information system project
requires outside assistance;

14. Provide guidance on the implementation of the Clinger-Cohen Act and on
the management of information resources to the executive agencies, to the CIO
Council, and to the Information Technology Resources Board; and

15. Designate one or more heads of executive agencies as executive agent for
government-wide acquisitions of information technology.

10. Oversight:

a. The Director of OMB will use information technology planning reviews, fiscal
budget reviews, information collection budget reviews, management reviews, and
such other measures as the Director deems necessary to evaluate the adequacy and
efficiency of each agency's information resources management and compliance
with this Circular.

b. The Director of OMB may, consistent with statute and upon written request of
an agency, grant a waiver from particular requirements of this Circular. Requests
for waivers must detail the reasons why a particular waiver is sought, identify the
duration of the waiver sought, and include a plan for the prompt and orderly tran-
sition to full compliance with the requirements of this Circular. Notice of each
waiver request must be published promptly by the agency in the Federal Register,
with a copy of the waiver request made available to the public on request.

11. Effectiveness: This Circular is effective upon issuance. Nothing in this
Circular will be construed to confer a private right of action on any person.

12. Inquiries: All questions or inquiries should be addressed to the Office of
Information and Regulatory Affairs, Office of Management and Budget,
Washington, D.C. 20503. Telephone: (202) 395-3785.

13. Sunset Review Date: OMB will review this Circular three years from the date
of issuance to ascertain its effectiveness.
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OMB Circular A- | No. A-11, Preparation, Submission and Execution of the

11, Section 53 Budget, Section 53, Information Technology and E-
Government

Date November 11, 2008

Table of Contents

53.1 Why must | report on information technology (IT) investments?
53.2 What background information must | know?

53.3 How do I ensure that IT investments are linked to and support the
President's Management Agenda?

53.4 What special terms should | know?

53.5 How do | determine whether | must report?

53.6 How do | submit exhibit 53 and when is it due?

53.7 If I submitted exhibit 53 last year, how do | revise it this year?
53.8 How is exhibit 53 organized?

53.9 How is exhibit 53 coded?

53.10 What are the steps to complete exhibit 53?

Ex-53 Agency IT Investment Portfolio

Summary of Changes

Updates definition of major IT acquisition/investment (section 53.3). Adds new
columns to identify the mode of delivery, investment certification and accredit-
tation status, and project manager qualification status (exhibit 53). Removes
total investment column (exhibit 53).

53.1 Why must | report on information technology (I1T) investments?

The information required allows the agency and OMB to review and evaluate each
agency's IT spending and to compare IT spending across the Federal Government.
Specifically the information helps the agency and OMB to:

« Ensure initiatives create a citizen-centered electronic presence and advance an E-
Government (EGov) strategy including specific outcomes to be achieved;

+ Understand the amount being spent on development and modernization of IT
versus the amount being spent on operating and maintaining the status quo for IT;

« Identify costs for providing IT security as part of agency investment life cycle as
well as IT security costs for supporting crosscutting or infrastructure related
investments under the Federal Information Security Management Act (FISMA);

93




OMB Circular A-11

* Provide a full and accurate accounting of IT investments for the agency as
required by the Clinger-Cohen Act of 1996;

« Ensure spending on IT supports agency compliance with the requirements of
Section 508 of the Rehabilitation Act Amendments of 1998 (Electronic and
Information Technology Accessibility) and Section 504 of the Rehabilitation Act
of 1973 (Reasonable Accommodation);

« Ensure compliance with E-Government Act of 2002 and Paperwork Reduction
Act of 1995;

» Ensure privacy is considered and protected in electronic activities;
« |dentify investments supporting Homeland Security goals and objectives; and

* Review requests for agency financial management systems. Agencies must
provide this information using the Agency IT Investment Portfolio (exhibit 53)
reporting format. This information should be consistent with information
required in section 51.3. In addition, as an output of your agency's internal
capital planning and investment control process, your Budget justification for
IT must provide results oriented information in the context of the agency's
missions and operations. Your Budget justification, including the status and
plans for information systems, should be consistent with your agency's
submissions for Part 7 (section 300) of this Circular.

The total investment's costs must cover the entire risk-adjusted life cycle of each
system and include all budgetary resources (direct appropriation, working capital
fund, revolving funds, etc.). Budgetary resources are defined in section 20 of this
Circular. Life cycle costs should also be risk adjusted to include any risks addressed
on the Capital Asset Plan and Business Case. These total investment costs must be
formulated and reported in order for OMB to meet the Clinger-Cohen Act's require-
ment which states, at the same time the President submits the Budget for a fiscal
year to Congress under Section 1105(a) of title 31, United States Code, the Direc-
tor shall submit to Congress a report on the net program performance benefits
achieved as a result of major capital investments made by executive agencies in
information systems and how the benefits relate to the accomplishment of the
goals of the executive agencies.

53.2 What background information must | know?
The Federal Government must effectively manage its portfolio of capital assets
to ensure scarce public resources are wisely invested. Capital programming
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integrates the planning, acquisition and management of capital assets into the
Budget decision-making process. It is intended to assist agencies in improving
asset management and in complying with the results-oriented requirements of:

* The Government Performance and Results Act of 1993 (GPRA), which estab-
lishes the foundation for Budget decision-making to achieve strategic goals in
order to meet agency mission objectives. Instructions for preparing strategic
plans, annual performance plans, and annual program performance reports are
provided in Part 6 of this Circular (see section 220).

* The Program Assessment Rating Tool (PART), which assesses a program's
performance and management, including the practices and procedures used to
achieve results. Information on the PART process and schedule, guidance for
completing a PART assessment, and other supporting materials can be found at
http://www.whitehouse.gov/omb/part/.

* The Federal Managers Financial Integrity Act of 1982 (FMFIA), Chief Finan-
cial Officers Act of 1990 (CFO Act) and Federal Financial Management Improve-
ment Act of 1996, which require accountability of financial and program managers
for financial results of actions taken, control over the Federal Government's
financial resources, and protection of Federal assets. OMB policies and standards
for developing, operating, evaluating, and reporting on financial management
systems are contained in Circular A-127, Financial Management Systems, and
section 52 of this Circular.

* The Paperwork Reduction Act of 1995 (PRA), which requires agencies to per-
form their information resources management activities in an efficient, effect-
tive, and economical manner.

* The Clinger-Cohen Act of 1996, which requires agencies to use a disciplined
capital planning and investment control (CPIC) process to acquire, use, main-
tain and dispose of information technology. OMB policy for management of
Federal information resources is contained in Circular A-130, "Management of
Federal Information Resources."

* The Federal Information Security Management Act (FISMA), which requires
agencies to integrate IT security into their capital planning and enterprise archi-
tecture (EA) processes, conduct annual IT security reviews of all programs and
systems, and report the results of those reviews to OMB.

* The E-Government Act of 2002 (P.L. 107-347), which requires agencies to
support governmentwide E-Gov initiatives and to leverage cross-agency
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opportunities to further E-Gov. The Act also requires agencies to establish a
process for determining which government information the agency intends to
make available and accessible to the public on the Internet and by other means.
In addition, the Act requires agencies to conduct and make publicly available
privacy impact assessments (PIAs) for all new IT investments administering
information in identifiable form collected from or about members of the public.

« The National Technology Transfer and Advancement Act (NTTAA) of 1995
(Public Law 104- 113) and OMB Circular A-119, which state that voluntary
consensus standards are the preferred type of standards for Federal government
use. When it would be inconsistent with law or otherwise impractical to use a
voluntary consensus standard, agencies must submit a report describing the
reason(s) for the agency's use of government-unique standards in lieu of
voluntary consensus standards to the Office of Management and Budget (OMB)
through the National Institute of Standards and Technology (NIST).

» The Federal Records Act, which requires agencies to establish standards and
procedures to assure efficient and effective records management. The National
Archives and Records Administration (NARA) issues policies and guidance for
agencies to meet their records management goals and requirements. NARA also
provides policies and guidance for planning and evaluating investments in
electronic records management.

» The Privacy Act (5 U.S.C. § 552a), is an omnibus "code of fair information
practices" which attempts to regulate the collection, maintenance, use, and
dissemination of personal information by federal executive branch agencies.

53.3 How do | ensure IT investments improve program performance and
support the President's Management Agenda?

All IT investments must clearly demonstrate the investment is needed to help
meet the agency's strategic goals and mission. They should also support the
President's Management Agenda (PMA). The President's Budget defines the
guiding principles for the investments supporting the PMA. For more
information on the PMA refer to http://www.results.gov.

The capital asset plans and business cases (exhibit 300) and "Agency IT
Investment Portfolio" (exhibit 53) demonstrate the agency management of IT
investments and how these governance processes are used when planning and
implementing IT investments within the agency. Any attendant documentation
should be maintained and readily available if requested by OMB.
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The individual agency's exhibit 53 is used to create an overall "Federal IT
Investment Portfolio" published as part of the President's Budget. OMB's
portfolio review and Budget process will ensure IT investments support the
strategy identified in this section and ensure the Federal IT Investment Portfolio
includes the most effective portfolio of investments to:

+ Improve the management of programs to achieve better program outcomes;

« Ensure sound security of Federal information systems and appropriate
protection of information held in those systems;

« Eliminate redundant or non productive IT investments through multi-
agency collaboration;

« Support the Federal Enterprise Architecture (FEA);
« Support the Presidential initiatives and E-Gov strategy;
« Focus IT spending on high priority modernization initiatives;

» Manage major IT investments within 10% of cost, schedule, and
performance objectives;

« Certify and accredit IT investments and systems; and
« Ensure privacy safeguards are implemented in electronic activities.
53.4 What special terms should | know?

Budget Execution represents activities associated with the legal and managerial uses
of budgetary resources to achieve results that comply with the enacted Budget and
Administration policy. Budget execution activities include but are not limited to:
apportionments, allotments, commitments, reprogramming actions, incurring
obligations, and funds control. See sections 120 through 150 of Part 4 of OMB
Circular No. A-11 for a comprehensive list of Budget execution activities.

Budget Formulation represents activities undertaken to determine priorities for
future spending and to develop an itemized forecast of future funding and
expenditures during a targeted period of time. This includes the collection and
use of performance information to assess the effectiveness of programs and
develop Budget priorities.

Business Reference Model (BRM) is a function-driven framework used to
describe the lines of business and sub-functions performed by the Federal
Government independent of the agencies performing them. IT investments are
mapped to the BRM to identify collaboration opportunities.
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Capital Planning and Investment Control (CPIC) means the same as capital pro-
gramming and is a decision-making process for ensuring IT investments integrate
strategic planning, budgeting, procurement, and the management of IT in support of
agency missions and business needs. The term comes from the Clinger-Cohen Act
of 1996 and generally is used in relationship to IT management issues.

Certification and Accreditation (C&A) is a comprehensive assessment of the man-
agement, operational, and technical security controls in an information system,
made in support of security accreditation, to determine the extent to which the con-
trols are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements of the system.

Federal Enterprise Architecture (FEA) is a business-based framework for gov-
ernment-wide improvement. It describes the relationship between business func-
tions and the technologies and information supporting them. The FEA is con-
structed through a collection of interrelated "reference models" designed to
facilitate cross-agency analysis and the identification of duplicative invest-
ments, gaps, and opportunities for collaboration within and across federal
agencies. For the next President's Budget, major IT investments should be
aligned with each reference model within the FEA framework, except for the
Data Reference Model. More information about the FEA reference models is
available at http://www.egov.gov. The BRM and Service Component Reference
Model (SRM) are briefly described in this section (53.4).

Financial Management consist of activities that support the interrelationships
and interdependencies between budget, cost and management functions, and the
information associated with business transactions.

Financial Operations represent activities associated with processing, recor-
ding, and reporting of revenues, receipts, disbursements, expenditures, assets,
liabilities, and other financial transactions; reconciliation of asset and liability
accounts, such as accounts or loans receivable, with subsidiary records and with
external data, such as Treasury cash records; and preparing financial statements.
Financial Systems are comprised of one or more applications that are used for
any of the following:
« Collecting, processing, maintaining, transmitting, and reporting data about
financial events;
 Accumulating and reporting cost information; or
« Supporting the preparation of financial statements.
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A financial system supports the processes necessary to record the financial con-
sequences of events that occur as a result of business activities. Such events
include information related to the receipt of appropriations or resources; acqui-
sition of goods or services; payment or collections; recognition of guarantees,
benefits to be provided, or other potential liabilities or other reportable activities.

Funding Source means the direct appropriation or other budgetary resources an
agency receives. You need to identify the budget account and the budget authority
provided. Report those budget accounts providing the financing for a particular
investment. To avoid double counting, do not report any accounts receiving intra-
governmental payments to purchase IT investments or services as funding sources.

Government Information means information created, collected, processed,
disseminated, or disposed of by or for the Federal government.

High Risk Projects require special attention from oversight authorities and the high-
est levels of agency management because: 1) the agency has not consistently demon-
strated the ability to manage complex projects; 2) of the exceptionally high develop-
ment, operating, or maintenance costs, either in absolute terms or as a percentage of
the agency's total IT portfolio; 3) it is being undertaken to correct recognized defi-
ciencies in the adequate performance of an essential mission program or function of
the agency, a component of the agency, or another organization, or 4) delay or failure
would introduce for the first time inadequate performance or failure of an essential
mission program or function of the agency, a component of the agency, or another
organization. If a High Risk Project is represented by an entire IT Investment, the IT
Investment would be also known as a High Risk Investment.

Information Resource Management (IRM) Strategic Plan is strategic in nature
and addresses all information resources management of the agency. Agencies
must develop and maintain the agency's IRM strategic plan as required by 44
U.S.C. 3506(b)(2). IRM strategic plans should support the agency's strategic plan
required in OMB Circular A-11, provide a description of how information
resources management activities help accomplish agency missions, and ensure
IRM decisions are integrated with organizational planning, budget, procurement,
financial management, human resources management, and program decisions.

Information System means a discrete set of information technology, data, and
related resources, such as personnel, hardware, software, and associated
information technology services organized for the collection, processing,
maintenance, use, sharing, dissemination or disposition of information.

99



OMB Circular A-11

Information Technology, as defined by the Clinger-Cohen Act of 1996, sections
5002, 5141, and 5142, means any equipment or interconnected system or subsys-
tem of equipment used in the automatic acquisition, storage, manipulation, man-
agement, movement, control, display, switching, interchange, transmission, or
reception of data or information. For purposes of this definition, equipment is
"used" by an agency whether the agency uses the equipment directly or it is used by
a contractor under a contract with the agency that (1) requires the use of such equip-
ment or (2) requires the use, to a significant extent, of such equipment in the perfor-
mance of a service or the furnishing of a product. Information technology includes
computers, ancillary equipment, software, firmware and similar procedures, services
(including support services), and related resources. It does not include any equip-
ment acquired by a Federal contractor incidental to a Federal contract.

IT migration Investment means the partner agency's migration costs associated
with moving an existing investment, system, process or capability to a Govern-
ment-wide common solution. All IT E-Gov and

Line of Business (LoB) migration projects must be tracked separately and not
part of a larger investment. As these projects almost always consist of activities
with more than one agency, migration investments are "High Risk."

Major IT Investment means a system or an acquisition requiring special manage-
ment attention because it: has significant importance to the mission or function of
the agency, a component of the agency or another organization; is for financial
management and obligates more than $500,000 annually; has significant program
or policy implications; has high executive visibility; has high development, opera-
ting, or maintenance costs; is funded through other than direct appropriations; or is
defined as major by the agency's capital planning and investment control process.
OMB may work with the agency to declare other investments as major investments.
If you are unsure about what invest-ments to consider as "major", consult your
agency budget officer or OMB representative. Investments not considered “major"
are "nonmajor."

Managing Partner represents the agency designated as the lead agency respon-
sible for the implementation of the E-Gov or LoB initiative. The managing
partner is also responsible for coordinating and submitting the exhibit 300 for
the initiative and the exhibit 300 will be represented as part of the managing
partner's budget portfolio.

New IT Project means an IT investment newly proposed by the agency that has

not been previously funded by OMB. This does not include investments
existing within the agency that have not previously been reported to OMB.
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Non-Major IT Investment means any initiative or investment not meeting the
definition of major defined above but is part of the agency's IT Portfolio. All
non-major investments must be reported individually on the exhibit 53.

On-going IT Investment means an investment that has been through a complete
Budget cycle with OMB and represents Budget decisions consistent with the
President's Budget for the current year (BY-1).

Partner Agency represents the agency for an E-Gov or LoB initiative desig-
nated as an agency that should provide resources (e.g., funding, FTEs, in-kind)
to the management, development, deployment, or maintenance of a common
solution. The partner agency is also responsible for including the appropriate
line items in its Exhibit 53 reflecting the amount of the contribution for each of
the E-Gov or LoB initiatives to which it is providing resources.

Partner Agency IT "'fee-for-service" represents the financial fees paid for by a
partner agency for IT services provided.

Primary FEA Mapping is the identification of the primary function or service
this IT investment supports. For the next President's Budget, investments should
identify a primary mapping to either the BRM (Line of Business and associated
sub-function) or to the SRM (Service Type and associated Component). Only
one primary FEA mapping should be provided for each investment. A BRM
mapping should be used if the investment primarily supports a functional area.
If the investment primarily provides a service cross-cutting multiple functional
areas, the SRM mapping should be provided. Guidance on the codes for the
BRM and SRM primary mappings can be found at http://www.egov.gov. Note:
BRM lines of business and sub-functions in the Mode of Delivery business area
are not valid as primary FEA mappings.

Privacy Impact Assessment (PIA) is a process for examining the risks and
ramifications of using information technology to collect, maintain and
disseminate information in identifiable form from or about members of the
public, and for identifying and evaluating protections and alternative processes
to mitigate the impact to privacy of collecting such information. Consistent with
September 26th, 2003 OMB guidance (M-03-22) implementing the privacy
provisions of the E-Government Act, agencies must conduct and make publicly
available P1As for all new or significantly altered information technology
investments administering information in identifiable form collected from or
about members of the public.
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Records includes all books, papers, maps, photographs, machine readable materials,
or other documentary materials, regardless of physical form or characteristics, made
or received by an agency of the United States Government under Federal law or in
connection with the transaction of public business and preserved or appropriate for
preservation by that agency or its legitimate successor as evidence of the organiza-
tion, functions, policies, decisions, procedures, operations, or other activities of the
Government or because of the informational value of data in them. Library and
museum material made or acquired and preserved solely for reference or exhibition
purposes, extra copies of documents preserved only for convenience of reference
and stocks of publications and of processed documents are not included.

Segment Architecture Detailed results-oriented architecture (baseline and
target) and a transition strategy for a portion or segment of the enterprise.
Segments are individual elements of the enterprise describing core mission
areas, and common or shared business services and enterprise services.

Service Component Reference Model (SRM) is a common framework and vocabu-
lary used for characterizing the IT and business components collectively comprising
an IT investment. The SRM helps agencies rapidly assemble IT solutions through the
sharing and re-use of business and IT components. A component is a self-contained
process, service, or IT capability with pre-determined functionality that may be
exposed through a business or technology interface.

System of Records Notice (SORN) means a statement providing to the public
notice of the existence and character of a group of any records under the control of
any agency from which information is retrieved by the name of the individual or
by some identifying number, symbol, or other identifying particular assigned to
the individual. The Privacy Act of 1974 requires this notice to be published in the
Federal Register upon establishment or substantive revision of the system, and
establishes what information about the system must be included.

Validated E-Gov Standard means a private, voluntary or U.S. government-
developed standard developed and adopted via a widely recognized and broadly
accepted process. These standards have been validated for use by NIST. The E-
Gov standard validation process and validated standards can be located at the
NIST E-Gov Standards Resource Center.

53.5 How do | determine whether | must report?

Submit an agency IT investment portfolio (exhibit 53) to OMB if your
government agency is subject to Executive Branch review (see Section 25.1).
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53.6 How do I submit exhibit 53 and when is it due?

Section 53 requires the submission of exhibit 53 and PIAs. Additional attendant
documents should be maintained and made available upon OMB request.

Initial draft of exhibit 53. In order for OMB and the agency to agree on what
major investments and non-major investments will be reported for the next
President's Budget process, OMB will be working with agencies to create initial
draft exhibit 53 during the summer of 2008. Draft exhibit 53 should, at a
minimum, include the unique IDs, investment title, and investment description.
OMB will be providing additional information about these initial draft exhibit 53s.

You must submit an exhibit 53 in an electronic format, using a valid spreadsheet
version, via the IT Budget submission system (https://max.omb.gov/itweb/itweb).

Your exhibit 53 is due to OMB by September 8, 2008, the exhibit 53 and all
updates must be submitted via the IT Budget submission system (also known as
ITWEB). In addition, you must update each exhibit 53 and the accompanying
Capital Asset Plans and Business Cases (exhibit 300) to reflect any changes due
to final budget decisions.

If agencies are requesting supplemental funds, which include changes to the
agency's portfolio, as part of their supplemental request, agencies should submit
an updated exhibit 53.

53.7 If I submitted exhibit 53 last year, how do | revise it this year?

If your agency submitted an exhibit 53 for the 2009 Budget, the appropriate
information can be used to create the new worksheet using the provided FY 2010
template (submissions not compliant with the provided template will be rejected).
Ongoing investments from FY 2009 to FY 2010, must include their corresponding
FY 2009 Unique Project Identifiers (UPI) in the appropriate column of the Exhibit
53. It is important the file is updated to reflect PY for FY 2008, CY for FY 2009,
and BY for FY 2010. The Exhibit 53 also requires MAX funding codes for all
"Funding Sources" line items. Consistent with prior submissions, "Investment
Descriptions™ will be limited to 255 characters.

53.8 How is exhibit 53 organized?
(a) Overview.

As a general rule, exhibit 53 covers IT investments for your agency as a whole.
Provide investment amounts in millions (provide up to six decimal points, at
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least one decimal point is required) for PY through BY. Information reported
here must be consistent with data you report in MAX schedule O, object
classification (specifically, object classes 11.1 through 12.2, 23.1, 23.2, 25.2,
25.3, 25.7, 26.0, 31.0, and 41.0). Include all major IT investments, including
financial management systems, reported in exhibit 300 as well as all migration,
partner agency funding contribution, and non-major IT investments.

Exhibit 53 has six major parts:
* Part 1. IT investments for Mission Area Support.

« Part 2. IT investments for Infrastructure, Office Automation, and
Telecommunications.

« Part 3. IT investments for Enterprise Architecture and Planning.
« Part 4. IT investments for Grants Management Systems.

« Part 5. Grants to State and Local IT Investments.

« Part 6. National Security Systems IT Investments.

All parts use the following common data elements (in order as they appear in
the Exhibit 53):

* 2009 Unique Project Identifier (UP1) means the unique project identifier
used to report the investment in the 2009 Budget. Indicating the UPI used for
the 2009 Budget process allows crosswalk and historical analysis crossing fiscal
years for tracking purposes.

* 2010 UPI means the identifier depicting agency code, bureau code, mission
area (where appropriate), part of the exhibit where investment will be reported,
type of investment, agency four-digit identifier, and two-digit investment
category code. Details are provided in section 53.8.

* Investment Title means a definitive title explaining the investment. If the
investment title has changed, include the previous name in parentheses. For
"funding source" information, provide the 10- digit OMB max account code
(OMB Circular A-11, Section 79.2). Additional information can be found in
Part 111 of this circular.

* Investment Description means a short public description (limited to 255
characters) for each investment (major, migration, partner contribution, and
non-major). This description should explain the entry item, its components, and
what program(s) it supports. This description should be understandable to
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someone who is not an expert of the agency. If the investment is part of a multi-
agency initiative or part of another business case, please provide description of
where that business case is located in the appropriate agency Budget submission
(i.e. managing partner UPI). For example, if the investment represents your
agency's participation in one of the Presidential initiatives, the description
should state that this investment represents your agency's participation in one of
the Presidential initiatives and should refer to the UPI of the managing partner's
business case (i.e. managing partner UPI). For "funding source descriptions"
please consult your OMB representative for specifics about what information
should be included in this field

* Primary FEA Mapping - Line of Business or Service Type means the 3-digit
code for either the primary Line of Business from the FEA BRM OR the
primary cross-cutting Service Type from the FEA SRM. This is required for all
investments. BRM Line of Business and SRM Type codes can be found at
http://www.egov.gov. Note: The BRM Mode of Delivery lines of business are
not valid for Primary FEA Mappings.

* Primary FEA Mapping - Sub-Function or Service Component means the 3-
digit code for either the primary Sub-function under the BRM Line of Business
OR the primary cross-cutting Service Component under the SRM Service Type
identified in the BRM Line of Business or SRM Service Type. This is required
for all investments. BRM Sub-functions and SRM components codes can be
found at http://www.egov.gov. Note: The BRM Mode of Delivery sub functions
are not valid for Primary FEA Mappings.

« Percentage Budget Formulation (BF) means an estimated percentage of the
total IT investment budget authority associated with budget formulation.

« Percentage Budget Execution (BE) means an estimated percentage of the
total IT investment budget authority associated with budget execution.

» Percentage Financial means an estimated percentage of the total IT invest-
ment budget authority associated with financial operations. See section 53.4 for
a description. Exclude information about budget formulation and budget
execution activities when determining this.

« Percentage Current Year (CY) and Budget Year (BY) IT Security means an
estimated percentage of the total investment for each fiscal year associated with
IT security for a specific investment. Federal agencies must consider the
following criteria to determine security costs for a specific IT investment:
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The products, procedures, and personnel (Federal employees and contractors)
that are primarily dedicated to or used for provision of IT security for the
specific IT investment. Do not include activities performed or funded by the
agency's Inspector General. When determining the percentage IT security
include the costs of:

* Risk assessment;

« Security planning and policy;

« Certification and accreditation;

« Specific management, operational, and technical security controls (to include
access control systems as well as telecommunications and network security);
« Authentication or cryptographic applications;

« Education, awareness, and training;

« System reviews/evaluations (including security control testing and
evaluation);

« Oversight or compliance inspections;

« Development and maintenance of agency reports to OMB and corrective
action plans as they pertain to the specific investment;

« Contingency planning and testing;

« Physical and environmental controls for hardware and software;

« Auditing and monitoring;

« Computer security investigations and forensics; and

* Reviews, inspections, audits and other evaluations performed on contractor
facilities and operations.

Other than those costs included above, security costs may also include the prod-
ucts, procedures, and personnel (Federal employees and contractors) that have
as an incidental or integral component, a quantifiable benefit to IT security for
the specific IT investment. This includes system configuration/change manage-
ment control, personnel security, physical security, operations security, privacy
training, program/system evaluations whose primary purpose is other than secu-
rity, systems administrator functions, and, for example, system upgrades within
which new features obviate the need for other standalone security controls.

Many agencies operate networks, which provide some or all necessary security
controls for the associated applications. In such cases, the agency must never-
theless account for security costs for each of the application investments. To
avoid double counting agencies should appropriately allocate the costs of the
network for each of the applications for which security is provided. In identi-
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fying security costs, some agencies find it helpful to ask the following simple
question, "If there was no threat, vulnerability, risk, or need to provide for
continuity of operations, what activities would not be necessary and what costs
would be avoided?" Investments that fail to report security costs will not be
funded. Therefore, if the agency encounters difficulties with the above criteria
they must contact OMB prior to submission of the Budget materials.

« Percentage Internet Protocol version 6 (IPv6) means an estimated percentage of the
total IT investment budget authority associated with the agency's IPv6 implementation.

» Homeland Security Presidential Directive-12 (HSPD-12) means the amount
of this investment's PY/2008 funding associated with the agency's HSPD-12
implementation.

« Supports Homeland Security means an IT investment supporting the home-
land security mission areas of 1) Intelligence and warning, 2) Border and trans-
portation security, 3) Defending against catastrophic threats, 4) Protecting cri-
tical infrastructure and key assets, 5) Emergency preparedness and response, 6)
Other. If the investment supports one of these mission areas, indicate which
one(s) by listing the corresponding number(s) listed above. If the investment
does not support homeland security, please leave blank.

+ Development/Modernization/Enhancement (DME) means the program cost
for new investments, changes or modifications to existing systems to improve
capability or performance, changes mandated by the Congress or agency leader-
ship, personnel costs for investment management, and direct support. For major
IT investments, this amount should equal the sum of amounts reported for plan-
ning and acquisition plus the associated FTE costs reported in the exhibit 300.

« Steady State (SS) means maintenance and operation costs at current capability
and performance level including costs for personnel, maintenance of existing
information systems, corrective software maintenance, voice and data
communications maintenance, and replacement of broken IT equipment. For
major IT investments, this amount should equal the amount reported for
maintenance plus the associated FTE costs reported in the exhibit 300.

« Investment C&A status means the current security Certification and
Accreditation (C&A) status of the investment's system(s):

(00)—Systems within this investment have not been through the C&A process
because theinvestment is not yet operational.
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(02)—None of the systems have gone through the C&A process or have been
granted full authority to operate (for operational investments).

(22)—Some or all of the systems within this investment have been through a
C&A process, but no systems have been granted full authority to operate.

(25)—Some or all of the systems within this investment have been through a
C&A process, some systems have been granted full authority to operate.

(55)—All of the systems within this investment have been through a C&A
process and have been granted full authority to operate.

* Project Management Qualification Status means the qualification status of the
investment's project manager (PM), as issued in CIO Council Guidance and refer-
enced by OMB PM Guidance (M-04-19). The following options are available:

(1)—The project manager assigned for this investment has been validated as
qualified in accordance with OMB PM Guidance. (Validated PMs include
"Validated with Exception™.)

(2)—The project manager assigned for this investment is in the process of being
validated as qualified in accordance with OMB PM Guidance.

(3)—The project manager assigned for this investment is not validated as
qualified in accordance with OMB PM Guidance.

(4)—The qualifications for the project manager named have not been evaluated.
(5)—No project manager is currently assigned for this investment.
(6)—N/A—This is not an IT project/investment.

» On High-Risk List is to represent the projects/investments that are included
on the agencies High Risk List.

» Segment Architecture represents the agency segment architecture the
investment supports. The segment is identified by a unique code predetermined
by the agency and the FEA PMO. The segment architecture code is a six digit
code coordinated and maintained by the agency Chief Architect and registered
with the FEA PMO. If new segments are established or revised, agencies are
required to coordinate the numbering sequence with the FEA PMO office for
approval. This is required for all investments. The agency Chief Architect
should review the agency's portfolio to ensure accurate investment to segment
architecture alignment. For detailed guidance regarding segment architecture
codes, please refer to http://www.egov.gov.
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» Funding Source means any budgetary resource used for funding the IT
investment. Budgetary resource is defined in section 20. For each funding
source, identify the budgetary resources including the MAX funding codes used
for the investment. This is required for all investments. Add as many funding
source line items as are appropriate for the investment. To avoid double

counting or under counting, the totals of the funding amounts for a investment
must match the main investment line item, represented with the investment
category of "00" or "24." Do not report funds received as part of intra-
governmental payments to purchase IT investments or services, partner
agencies should provide this as a part of the partner agency's IT portfolio.

» Funding Source Subtotal represents the total of all funding source line items
used for funding a particular IT investment.

(b) Part 1. IT investments for Mission Area Support.

Consistent with your agency's strategic and annual performance plan, report
amounts for IT investments directly supporting an agency-designated mission
area (e.g., human resource management, financial management, command and
control). Report each mission area in which IT investments are funded, item-
izing the "major" and "non-major"” IT investments within each mission area.

Agencies must have a mission area titled "Financial Management", and it must be
reported as the first mission area. Some IT investments support financial functions in
addition to other functions. If an IT investment supports financial functions, you must
include an estimated percentage of the total IT investment obligations associated with
the financial components. See the financial operations, budget formulation, and budget
execution definitions provided in this section for a description of financial functions. For
the purposes of this exhibit, the total investment for Financial Management is equal to
the aggregated total of Budget Execution, Budget Formulations, and Financial Opera-
tions. Systems predominately supporting financial functions should be included in the
first mission area, "Financial Management". If the IT investment reported is 100 percent
financial, indicate 100" percent in the column. For mixed systems or investments,
indicate the appropriate percentage that is financial.

(c) Part 2. IT investments for Infrastructure, Office Automation, and
Telecommunications.

Report all IT investments supporting common user systems, communications, and
computing infrastructure. Each agency should have one consolidated Exhibit 300
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encompassing all office automation, infrastructure, and telecommunications for the
agency. This investment usually involves multiple mission areas and includes End
User Systems, Mainframes and Servers, and Telecommunications. The following
descriptions will detail what should be included in Part — 2 of the Exhibit:

» End User Systems and Support - End user hardware (desktop, laptop, hand-
held devices), peripherals (local printers, shared printers), and software (PC
operating systems, office automation suites, messaging and groupware), and
hardware and software for help desks.

» Mainframes and Servers Services and Support - Mainframes and servers
[including web hosting (but not Web content development and management)],
hardware and software operations, licenses, maintenance, back-up, continuity of
operations, and disaster recovery. Also includes electronic messaging and storage.

» Telecommunications Systems and Support - Data networks and telecommuni-
cations (including wireless, multimedia, and local and long distance telephony)
hardware and software operations, licenses, maintenance, back-up, continuity of
operations, and disaster recovery. Also includes network operations command
centers and wire closets and cable management.

If agencies have historically included additional activities in Part 2 of the Exhi-
bit, the agency should specifically identify these activities in the consolidated
Exhibit 300. The specific services should be provided in the Service Compo-
nent Reference Model (SRM) Table.

Report your IT security initiatives and investments not directly tied to a major
investment on a separate line identified as "non-major."

(d) Part 3. IT investments for Enterprise Architecture and Planning.

Report amounts for IT investments supporting strategic management of IT
operations (e.g., business process redesign efforts not part of an individual
investment or initiative, enterprise architecture development, capital planning
and investment control processes, procurement management, and IT policy
development and implementation).

(e) Part 4. IT investments for Grants Management Systems.

Report amounts for IT investments representing planning, developing, enhan-
cing or implementing a grants management system or portion thereof. Include
any grants systems initiatives.

(f) Part 5. Grants to State and Local IT investments.
110



OMB Circular A-11

Report amounts for IT investments representing planning, development, enhance-
ments or implementations of "Grants to State and Local." Agencies should only
use this part to report "Grants to State and Local." Before using Part 5 for anything
other than the previously identified, please check with your OMB representative.
(g) Part 6. National Security Systems investments.

Report amounts for IT investments representing planning, development, enhance-
ments or implementations of National Security Systems. Only DoD may use this part.

53.9 How is exhibit 53 coded?

Use the following 23 digit line number coding system to update or
complete your exhibit 53:

Entry Description

XXX-xx—xx—xx— | The first three digits are your agency code (see Appendix
XX—XXXX—XX C).

XXX XX —XX—XX— The next two digits are your bureau code (see Appendix
XX—XXXX—XX C). If this is a department only reporting, use 00 as your

bureau code.

XXX—XX—X XXX~
XX—XXXX—XX

These two digits indicate the four parts of exhibit 53:

01 = Part 1. IT Investments by Mission Area

02 = Part 2. IT Investments for Infrastructure, Office
Automation, and Telecommunications

03 = Part 3. IT Investments for Enterprise
Architecture and Planning

04 = Part 4. IT Investments for Grants Management Systems
05 = Part 5. Grants to State and Locals

06 = Part 6. National Security Systems (Defense only)

XXX—XX—XX—X X~

These two digits indicate the mission area. Assign a

XX—XXXX—XX unique code for each mission area reported.
XXX—XX—XX—XX— These two digits indicate your agency's type of invest-
XX=XXXX—XX ment. Select one of the following two digit codes

according to the type of investment you are reporting:

01 = Major IT investments (see definition in section 53.3)
02 = Non-major IT investments (see definition in section 53.3)
03= IT migration investment portion of a larger asset and for
which there is an existing business case for the overall asset.
Description of the IT investment should indicate the UPI of the
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major asset investment of the managing partner.

04 = Partner agency funding contribution represents
resources provided by partner agency for a joint effort for
more than one agency. Use the 04 indicator to identify
projects where the business case for the major IT investment
is reported in another agency's exhibit 53. Description of the
IT investment should indicate the UPI of the major asset
investment of the managing partner.

XXX—XX—XX—XX—
XXX XX XXX

This is a four-digit identification number to identify a
specific IT investment. If a new investment is added to
exhibit 53, locate the area of exhibit 53 where you are
going to report the IT investment and use the next
sequential number as your four digit identification number.

XXX—XX—XX—XX—
XX—XXXX—XX

These two digits identify the investment category of the
investment you are reporting. Select one of the following two
digit codes according to what you report on the title line:

00 = Total investment title line, or the first time the
agency is reporting this particular investment. If this is
one of the PMC E-Gov initiatives or an individual
agency's participation in one of the PMC E-Gov
initiatives, this two-digit code should be "24".

04 = Funding source or appropriation

07 = High-Risk Project as part of a larger investment
(Migration projects may not use this code, these are
defined by use of IT migration investment type)

09 = Any subtotal

Use the following 10 digit number coding system to update or complete your

OMB MAX Accoun

t ID code information:

Entry

Description

XXX =XX—XXXX—X

The first three digits are your agency code (see Appendix C).

XXX—XX—=XXXX—X

The next two digits are your bureau code (see Appendix C).
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XXX—XX—XXXX-X

This is a four-digit Account Symbol for the appropriate
MAX Account. (see section 79.2)

XXX—XX—XXXX-X

This is a single digit Transmittal Code. (see section 79.2)

53.10 What are the steps to complete exhibit 53?

The following provides step-by-step instructions to complete each part of
exhibit 53. See section 53.3 and 53.7 for definitions.

AGENCY IT INVESTMENT PORTFOLIO

Entry Description

Part1. IT Report amounts (DME & SS) for IT investments that
Investments by directly support an agency-designated mission area.
Mission Area Report each mission area in which IT investments are

funded. This information should map directly to your
agency's strategic and annual performance plan. For
IT investments that cover more than one agency,
report in the mission area with oversight of the IT
investment. Mission area 01 is reserved for your
"financial management" IT investments.

Step 1: For each mission area, list each major IT
investment and the corresponding investment costs.
For BY only, if financial or mixed, identify what
percentage is financial. For BY only, if IT security
costs are included, identify what percentage of the
total investment is IT security. If this IT investment
supports Homeland Security (HS) goals and
objectives (see section 53.8) provide the number for
the HS mission area.

Step 2: For each mission area, list each non-major
investment. If either of these has financial, mixed, or IT
security, identify the appropriate percentages. If this
system or investment supports Homeland Security goals
and objectives (see section 53.8), answer yes.
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Part 2. IT
investments for
Infrastructure,
Office Automation,
and
Telecommunications

Each agency should have one exhibit 300
encompassing all office automation,

infrastructure, and telecommunications for the agency
(see section 53.8). This section of the exhibit 53
should have one line item indicating the major
investment Unique ID for this departmental/agency-
wide investment. If you are unsure what investments
should be included in this area contact your OMB
representative for clarification. Additional
information about the relationship between this
consolidated business case and the Infrastructure LoB
can be found at http://www.egov.gov

Part 3. IT Each agency should list all enterprise architecture

Investments for efforts. For the next President's Budget, enterprise

Enterprise architecture investments are not categorized as major

Avrchitecture and investments and an exhibit 300 is not required for

Planning them. Any capital planning and investment control
process investments may be reported separately in
this section. However, agencies should ensure the
investments' UPI codes have the correct primary FEA
mapping in order to clearly distinguish the EA
investments from other planning investments (e.g.,
EA investments should be mapped to the “"Enterprise
Architecture™ sub-function in the BRM).

Part 4. IT Report amounts (DME & SS) for IT investments that

Investments for
Grants Management
Systems

support grants management operations.
See classification instructions in section 53.8 under
Grants Management.

Part 5. Grants to
State and Local

Report amounts (DME & SS) for IT investments for
Grants to State and Local.

Part 6. National
Security Systems

Report amounts (DME & SS) for IT investments
related to National Security Systems (Defense Only).
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These columns are required for the next President's Budget exhibit 53, Agency
IT Investment Portfolio:

Column 1: 2009 UPI (17-digits required for all legacy investments)

Column 2: 2010 UPI (17—digits required for all)

Column 3: Investment Title

Column 4: Investment Description (limited to 255 characters)

Column 5: Primary FEA Mapping - Line of Business or Service Type (3 digit code)
Column 6: Primary FEA Mapping - Sub-Function or Service Component (3 digit code)
Column 7: BF Percentage (%)

Column 8: BE Percentage (%)

Column 9: Financial Percentage (%)

Column 10: CY IT Security (%)

Column 11: BY IT Security (%)

Column 12: IPv6 (%)

Column 13: HSPD-12 ($M)

Column 14: Homeland Security Priority Identifier (select all that apply)
Column 15: Development, Modernization, Enhancement (DME) (PY/2008) ($M)
Column 16: Development, Modernization, Enhancement (DME) (CY/2009) ($M)
Column 17: Development, Modernization, Enhancement (DME) (BY/2010) ($M)
Column 18: Steady State (SS) (PY/2008) ($M)

Column 19: Steady State (SS) (CY/2009) ($M)

Column 20: Steady State (SS) (BY/2010) ($M)

Column 21: Investment C&A Status (00, 02, 22, 25, 55)

Column 22: Project Management Qualification Status (1, 2, 3, 4, 5, 6)
Column 23: On High-Risk List (Yes)

Column 24: Segment Architecture (6 digit code)
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Deputy Secretary of Defense Memorandum: Designation of the Chief
Information Officer of the Department of Defense

14 March 1996

THE DEPUTY SECRETARY OF DEFENSE
d
WASHINGTON, D.C. 20301 c 6‘-‘&

1o MAR 1996f

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DIRECTOR, DEFENSE RESEARCH AND ENGINEERING
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT .OF DEFENSE
DIRECTOR. OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECPOR, ADMINISTRATION AND MANAGEMENT
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Designation of the Chief Information Officer of the
Deparctment of Defense

On February 10, 1996, the President signed the National
Defense Authorization Act for Fiscal Year 1996. The Department
strongly supports the requirements of this Act to establish both
a Chief Information Officer (CIO) and a Deputy CIO and to
implement management reforms that will institutionalize
information technology performance measurements and results-
Dased capital planning and investmencs.

Overall, the functions currently performed by the Assistant
Secretary of Defense for Command, Centrol, Communications and
Intelligence are substantiaily identical to those of the propesed
agency Chief Information Officer (CIO).

Therefore, effective immediately, in addition to their
current duties, the Assistant Secretary of Defense for Command,
Contrel, Communications, and Intelligence (ASD(C3I)) is
designated as the CIC of the Department of Defense (DoD) and the
Principal Deputy ASD(C3I) is designated as the Deputy CIO of the
DoD. Further. within 150 days, CIOs will also be established in
cach of the Military Deparctments and Defense Agencies.

The ASD(C3I) will lead a joint DoD effort that will present
within 150 days fer my approval, coordinated procedures that
implement the management requirements of Division E of the
Narional Defense Authorization Act for Fiscal Year 1996, the
Information Technology Management Reform Act of
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10 U.S.C. Section 2223 - Information Technology:
Additional Responsibilities of Chief Information Officers

U.S. Code 10 U.S.C. Subtitle A, PART IV, Chapter 131 § 2223

Date Updated as of Jan. 3, 2007

(a) Additional Responsibilities of Chief Information Officer of Department of
Defense.— In addition to the responsibilities provided for in chapter 35 of title
44 and in section 11315 of title 40, the Chief Information Officer of the Depart-
ment of Defense shall—

(1) review and provide recommendations to the Secretary of Defense on
Department of Defense budget requests for information technology and national
security systems;

(2) ensure the interoperability of information technology and national security
systems throughout the Department of Defense;

(3) ensure that information technology and national security systems standards
that will apply throughout the Department of Defense are prescribed;

(4) provide for the elimination of duplicate information technology and national
security systems within and between the military departments and Defense
Agencies; and

(5) maintain a consolidated inventory of Department of Defense mission critical and
mission essential information systems, identify interfaces between those systems and
other information systems, and develop and maintain contingency plans for respon-
ding to a disruption in the operation of any of those information systems.

(b) Additional Responsibilities of Chief Information Officer of Military
Departments.— In addition to the responsibilities provided for in chapter 35 of
title 44 and in section 11315 of title 40, the Chief Information Officer of a
military department, with respect to the military department concerned, shall—

(1) review budget requests for all information technology and national security systems;

(2) ensure that information technology and national security systems are in compli-
ance with standards of the Government and the Department of Defense;

(3) ensure that information technology and national security systems are inter-
operable with other relevant information technology and national security sys-
tems of the Government and the Department of Defense; and
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10 U.S.C. Sections 2223 and 2224

(4) coordinate with the Joint Staff with respect to information technology and
national security systems.

(c) Definitions.— In this section:

(1) The term “Chief Information Officer” means the senior official designated
by the Secretary of Defense or a Secretary of a military department pursuant to
section 3506 of title 44.

(2) The term “information technology” has the meaning given that term by
section 11101 of title 40.

(3) The term “national security system” has the meaning given that term by
section 3542 (b)(2) of title 44.

10 U.S.C. Section 2224 - Defense Information Assurance

Program
U.S. Code 10 U.S.C. Subtitle A, PART IV, Chapter 131 § 2224
Date Updated as of Jan. 3, 2007

(a) Defense Information Assurance Program.— The Secretary of Defense shall
carry out a program, to be known as the “Defense Information Assurance Pro-
gram”, to protect and defend Department of Defense information, information
systems, and information networks that are critical to the Department and the
armed forces during day-to-day operations and operations in times of crisis.
(b) Objectives of the Program.— The objectives of the program shall be to pro-
vide continuously for the availability, integrity, authentication, confidentiality,
nonrepudiation, and rapid restitution of information and information systems
that are essential elements of the Defense Information Infrastructure.

(c) Program Strategy.— In carrying out the program, the Secretary shall devel-
op a program strategy that encompasses those actions necessary to assure the
readiness, reliability, continuity, and integrity of Defense information systems,
networks, and infrastructure, including through compliance with subchapter I
of chapter 35 of title 44, including through compliance with subchapter Il of
chapter 35 of title 44. The program strategy shall include the following:

(1) A vulnerability and threat assessment of elements of the defense and sup-
porting nondefense information infrastructures that are essential to the opera-
tions of the Department and the armed forces.

(2) Development of essential information assurances technologies and programs.
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(3) Organization of the Department, the armed forces, and supporting activities
to defend against information warfare.

(4) Joint activities of the Department with other departments and agencies of
the Government, State and local agencies, and elements of the national infor-
mation infrastructure.

(5) The conduct of exercises, war games, simulations, experiments, and other active-
ties designed to prepare the Department to respond to information warfare threats.

(6) Development of proposed legislation that the Secretary considers necessary
for implementing the program or for otherwise responding to the information
warfare threat.

(d) Coordination.— In carrying out the program, the Secretary shall coordinate,
as appropriate, with the head of any relevant Federal agency and with
representatives of those national critical information infrastructure systems that
are essential to the operations of the Department and the armed forces on
information assurance measures necessary to the protection of these systems.

[(e) Repealed. Pub. L. 108-136, div. A, title X, § 1031(a)(12), Nov. 24, 2003,
117 Stat.  1597.]

(f) Information Assurance Test Bed.— The Secretary shall develop an informa-
tion assurance test bed within the Department of Defense to provide—

(1) an integrated organization structure to plan and facilitate the conduct of simu-
lations, war games, exercises, experiments, and other activities to prepare and
inform the Department regarding information warfare threats; and

(2) organization and planning means for the conduct by the Department of the
integrated or joint exercises and experiments with elements of the national
information systems infrastructure and other non-Department of Defense
organizations that are responsible for the oversight and management of critical
information systems and infrastructures on which the Department, the armed
forces, and supporting activities depend for the conduct of daily operations and
operations during crisis.
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Also known as Federal Information Security Management Act of 2002

Date | Updated as of January 2, 2006.

SUBCHAPTER I11--INFORMATION SECURITY
Federal Information Security Management Act of 2002

To enhance the management and promotion of electronic Government services
and processes by establishing a Federal Chief Information Officer within the
Office of Management and Budget, and by establishing a broad framework of
measures that require using Internet-based information technology to enhance
citizen access to Government information and services, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States
of America in Congress assembled,

Sec.

3541. Purposes.

3542. Definitions.

3543. Authority and functions of the Director.

3544. Federal agency responsibilities.

3545. Annual independent evaluation.

3546. Federal information security incident center.
3547. National security systems.

3548. Authorization of appropriations.

3549. Effect on existing law.

SUBCHAPTER I11--INFORMATION SECURITY
Sec. 3541. Purposes

The purposes of this subchapter are to--

(1) provide a comprehensive framework for ensuring the effectiveness of infor-
mation security controls over information resources that support Federal opera-
tions and assets;

(2) recognize the highly networked nature of the current Federal computing envi-
ronment and provide effective governmentwide management and oversight of the
related information security risks, including coordination of information security
efforts throughout the civilian, national security, and law enforcement communities;

(3) provide for development and maintenance of minimum controls required to
protect Federal information and information systems;
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(4) provide a mechanism for improved oversight of Federal agency information
security programs;

(5) acknowledge that commercially developed information security products
offer advanced, dynamic, robust, and effective information security solutions,
reflecting market solutions for the protection of critical information infrastruc-
tures important to the national defense and economic security of the nation that
are designed, built, and operated by the private sector; and

(6) recognize that the selection of specific technical hardware and software
information security solutions should be left to individual agencies from among
commercially developed products.

Sec. 3542. Definitions

(a) In General.--Except as provided under subsection (b), the definitions under
section 3502 shall apply to this subchapter.

(b) Additional Definitions.--As used in this subchapter

(1) The term ‘information security’ means protecting information and informa-
tion systems from unauthorized access, use, disclosure, disruption, modifica-
tion, or destruction in order to provide—

(A) integrity, which means guarding against improper information modification or
destruction, and includes ensuring information nonrepudiation and authenticity;

(B) confidentiality, which means preserving authorized restrictions on access
and disclosure, proprietary information; and

(C) availability, which means ensuring timely and reliable access to and use
of information.

(2)(A) The term “national security system' means any information system
(including any telecommunications system) used or operated by an agency or
by a contractor of an agency, or other organization on behalf of an agency--

(i) the function, operation, or use of which--

(1) involves intelligence activities;

(1) involves cryptologic activities related to national security;

(11) involves command and control of military forces;

(1V) involves equipment that is an integral part of a weapon or weapons system; or
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(V) subject to subparagraph (B), is critical to the direct fulfillment of military or
intelligence missions; or

(i) is protected at all times by procedures established for information that have
been specifically authorized under criteria established by an Executive order or
an Act of Congress to be kept classified in the interest of national defense or
foreign policy.

(B) Subparagraph (A)(i)(V) does not include a system that is to be used for rou-
tine administrative and business applications (including payroll, finance, logis-
tics, and personnel management applications).

(3) The term ‘information technology’ has the meaning given that term in
section 11101 of title 40.

Sec. 3543. Authority and functions of the Director

(a) In General.--The Director shall oversee agency information security policies
and practices, including—

(1) developing and overseeing the implementation of policies, principles, stan-
dards, and guidelines on information security, including through ensuring
timely agency adoption of and compliance with standards promulgated under
section 11331 of title 40;

(2) requiring agencies, consistent with the standards promulgated under such
section 11331 and the requirements of this subchapter, to identify and provide
information security protections commensurate with the risk and magnitude of
the harm resulting from the unauthorized access, use, disclosure, disruption,
modification, or destruction of--

(A) information collected or maintained by or on behalf of an agency; or

(B) information systems used or operated by an agency or by a contractor of an
agency or other organization on behalf of an agency;

(3) coordinating the development of standards and guidelines under section 20
of the National Institute of Standards and Technology Act (15 U.S.C. 278g-3)
with agencies and offices operating or exercising control of national security
systems (including the National Security Agency) to assure, to the maximum
extent feasible, that such standards and guidelines are complementary with stan-
dards and guidelines developed for national security systems;

(4) overseeing agency compliance with the requirements of this subchapter,
including through any authorized action under section 11303 of title 40, to
enforce accountability for compliance with such requirements;
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(5) reviewing at least annually, and approving or disapproving, agency infor-
mation security programs required under section 3544(b);

(6) coordinating information security policies and procedures with related
information resources management policies and procedures;

(7) overseeing the operation of the Federal information security incident center
required under section 3546; and

(8) reporting to Congress no later than March 1 of each year on agency compli-
ance with the requirements of this subchapter, including—

(A) a summary of the findings of evaluations required by section 3545;

(B) an assessment of the development, promulgation, and adoption of, and
compliance with, standards developed under section 20 of the National Institute
of Standards and Technology Act (15 U.S.C. 278g-3) and promulgated under
section 11331 of title 40;

(C) significant deficiencies in agency information security practices;
(D) planned remedial action to address such deficiencies; and

(E) a summary of, and the views of the Director on, the report prepared by the
National Institute of Standards and Technology under section 20(d)(10) of the
National Institute of Standards and Technology Act (15 U.S.C. 278g-3).

(b) National Security Systems.--Except for the authorities described in para-
graphs (4) and (8) of subsection (a), the authorities of the Director under this
section shall not apply to national security systems.

(c) Department of Defense and Central Intelligence Agency Systems.--(1) The
authorities of the Director described in paragraphs

(1) and (2) of subsection (a) shall be delegated to the Secretary of Defense in
the case of systems described in paragraph (2) and to the Director of Central
Intelligence in the case of systems described in paragraph (3).

(2) The systems described in this paragraph are systems that are operated by the
Department of Defense, a contractor of the Department of Defense, or another entity
on behalf of the Department of Defense that processes any information the unau-
thorized access, use, disclosure, disruption, modification, or destruction of which
would have a debilitating impact on the mission of the Department of Defense.

(3) The systems described in this paragraph are systems that are operated by the Central
Intelligence Agency, a contractor of the Central Intelligence Agency, or another entity
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on behalf of the Central Intelligence Agency that processes any information the unau-
thorized access, use, disclosure, disruption, modification, or destruction of which would
have a debilitating impact on the mission of the Central Intelligence Agency.

Sec. 3544. Federal agency responsibilities
(a) In General.--The head of each agency shall—

(1) be responsible for— (A) providing information security protections com-
mensurate with the risk and magnitude of the harm resulting from unauthorized
access, use, disclosure, disruption, modification, or destruction of—

(i) information collected or maintained by or on behalf of the agency; and

(ii) information systems used or operated by an agency or by a contractor of an
agency or other organization on behalf of an agency;

(B) complying with the requirements of this subchapter and related policies,
procedures, standards, and guidelines, including—

(i) information security standards promulgated under section 11331 of title 40; and

(ii) information security standards and guidelines for national security systems
issued in accordance with law and as directed by the President; and™

(C) ensuring that information security management processes are integrated
with agency strategic and operational planning processes;

(2) ensure that senior agency officials provide information security for the
information and information systems that support the operations and assets
under their control, including through—

(A) assessing the risk and magnitude of the harm that could result from the
unauthorized access, use, disclosure, disruption, modification, or destruction of
such information or information systems;

(B) determining the levels of information security appropriate to protect such
information and information systems in accordance with standards promulgated
under section 11331 of title 40, for information security classifications and
related requirements;

(C) implementing policies and procedures to cost-effectively reduce risks to an
acceptable level; and

(D) periodically testing and evaluating information security controls and tech-
niques to ensure that they are effectively implemented,;

124



44 U.S.C. 3541-3549

(3) delegate to the agency Chief Information Officer established under section
3506 (or comparable official in an agency not covered by such section) the
authority to ensure compliance with the requirements imposed on the agency
under this subchapter, including--

(A) designating a senior agency information security officer who shall—
(i) carry out the Chief Information Officer's responsibilities under this section;

(ii) possess professional qualifications, including training and experience,
required to administer the functions described under this section;

(iii) have information security duties as that official's primary duty; and

(iv) head an office with the mission and resources to assist in ensuring agency
compliance with this section;

(B) developing and maintaining an agency wide information security program
as required by subsection (b);

(C) developing and maintaining information security policies, procedures, and
control techniques to address all applicable requirements, including those issued
under section 3543 of this title, and section 11331 of title 40;

(D) training and overseeing personnel with significant responsibilities for
information security with respect to such responsibilities; and

(E) assisting senior agency officials concerning their responsibilities under
paragraph (2);

(4) ensure that the agency has trained personnel sufficient to assist the agency in
complying with the requirements of this subchapter and related policies,
procedures, standards, and guidelines; and

(5) ensure that the agency Chief Information Officer, in coordination with other
senior agency officials, reports annually to the agency head on the effectiveness of
the agency information security program, including progress of remedial actions.

(b) Agency Program.--Each agency shall develop, document, and implement an
agencywide information security program, approved by the Director under sec-
tion 3543(a)(5), to provide information security for the information and information
systems that support the operations and assets of the agency, including those pro-
vided or managed by another agency, contractor, or other source, that includes—

(1) periodic assessments of the risk and magnitude of the harm that could result

from the unauthorized access, use, disclosure, disruption, modification, or
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destruction of information and information systems that support the operations
and assets of the agency;
(2) policies and procedures that—
(A) are based on the risk assessments required by paragraph (1);
(B) cost-effectively reduce information security risks to an acceptable level

(C) ensure that information security is addressed throughout the life cycle of
each agency information system; and

(D) ensure compliance with-
(i) the requirements of this subchapter;

(ii) policies and procedures as may be prescribed by the Director, and
information security standards promulgated under section 11331 of title 40;

(i) minimally acceptable system configuration requirements, as determined by
the agency; and

(iv) any other applicable requirements, including standards and guidelines for national
security systems issued in accordance with law and as directed by the President;

(3) subordinate plans for providing adequate information security for net-works,
facilities, and systems or groups of information systems, as appropriate;

(4) security awareness training to inform personnel, including contractors and other
users of information systems that support the operations and assets of the agency, of—

(A) information security risks associated with their activities; and

(B) their responsibilities in complying with agency policies and procedures
designed to reduce these risks;

(5) periodic testing and evaluation of the effectiveness of information security
policies, procedures, and practices, to be performed with a frequency depending
on risk, but no less than annually, of which such testing—

(A) shall include testing of management, operational, and technical controls of every
information system identified in the inventory required under section 3505(c); and

(B) may include testing relied on in a evaluation under section 3545;

(6) a process for planning, implementing, evaluating, and documenting remedial
action to address any deficiencies in the information security policies, proce-
dures, and practices of the agency;
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(7) procedures for detecting, reporting, and responding to security incidents, consis-
tent with standards and guidelines issued pursuant to section 3546(b), including—
(A) mitigating risks associated with such incidents before substantial damage is done;

(B) notifying and consulting with the Federal information security inci-dent
center referred to in section 3546; and

(C) notifying and consulting with, as appropriate—

(i) law enforcement agencies and relevant Offices of Inspector General,

(ii) an office designated by the President for any incident involving a national
security system; and

(iii) any other agency or office, in accordance with law or as directed by the
President; and

(8) plans and procedures to ensure continuity of operations for information
systems that support the operations and assets of the agency.

(c) Agency Reporting.-- Each agency shall—

(1) report annually to the Director, the Committees on Government Reform and
Science of the House of Representatives, the Committees on Governmental Affairs
and Commerce, Science, and Transportation of the Senate, the appropriate author-
ization and appropriations committees of Congress, and the Comptroller General
on the adequacy and effectiveness of information security policies, procedures,
and practices, and compliance with the requirements of this subchapter, including
compliance with each requirement of subsection (b);

(2) address the adequacy and effectiveness of information security policies,
procedures, and practices in plans and reports relating to—

(A) annual agency budgets;

(B) information resources management under subchapter 1 of this chapter;

(C) information technology management under subtitle 111 of title 40;

(D) program performance under sections 1105 and 1115 through 1119 of title
31, and sections 2801 and 2805 of title 39;

(E) financial management under chapter 9 of title 31, and the Chief Financial
Officers Act of 1990 (31 U.S.C. 501 note; Public Law 101-576) (and the amend-
ments made by that Act);

(F) financial management systems under the Federal Financial Management
Improvement Act (31 U.S.C. 3512 note); and
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(G) internal accounting and administrative controls under section 3512 of title
31, (known as the ‘Federal Managers Financial Integrity Act’); and

(3) report any significant deficiency in a policy, procedure, or practice identi-
fied under paragraph (1) or (2)—
(A) as a material weakness in reporting under section 3512 of title 31; and

(B) if relating to financial management systems, as an instance of a lack of
substantial compliance under the Federal Financial Management Improvement
Act (31 U.S.C. 3512 note).

(d) Performance Plan.--(1) In addition to the requirements of subsection (c),
each agency, in consultation with the Director, shall include as part of the
performance plan required under section 1115 of title 31 a description of—

(A) the time periods, and

(B) the resources, including budget, staffing, and training, that are necessary to
implement the program required under subsection (b).

(2) The description under paragraph (1) shall be based on the risk assessments
required under subsection (b)(2)(1).

(e) Public Notice and Comment.--Each agency shall provide the public with
timely notice and opportunities for comment on proposed information security
policies and procedures to the extent that such policies and procedures affect
communication with the public.

Sec. 3545. Annual independent evaluation

(a) In General.--(1) Each year each agency shall have performed an independent
evaluation of the information security program and practices of that agency to
determine the effectiveness of such program and practices.

(2) Each evaluation under this section shall include

(A) testing of the effectiveness of information security policies, procedures, and
practices of a representative subset of the agency's information systems;

(B) an assessment (made on the basis of the results of the testing) of
compliance with

(i) the requirements of this subchapter; and
(i) related information security policies, procedures, standards, and guidelines; and

(C) separate presentations, as appropriate, regarding information security
relating to national security systems

128



44 U.S.C. 3541-3549

(b) Independent Auditor.--Subject to subsection (¢)—

(1) for each agency with an Inspector General appointed under the Inspector
General Act of 1978, the annual evaluation required by this section shall be
performed by the Inspector General or by an independent external auditor, as
determined by the Inspector General of the agency; and

(2) for each agency to which paragraph (1) does not apply, the head of the
agency shall engage an independent external auditor to perform the evaluation.

(c) National Security Systems.--For each agency operating or exercising control
of a national security system, that portion of the evaluation required by this sec-
tion directly relating to a national security system shall be performed—

(1) only by an entity designated by the agency head; and

(2) in such a manner as to ensure appropriate protection for information associ-
ated with any information security vulnerability in such system commensurate
with the risk and in accordance with all applicable laws.

(d) Existing Evaluations.--The evaluation required by this section may be based
in whole or in part on an audit, evaluation, or report relating to programs or
practices of the applicable agency.

(e) Agency Reporting.--(1) Each year, not later than such date established by
the Director, the head of each agency shall submit to the Director the results of
the evaluation required under this section.

(2) To the extent an evaluation required under this section directly relates to a
national security system, the evaluation results submitted to the Director shall
contain only a summary and assessment of that portion of the evaluation
directly relating to a national security system.

(f) Protection of Information.--Agencies and evaluators shall take appropriate
steps to ensure the protection of information which, if disclosed, may adversely
affect information security. Such protections shall be commensurate with the
risk and comply with all applicable laws and regulations.

(9) OMB Reports to Congress.--(1) The Director shall summarize the results of
the evaluations conducted under this section in the report to Congress required
under section 3543(a)(8).

(2) The Director's report to Congress under this subsection shall summarize
information regarding information security relating to national security systems
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in such a manner as to ensure appropriate protection for information associated
with any information security vulnerability in such system commensurate with
the risk and in accordance with all applicable laws.

(3) Evaluations and any other descriptions of information systems under the
authority and control of the Director of Central Intelligence or of National Foreign
Intelligence Programs systems under the authority and control of the Secretary of
Defense shall be made available to Congress only through the appropriate over-
sight committees of Congress, in accordance with applicable laws.

(h) Comptroller General.--The Comptroller General shall periodically evaluate
and report to Congress on—

(1) the adequacy and effectiveness of agency information security policies and
practices; and

(2) implementation of the requirements of this subchapter.
Sec. 3546. Federal information security incident center

(a) In General.--The Director shall ensure the operation of a central Federal
information security incident center to—

(1) provide timely technical assistance to operators of agency information sys-
tems regarding security incidents, including guidance on detecting and handling
information security incidents;

(2) compile and analyze information about incidents that threaten information security.

(3) inform operators of agency information systems about current and potential
information security threats, and vulnerabilities; and

(4) consult with the National Institute of Standards and Technology, agencies or
offices operating or exercising control of national security systems (including the
National Security), and such other agencies or offices in accordance with law and as
directed by the President regarding information security incidents and related matters.
(b) National Security Systems.--Each agency operating or exercising control of a
national security system shall share information about information security inci-
dents, threats, and vulnerabilities with the Federal information security incident
center to the extent consistent with standards and guidelines for national security
systems, issued in accordance with law and as directed by the President.

Sec. 3547. National security systems

The head of each agency operating or exercising control of a national security
system shall be responsible for ensuring that the agency
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(1) provides information security protections commensurate with the risk and magni-
tude of the harm resulting from the unauthorized access, use, disclosure, disruption,
modification, or destruction of the information contained in such system

(2) implements information security policies and practices as required by
standards and guidelines for national security systems, issued in accordance
with law and as directed by the President; and

(3) complies with the requirements of this subchapter.
Sec. 3548. Authorization of appropriations

There are authorized to be appropriated to carry out the provisions of this sub-
chapter such sums as may be necessary for each of fiscal years 2003 through 2007.

Sec. 3549. Effect on existing law

Nothing in this subchapter, section 11331 of title 40, or section 20 of the
National Standards and Technology Act (15 U.S.C. 278g-3) may be construed
as affecting the authority of the President, the Office of Management and
Budget or the Director thereof, the National Institute of Standards and
Technology, or the head of any agency, with respect to the authorized use or
disclosure of information, including with regard to the protection of personal
privacy under section 552a of title 5, the disclosure of information under section
552 of title 5, the management and disposition of records under chapters 29, 31,
or 33 of title 44, the management of information resources under subchapter |
of chapter 35 of this title, or the disclosure of information to the Congress or the
Comptroller General of the United States. While this subchapter is in effect,
subchapter Il of this chapter shall not apply.
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Date

Updated as of January 2, 2006

Committee | U.S. House Conference Report 107-787 U.S. House. Committee
Reports on Government Reform.

H. Report No. 107-787, Part 1 accompanying H.R. 2458 U.S.
Senate. Committee on Governmental Affairs.

E Government Act of 2002 Index

1 Management and Promotion of Electronic| 44 U.S.C. Chapter 36
Government Services
2 |Information Technology Exchange Program |5 U.S.C. Chapter 37
3 |Share-in-Savings Contracts 41 U.S.C. Chapter 4 § 266a
4 |Federal Management and Promotion of | Pub. L. 107-347, Sec 202-
Electronic Government Services 215
5 |Waiver of Paperwork Reduction Act Pub. L. 101-508 title IV,
§ 4711(f)
6 |Notes 44 U.S.C. Chapter 35 §3501
Note

1. 44U.S.C. Chapter 36

MANAGEMENT AND PROMOTION OF ELECTRONIC
GOVERNMENT SERVICES

Sec. 3601. Definitions.

Sec. 3602. Office of Electronic Government.

Sec. 3603. Chief Information Officers Council.

Sec. 3604. E-Government Fund.

Sec. 3605. Program to encourage innovative solutions to enhance electronic
Government services and processes

Sec. 3606. E-Government report.

Sec. 3601. Definitions
In this chapter, the definitions under section 3502 shall apply, and the term-

(1) Administrator means the Administrator of the Office of Electronic Govern-
ment established under section 3602;
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(2) Council means the Chief Information Officers Council established under
section 3603; (3) electronic Government means the use by the Government of
web-based Internet applications and other information technologies, combined
with processes that implement these technologies, to--

(A) enhance the access to and delivery of Government information and services
to the public, other agencies, and other Government entities; or

(B) bring about improvements in Government operations that may include
effecttiveness, efficiency, service quality, or transformation;

(4) enterprise architecture--

(A) means

(i) a strategic information asset base, which defines the mission;
(ii) the information necessary to perform the mission;

(iii) the technologies necessary to perform the mission; and

(iv) the transitional processes for implementing new technologies in response to
changing mission needs; and

(B) includes —

(i) a baseline architecture;

(ii) a target architecture; and

(i) a sequencing plan;

(5) Fund means the E-Government Fund established under section 3604;

(6) interoperability means the ability of different operating and software sys-
tems, applications, and services to communicate and exchange data in an accu-
rate, effective, and consistent manner;

(7) integrated service delivery means the provision of Internet-based Federal Gov-
ernment information or services integrated according to function or topic rather
than separated according to the boundaries of agency jurisdiction; and

(8) tribal government means

(A) the governing body of any Indian tribe, band, nation, or other organized group
or community located in the continental United States (excluding the State of
Alaska) that is recognized as eligible for the special programs and services pro-
vided by the United States to Indians because of their status as Indians, and

133



44 U.S.C. 36, and Related Titles
(B) any Alaska Native regional or village corporation established pursuant to
the Alaska Native Claims Settlement Act (43 U.S.C. 1601 et seq.)
Sec. 3602. Office of Electronic Government

(a) There is established in the Office of Management and Budget an Office of
Electronic Government.

(b) There shall be at the head of the Office an Administrator who shall be
appointed by the President

(c) The Administrator shall assist the Director in carrying out—
(1) all functions under this chapter;

(2) all of the functions assigned to the Director under title |1 of the E-
Government Act of 2002; and

(3) other electronic government initiatives, consistent with other statutes.

(d) The Administrator shall assist the Director and the Deputy Director for
Management and work with the Administrator of the Office of Information and
Regulatory Affairs in setting strategic direction for implementing electronic
Government, under relevant statutes, including-

(1) chapter 35;

(2) subtitle 111 of title 40, United States Code;

(3) section 552a of title 5 (commonly referred to as the Privacy Act);

(4) the Government Paperwork Elimination Act (44 U.S.C. 3504 note); and
(5) the Federal Information Security Management Act of 2002.

(e) The Administrator shall work with the Administrator of the Office of Infor-
mation and Regulatory Affairs and with other offices within the Office of Man-
agement and Budget to oversee implementation of electronic Government under
this chapter, chapter 35, the E-Government Act of 2002, and other relevant stat-
utes, in a manner consistent with law, relating to--

(1) capital planning and investment control for information technology;

(2) the development of enterprise architectures;

(3) information security;

(4) privacy;

(5) access to, dissemination of, and preservation of Government information;
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(6) accessibility of information technology for persons with disabilities; and
(7) other areas of electronic Government.

(f) Subject to requirements of this chapter, the Administrator shall assist the
Director by performing electronic Government functions as follows:

(1) Advise the Director on the resources required to develop and effectively
administer electronic Government initiatives.

(2) Recommend to the Director changes relating to Government-wide strategies
and priorities for electronic Government.

(3) Provide overall leadership and direction to the executive branch on
electronic Government.

(4) Promote innovative uses of information technology by agencies, particularly
initiatives involving multiagency collaboration, through support of pilot pro-
jects, research, experimentation, and the use of innovative technologies.

(5) Oversee the distribution of funds from, and ensure appropriate administration and
coordination of, the E-Government Fund established under section 3604.

(6) Coordinate with the Administrator of General Services regarding programs
undertaken by the General Services Administration to promote electronic gov-
ernment and the efficient use of information technologies by agencies.

(7) Lead the activities of the Chief Information Officers Council established
under section 3603 on behalf of the Deputy Director for Management, who
shall chair the council.

(8) Assist the Director in establishing policies which shall set the framework for
information technology standards for the Federal Government developed by the
National Institute of Standards and Technology and promulgated by the Secre-
tary of Commerce under section 11331 of title 40, taking into account, if appro-
priate, recommendations of the Chief Information Officers Council, experts,
and interested parties from the private and nonprofit sectors and State, local,
and tribal governments, and maximizing the use of commercial standards as
appropriate, including the following:

(A) Standards and guidelines for interconnectivity and interoperability as des-
cribed under section 3504.

(B) Consistent with the process under section 207(d) of the E-Government Act
of 2002, standards and guidelines for categorizing Federal Government elec-
tronic information to enable efficient use of technologies, such as through the
use of extensible markup language.
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(C) Standards and guidelines for Federal Government computer system effi-
ciency and security.

(9) Sponsor ongoing dialogue that

(A) shall be conducted among Federal, State, local, and tribal government leaders
on electronic Government in the executive, legislative, and judicial branches, as
well as leaders in the private and nonprofit sectors, to encourage collaboration
and enhance understanding of best practices and innovative approaches in
acquiring, using, and managing information resources;

(B) is intended to improve the performance of governments in collaborating on
the use of information technology to improve the delivery of Government infor-
mation and services; and

(C) may include
(i) development of innovative models

(1) for electronic Government management and Government information tech-
nology contracts; and

(1) that may be developed through focused discussions or using separately
sponsored research;

(i) identification of opportunities for public-private collaboration in using Internet-
based technology to increase the efficiency of Government-to-business transactions;

(iii) identification of mechanisms for providing incentives to program managers
and other Government employees to develop and implement innovative uses of
information technologies; and

(iv) identification of opportunities for public, private, and intergovernmental
collaboration in addressing the disparities in access to the Internet and informa-
tion technology.

(10) Sponsor activities to engage the general public in the development and
implementation of policies and programs, particularly activities aimed at fulfil-
ling the goal of using the most effective citizen-centered strategies and those
activities which engage multiple agencies providing similar or related informa-
tion and services.

(11) Oversee the work of the General Services Administration and other agen-
cies in developing the integrated Internet-based system under section 204 of the
E-Government Act of 2002.
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(12) Coordinate with the Administrator for Federal Procurement Policy to
ensure effective implementation of electronic procurement initiatives.

(13) Assist Federal agencies, including the General Services Administration,
the Department of Justice, and the United States Access Board in

(A) implementing accessibility standards under section 508 of the Rehabilita-
tion Act of 1973 (29 U.S.C. 794d); and

(B) ensuring compliance with those standards through the budget review pro-
cess and other means.

(14) Oversee the development of enterprise architectures within and across agencies.

(15) Assist the Director and the Deputy Director for Management in overseeing
agency efforts to ensure that electronic Government activities incorporate ade-
quate, risk-based, and cost-effective security compatible with business processes.

(16) Administer the Office of Electronic Government established under this section.

(17) Assist the Director in preparing the E-Government report established under
section 3606.

(9) The Director shall ensure that the Office of Management and Budget, including
the Office of Electronic Government, the Office of Information and Regulatory
Affairs, and other relevant offices, have adequate staff and resources to properly
fulfill all functions under the E-Government Act of 2002.

Sec. 3603. Chief Information Officers Council
(a) There is established in the executive branch a Chief Information Officers Council.
(b) The members of the Council shall be as follows:

(1) The Deputy Director for Management of the Office of Management and
Budget, who shall act as chairperson of the Council.

(2) The Administrator of the Office of Electronic Government.
(3) The Administrator of the Office of Information and Regulatory Affairs.

(4) The chief information officer of each agency described under section 901(b)
of title 31.

(5) The chief information officer of the Central Intelligence Agency.

(6) The chief information officer of the Department of the Army, the Depart-
ment of the Navy, and the Department of the Air Force, if chief information
officers have been designated for such departments under section 3506(a) (2) (B).
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(7) Any other officer or employee of the United States designated by the chairperson.

(c)(1) The Administrator of the Office of Electronic Government shall lead the
activities of the Council on behalf of the Deputy Director for Management.

(2)(A) The Vice Chairman of the Council shall be selected by the Council from
among its members.

(B) The Vice Chairman shall serve a 1-year term, and may serve multiple terms.

(3) The Administrator of General Services shall provide administrative and
other support for the Council

(d) The Council is designated the principal interagency forum for improving agency
practices related to the design, acquisition, development, modernization, use, opera-
tion, sharing, and performance of Federal Government information resources.

(e) In performing its duties, the Council shall consult regularly with representa-
tives of State, local, and tribal governments.

(f) The Council shall perform functions that include the following:

(1) Develop recommendations for the Director on Government information
resources management policies and requirements.

(2) Share experiences, ideas, best practices, and innovative approaches related to
information resources management.

(3) Assist the Administrator in the identification, development, and coordina-
tion of multiagency projects and other innovative initiatives to improve Govern-
ment performance through the use of information technology.

(4) Promote the development and use of common performance measures for
agency information resources management under this chapter and title 11 of the
E-Government Act of 2002.

(5) Work as appropriate with the National Institute of Standards and Technology
and the Administrator to develop recommendations on information technology
standards developed under section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3) and promulgated under section 11331 of
title 40, and maximize the use of commercial standards as appropriate,
including the following:

(A) Standards and guidelines for interconnectivity and interoperability as des-

cribed under section 3504.

(B) Consistent with the process under section 207(d) of the E-Government Act

of 2002, standards and guidelines for categorizing Federal Government elec-
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tronic information to enable efficient use of technologies, such as through the
use of extensible markup language.

(C) Standards and guidelines for Federal Government computer system effi-
ciency and security.

(6) Work with the Office of Personnel Management to assess and address the
hiring, training, classification, and professional development needs of the
Government related to information resources management.

(7) Work with the Archivist of the United States to assess how the Federal
Records Act can be addressed effectively by Federal information resources
management activities.

Sec. 3604. E-Government Fund

(a)(1) There is established in the Treasury of the United States the E-Govern-
ment Fund.

(2) The Fund shall be administered by the Administrator of the General Ser-
vices Administration to support projects approved by the Director, assisted by
the Administrator of the Office of Electronic Government, that enable the
Federal Government to expand its ability, through the development and imple-
mentation of innovative uses of the Internet or other electronic methods, to
conduct activities electronically.

(3) Projects under this subsection may include efforts to

(A) make Federal Government information and services more readily available
to members of the public (including individuals, businesses, grantees, and State
and local governments);

(B) make it easier for the public to apply for benefits, receive services, pursue
business opportunities, submit information, and otherwise conduct transactions
with the Federal Government; and

(C) enable Federal agencies to take advantage of information technology in
sharing information and conducting transactions with each other and with State
and local governments.

(b)(1) The Administrator shall

(A) establish procedures for accepting and reviewing proposals for funding;

(B) consult with interagency councils, including the Chief Information Officers

Council, the Chief Financial Officers Council, and other interagency

management councils, in establishing procedures and reviewing proposals; and
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(C) assist the Director in coordinating resources that agencies receive from the
Fund with other resources available to agencies for similar purposes.

(2) When reviewing proposals and managing the Fund, the Administrator shall
observe and incorporate the following procedures:

(A) A project requiring substantial involvement or funding from an agency shall
be approved by a senior official with agency wide authority on behalf of the
head of the agency, who shall report directly to the head of the agency.

(B) Projects shall adhere to fundamental capital planning and investment con-
trol processes.

(C) Agencies shall identify in their proposals resource commitments from the
agencies involved and how these resources would be coordinated with sup-port
from the Fund, and include plans for potential continuation of projects after all
funds made available from the Fund are expended.

(D) After considering the recommendations of the interagency councils, the
Director, assisted by the Administrator, shall have final authority to determine
which of the candidate projects shall be funded from the Fund.

(E) Agencies shall assess the results of funded projects.
(c) In determining which proposals to recommend for funding, the Administrator
(1) shall consider criteria that include whether a proposal

(A) identifies the group to be served, including citizens, businesses, the Federal
Government, or other governments;

(B) indicates what service or information the project will provide that meets
needs of groups identified under subparagraph (A);

(C) ensures proper security and protects privacy;

(D) is interagency in scope, including projects implemented by a primary or
single agency that—

(i) could confer benefits on multiple agencies; and
(ii) have the support of other agencies; and

(E) has performance objectives that tie to agency missions and strategic goals,
and interim results that relate to the objectives; and

(2) may also rank proposals based on criteria that include whether a proposal

(A) has Governmentwide application or implications;
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(B) has demonstrated support by the public to be served;

(C) integrates Federal with State, local, or tribal approaches to service delivery;
(D) identifies resource commitments from nongovernmental sectors;

(E) identifies resource commitments from the agencies involved,;

(F) uses web-based technologies to achieve objectives;

(G) identifies records management and records access strategies;

(H) supports more effective citizen participation in and interaction with agency
activities that further progress toward a more citizen-centered Government;

(1) directly delivers Government information and services to the public or
provides the infrastructure for delivery;

(J) supports integrated service delivery;

(K) describes how business processes across agencies will reflect appropriate
transformation simultaneous to technology implementation; and

(L) is new or innovative and does not supplant existing funding streams
within agencies.

(d) The Fund may be used to fund the integrated Internet-based system under
section 204 of the E-Government Act of 2002.

(e) None of the funds provided from the Fund may be transferred to any agency
until 15 days after the Administrator of the General Services Administration has
submitted to the Committees on Appropriations of the Senate and the House of
Representatives, the Committee on Governmental Affairs of the Senate, the Com-
mittee on Government Reform of the House of Representatives, and the appropri-
ate authorizing committees of the Senate and the House of Representatives, a
notification and description of how the funds are to be allocated and how the
expenditure will further the purposes of this chapter.

(f)(1) The Director shall report annually to Congress on the operation of the
Fund, through the report established under section 3606. (2) The report under
paragraph (1) shall describe—

(A) all projects which the Director has approved for funding from the Fund; and
(B) the results that have been achieved to date for these funded projects.
(9)(1) There are authorized to be appropriated to the Fund--

(A) $45,000,000 for fiscal year 2003;
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(B) $50,000,000 for fiscal year 2004;

(C) $100,000,000 for fiscal year 2005;

(D) $150,000,000 for fiscal year 2006; and

(E) such sums as are necessary for fiscal year 2007.

(2) Funds appropriated under this subsection shall remain available until expended.

Sec. 3605. Program to encourage innovative solutions to enhance
electronic Government services and processes

(a) Establishment of Program.--The Administrator shall establish and promote a
Governmentwide program to encourage contractor innovation and excellence in
facilitating the development and enhancement of electronic Government
services and processes.

(b) Issuance of Announcements Seeking Innovative Solutions.--Under the pro-
gram, the Administrator, in consultation with the Council and the Administra-
tor for Federal Procurement Policy, shall issue announcements seeking unique
and innovative solutions to facilitate the development and enhancement of
electronic Government services and processes.

(c) Multiagency Technical Assistance Team.--(1) The Administrator, in consul-
tation with the Council and the Administrator for Federal Procurement Policy,
shall convene a multiagency technical assistance team to assist in screening pro-
posals submitted to the Administrator to provide unique and innovative solu-
tions to facilitate the development and enhancement of electronic Government
services and processes. The team shall be composed of employees of the agencies
represented on the Council who have expertise in scientific and technical disci-
plines that would facilitate the assessment of the feasibility of the proposals.

(2) The technical assistance team shall—

(A) assess the feasibility, scientific and technical merits, and estimated cost of
each proposal; and

(B) submit each proposal, and the assessment of the proposal, to the Administrator.

(3) The technical assistance team shall not consider or evaluate proposals sub-
mitted in response to a solicitation for offers for a pending procurement or for a
specific agency requirement.

(4) After receiving proposals and assessments from the technical assistance team,
the Administrator shall consider recommending appropriate proposals for funding
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under the E-Government Fund established under section 3604 or, if appropriate,
forward the proposal and the assessment of it to the executive agency whose
mission most coincides with the subject matter of the proposal.

Sec. 3606. E-Government report

(2) Not later than March 1 of each year, the Director shall submit an E-Govern-
ment status report to the Committee on Governmental Affairs of the Senate and
the Committee on Government Reform of the House of Representatives.

(b) The report under subsection (a) shall contain—

(1) a summary of the information reported by agencies under section 202(f) of
the E-Government Act of 2002;

(2) the information required to be reported by section 3604(f); and

(3) a description of compliance by the Federal Government with other goals and
provisions of the E-Government Act of 2002.

2. 5 USC Chapter 37

INFORMATION TECHNOLOGY EXCHANGE PROGRAM

Sec. 3701 Definitions.

Sec. 3702 General provisions.

Sec. 3703 Assignment of employees to private sector organizations.
Sec. 3704 Assignment of employees from private sector organizations.
Sec. 3705 Application to Office of the Chief Technology Officer of the District
of Columbia.

Sec. 3706 Reporting requirement.

Sec. 3707 Regulations.

Sec. 3701. Definitions

For purposes of this chapter--

(1) the term “agency’ means an Executive agency, but does not include the Gen-
eral Accounting Office; and

(2) the term “detail’ means-

(A) the assignment or loan of an employee of an agency to a private sector
organization without a change of position from the agency that employs the
individual, or

(B) the assignment or loan of an employee of a private sector organization to an
agency without a change of position from the private sector organization that
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employs the individual, whichever is appropriate in the context in which such
term is used.

Sec. 3702. General provisions

(a) Assignment Authority.--On request from or with the agreement of a private
sector organization, and with the consent of the employee concerned, the head
of an agency may arrange for the assignment of an employee of the agency to a
private sector organization or an employee of a private sector organization to
the agency. An eligible employee is an individual who—

(1) works in the field of information technology management;
(2) is considered an exceptional performer by the individual's current employer; and

(3) is expected to assume increased information technology management respon-
sibilities in the future. An employee of an agency shall be eligible to participate
in this program only if the employee is employed at the GS-11 level or above
(or equivalent) and is serving under a career or career-conditional appointment
or an appointment of equivalent tenure in the excepted service, and applicable
requirements of section 209(b) of the E-Government Act of 2002 are met with
respect to the proposed assignment of such employee.

(b) Agreements.--Each agency that exercises its authority under this chapter
shall provide for a written agreement between the agency and the employee
concerned regarding the terms and conditions of the employee's assignment. In
the case of an employee of the agency, the agreement shall

(1) require the employee to serve in the civil service, upon completion of the
assignment, for a period equal to the length of the assignment; and

(2) provide that, in the event the employee fails to carry out the agreement
(except for good and sufficient reason, as determined by the head of the agency
from which assigned) the employee shall be liable to the United States for pay-
ment of all expenses of the assignment. An amount under paragraph (2) shall
be treated as a debt due the United States.

(c) Termination.--Assignments may be terminated by the agency or private sec-
tor organization concerned for any reason at any time.

(d) Duration.--Assignments under this chapter shall be for a period of between 3
months and 1 year, and may be extended in 3-month increments for a total of
not more than 1 additional year, except that no assignment under this chapter
may commence after the end of the 5- year period beginning on the date of the
enactment of this chapter.
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(e) Assistance.--The Chief Information Officers Council, by agreement with the
Office of Personnel Management, may assist in the administration of this chap-
ter, including by maintaining lists of potential candidates for assignment under
this chapter, establishing mentoring relationships for the benefit of individuals
who are given assignments under this chapter, and publicizing the program.

(f) Considerations.--In exercising any authority under this chapter, an agency
shall take into consideration—

(1) the need to ensure that small business concerns are appropriately repre-
sented with respect to the assignments described in sections 3703 and 3704,
respectively; and

(2) how assignments described in section 3703 might best be used to help
meet the needs of the agency for the training of employees in information
technology management.

Sec. 3703. Assignment of employees to private sector organizations

(a) In General.--An employee of an agency assigned to a private sector organi-
zation under this chapter is deemed, during the period of the assignment, to be
on detail to a regular work assignment in his agency.

(b) Coordination With Chapter 81.--Notwithstanding any other provision of law,
an employee of an agency assigned to a private sector organization under this
chapter is entitled to retain coverage, rights, and benefits under subchapter I of
chapter 81, and employment during the assignment is deemed employment by the
United States, except that, if the employee or the employee's dependents receive
from the private sector organization any payment under an insurance policy for
which the premium is wholly paid by the private sector organization, or other
benefit of any kind on account of the same injury or death, then, the amount of
such payment or benefit shall be credited against any compensation otherwise
payable under subchapter | of chapter 81.

(c) Reimbursements.--The assignment of an employee to a private sector organ-
ization under this chapter may be made with or without reimbursement by the
private sector organization for the travel and transportation expenses to or from
the place of assignment, subject to the same terms and conditions as apply with
respect to an employee of a Federal agency or a State or local government
under section 3375, and for the pay, or a part thereof, of the employee during
assignment. Any reimbursements shall be credited to the appropriation of the
agency used for paying the travel and transportation expenses or pay.
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(d) Tort Liability; Supervision.--The Federal Tort Claims Act and any other
Federal tort liability statute apply to an employee of an agency assigned to a
private sector organization under this chapter. The supervision of the duties of
an employee of an agency so assigned to a private sector organization may be
governed by an agreement between the agency and the organization.

(e) Small Business Concerns.—

(1) In general.--The head of each agency shall take such actions as may be nec-
essary to ensure that, of the assignments made under this chapter from such
agency to private sector organizations in each year, at least 20 percent are to
small business concerns.

(2) Definitions.--For purposes of this subsection—
(A) the term ‘small business concern’ means a business concern that satisfies
the definitions and standards specified by the Administrator of the Small Busi-

ness Administration under section 3(a)(2) of the Small Business Act (as from
time to time amended by the Administrator);

(B) the term “year’ refers to the 12-month period beginning on the date of the
enactment of this chapter, and each succeeding 12-month period in which any
assignments under this chapter may be made; and

(C) the assignments ‘made’ in a year are those commencing in such year.

(3) Reporting requirement.--An agency which fails to comply with paragraph
(1) in a year shall, within 90 days after the end of such year, submit a report to
the Committees on Government Reform and Small Business of the House of
Representatives and the Committees on Governmental Affairs and Small
Business of the Senate. The report shall include—

(A) the total number of assignments made under this chapter from such agency
to private sector organizations in the year;

(B) of that total number, the number (and percentage) made to small business
concerns; and

(C) the reasons for the agency's noncompliance with paragraph (1).

(4) Exclusion.--This subsection shall not apply to an agency in any year in which it
makes fewer than 5 assignments under this chapter to private sector organizations.

Sec. 3704. Assignment of employees from private sector organizations

(a) In General.--An employee of a private sector organization assigned to an
agency under this chapter is deemed, during the period of the assignment, to be
on detail to such agency.
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(b) Terms and Conditions.--An employee of a private sector organization
assigned to an agency under this chapter

(1) may continue to receive pay and benefits from the private sector organiza-
tion from which he is assigned;

(2) is deemed, notwithstanding subsection (a), to be an employee of the agency
for the purposes of—

(A) chapter 73;

(B) sections 201, 203, 205, 207, 208, 209, 603, 606, 607, 643, 654, 1905, and
1913 of title 18;

(C) sections 1343, 1344, and 1349(b) of title 31;

(D) the Federal Tort Claims Act and any other Federal tort liability statute;
(E) the Ethics in Government Act of 1978;

(F) section 1043 of the Internal Revenue Code of 1986; and

(G) section 27 of the Office of Federal Procurement Policy Act;

(3) may not have access to any trade secrets or to any other nonpublic informa-
tion which is of commercial value to the private sector organization from which
he is assigned; and

(4) is subject to such regulations as the President may prescribe. The supervi-
sion of an employee of a private sector organization assigned to an agency
under this chapter may be governed by agreement between the agency and the
private sector organization concerned. Such an assignment may be made with
or without reimbursement by the agency for the pay, or a part there-of, of the
employee during the period of assignment, or for any contribution of the private
sector organization to employee benefit systems.

(c) Coordination With Chapter 81.--An employee of a private sector organiza-
tion assigned to an agency under this chapter who suffers disability or dies as a
result of personal injury sustained while performing duties during the assign-
ment shall be treated, for the purpose of subchapter | of chapter 81, as an
employee as defined by section 8101 who had sustained the injury in the perfor-
mance of duty, except that, if the employee or the employee's dependents
receive from the private sector organization any payment under an insurance
policy for which the premium is wholly paid by the private sector organization,
or other benefit of any kind on account of the same injury or death, then, the
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amount of such payment or benefit shall be credited against any compensation
otherwise payable under subchapter | of chapter 81.

(d) Prohibition Against Charging Certain Costs to the Federal Government.--A
private sector organization may not charge the Federal Government, as direct or
indirect costs under a Federal contract, the costs of pay or benefits paid by the
organization to an employee assigned to an agency under this chapter for the
period of the assignment.

Sec. 3705. Application to Office of the Chief Technology Officer of the
District of Columbia

(a) In General.--The Chief Technology Officer of the District of Columbia may
arrange for the assignment of an employee of the Office of the Chief Technol-
ogy Officer to a private sector organization, or an employee of a private sector
organization to such Office, in the same manner as the head of an agency under
this chapter.

(b) Terms and Conditions.--An assignment made pursuant to subsection (a) shall
be subject to the same terms and conditions as an assignment made by the head of
an agency under this chapter, except that in applying such terms and conditions to
an assignment made pursuant to subsection (a), any reference in this chapter to a
provision of law or regulation of the United States shall be deemed to be a refer-
ence to the applicable provision of law or regulation of the District of Columbia,
including the applicable provisions of the District of Columbia Government Com-
prehensive Merit Personnel Act of 1978 (sec. 1-601.01 et seq., D.C. Official Code)
and section 601 of the District of Columbia Campaign Finance Reform and Con-
flict of Interest Act (sec. 1-1106.01, D.C. Official Code).

(c) Definition.--For purposes of this section, the term ‘Office of the Chief Tech-
nology Officer’ means the office established in the executive branch of the gov-
ernment of the District of Columbia under the Office of the Chief Technology
Officer Establishment Act of 1998 (sec. 1-1401 et seq., D.C. Official Code).

Sec. 3706. Reporting requirement

(a) In General.--The Office of Personnel Management shall, not later than April 30
and October 31 of each year, prepare and submit to the Committee on Government
Reform of the House of Representatives and the Committee on Governmental
Affairs of the Senate a semiannual report summarizing the operation of this
chapter during the immediately preceding 6-month period ending on March 31
and September 30, respectively.
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(b) Content.--Each report shall include, with respect to the 6-month period to
which such report relates—

(1) the total number of individuals assigned to, and the total number of indivi-
duals assigned from, each agency during such period;

(2) a brief description of each assignment included under paragraph
(1), including—
(A) the name of the assigned individual, as well as the private sector organiza-

tion and the agency (including the specific bureau or other agency component)
to or from which such individual was assigned;

(B) the respective positions to and from which the individual was assigned,
including the duties and responsibilities and the pay grade or level associated
with each; and

(C) the duration and objectives of the individual's assignment; and

(3) such other information as the Office considers appropriate.

(c) Publication.--A copy of each report submitted under subsection

(2)(1) Federal Register, publication shall be published in the Federal Register; and
(2) Public information shall be made publicly available on the Internet.

(d) Agency Cooperation.--On request of the Office, agencies shall furnish such
information and reports as the Office may require in order to carry out this section.

Sec. 3707. Regulations

The Director of the Office of Personnel Management shall prescribe regulations
for the administration of this chapter.

(2) Report.--Not later than 4 years after the date of the enactment of this Act, the
General Accounting Office shall prepare and submit to the Committee on Govern-
ment Reform of the House of Representatives and the Committee on Governmen-
tal Affairs of the Senate a report on the operation of chapter 37 of title 5, United
States Code (as added by this subsection). Such report shall include—

(A) an evaluation of the effectiveness of the program established by such chapter; and

(B) a recommendation as to whether such program should be continued (with or
without modification) or allowed to lapse.
(3) Clerical Amendment.--The analysis for part 111 of title 5, United States Code,
is amended by inserting after the item relating to chapter 35 the following:
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3. 41 U.S.C. Chapter 4 § 266a — Share in Savings Contracts
(a) Authority to enter into share-in-savings contracts

(1) The head of an executive agency may enter into a share-in-savings contract
for information technology (as defined in section 11101 (6) of title 40) in which
the Government awards a contract to improve mission-related or administrative
processes or to accelerate the achievement of its mission and share with the
contractor in savings achieved through contract performance.

(2)(A) Except as provided in subparagraph (B), a share-in-savings contract shall
be awarded for a period of not more than five years.

(B) A share-in-savings contract may be awarded for a period greater than five
years, but not more than 10 years, if the head of the agency determines in
writing prior to award of the contract that—

(i) the level of risk to be assumed and the investment to be undertaken by the
contractor is likely to inhibit the government from obtaining the needed infor-
mation technology competitively at a fair and reasonable price if the contract is
limited in duration to a period of five years or less; and

(ii) usage of the information technology to be acquired is likely to continue for a
period of time sufficient to generate reasonable benefit for the government.

(3) Contracts awarded pursuant to the authority of this section shall, to the maximum
extent practicable, be performance-based contracts that identify objective outcomes
and contain performance standards that will be used to measure achievement and
milestones that must be met before payment is made.

(4) Contracts awarded pursuant to the authority of this section shall include a
provision containing a quantifiable baseline that is to be the basis upon which a
savings share ratio is established that governs the amount of payment a contrac-
tor is to receive under the contract. Before commencement of performance of
such a contract, the senior procurement executive of the agency shall determine
in writing that the terms of the provision are quantifiable and will likely yield
value to the Government.

(5)(A) The head of the agency may retain savings realized through the use of a
share-in-savings contract under this section that are in excess of the total amount
of savings paid to the contractor under the contract, but may not retain any

portion of such savings that is attributable to a decrease in the number of civilian
employees of the Federal Government performing the function. Except as pro-
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vided in subparagraph (B), savings shall be credited to the appropriation or fund
against which charges were made to carry out the contract and shall be used for
information technology.

(B) Amounts retained by the agency under this subsection shall—
(i) without further appropriation, remain available until expended; and

(i) be applied first to fund any contingent liabilities associated with share-in-
savings procurements that are not fully funded.

(b) Cancellation and termination

(1) If funds are not made available for the continuation of a share-in-savings con-
tract entered into under this section in a subsequent fiscal year, the contract shall
be canceled or terminated. The costs of cancellation or termination may be paid
out of—

(A) appropriations available for the performance of the contract;

(B) appropriations available for acquisition of the information technology pro-
cured under the contract, and not otherwise obligated; or

(C) funds subsequently appropriated for payments of costs of cancellation or
termination, subject to the limitations in paragraph (3).

(2) The amount payable in the event of cancellation or termination of a share-
in-savings contract shall be negotiated with the contractor at the time the
contract is entered into.

(3)(A) Subject to subparagraph (B), the head of an executive agency may enter
into share-in-savings contracts under this section in any given fiscal year even if
funds are not made specifically available for the full costs of cancellation or ter-
mination of the contract if funds are available and sufficient to make payments
with respect to the first fiscal year of the contract and the following conditions are
met regarding the funding of cancellation and termination liability:

(i) The amount of unfunded contingent liability for the contract does not exceed
the lesser of—

(1) 25 percent of the estimated costs of a cancellation or termination; or
(11) $5,000,000.

(ii) Unfunded contingent liability in excess of $1,000,000 has been approved by
the Director of the Office of Management and Budget or the Director’s designee.
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(B) The aggregate number of share-in-savings contracts that may be entered into
under subparagraph (A) by all executive agencies to which this subchapter applies
in a fiscal year may not exceed 5 in each of fiscal years 2003, 2004, and 2005.

(c) Definitions

In this section:

(1) The term “contractor” means a private entity that enters into a contract with
an agency.

(2) The term “savings” means—

(A) monetary savings to an agency; or

(B) savings in time or other benefits realized by the agency, including enhanced
revenues (other than enhanced revenues from the collection of fees, taxes, debts,
claims, or other amounts owed the Federal Government).

(3) The term “share-in-savings contract™ means a contract under which—
(A) a contractor provides solutions for—

(i) improving the agency’s mission-related or administrative processes; or
(ii) accelerating the achievement of agency missions; and

(B) the head of the agency pays the contractor an amount equal to a portion of
the savings derived by the agency from—

(i) any improvements in mission-related or administrative processes that result
from implementation of the solution; or

(ii) acceleration of achievement of agency missions.

(d) Termination

No share-in-savings contracts may be entered into under this section after
September 30, 2005.

4. Pub. L. 107-347, Sec 202-215

SEC. 202. FEDERAL AGENCY RESPONSIBILITIES.

(a) In General.—The head of each agency shall be responsible for—

(1) complying with the requirements of this Act [see Tables for classification]
(including the amendments made by this Act), the related information resource
management policies and guidance established by the Director of the Office of
Management and Budget, and the related information technology standards
promulgated by the Secretary of Commerce;
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(2) ensuring that the information resource management policies and guidance
established under this Act by the Director, and the related information technol-
ogy standards promulgated by the Secretary of Commerce are communicated
promptly and effectively to all relevant officials within their agency; and

(3) supporting the efforts of the Director and the Administrator of the General
Services Administration to develop, maintain, and promote an integrated Inter-
net-based system of delivering Federal Government information and services to
the public under section 204.

(b) Performance Integration.—

(1) Agencies shall develop performance measures that demonstrate how elec-
tronic government enables progress toward agency objectives, strategic goals,
and statutory mandates.

(2) In measuring performance under this section, agencies shall rely on existing
data collections to the extent practicable.

(3) Areas of performance measurement that agencies should consider include—
(A) customer service;

(B) agency productivity; and

(C) adoption of innovative information technology, including the appropriate
use of commercial best practices.

(4) Agencies shall link their performance goals, as appropriate, to key groups,

including citizens, businesses, and other governments, and to internal Federal
Government operations.

(5) As appropriate, agencies shall work collectively in linking their performance
goals to groups identified under paragraph (4) and shall use information tech-
nology in delivering Government information and services to those groups.

(c) Avoiding Diminished Access.—When promulgating policies and imple-
menting programs regarding the provision of Government information and
services over the Internet, agency heads shall consider the impact on persons
without access to the Internet, and shall, to the extent practicable—

(1) ensure that the availability of Government information and services has not
been diminished for individuals who lack access to the Internet; and

(2) pursue alternate modes of delivery that make Government information and
services more accessible to individuals who do not own computers or lack
access to the Internet.
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(d) Accessibility to People With Disabilities.—All actions taken by Federal
departments and agencies under this Act [see Tables for classification] shall be in
compliance with section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d).

(e) Sponsored Activities—Agencies shall sponsor activities that use informa-
tion technology to engage the public in the development and implementation of
policies and programs.

(f) Chief Information Officers.—The Chief Information Officer of each of the
agencies designated under chapter 36 of title 44, United States Code (as added
by this Act) shall be responsible for—

(1) participating in the functions of the Chief Information Officers Council; and

(2) monitoring the implementation, within their respective agencies, of informa-
tion technology standards promulgated by the Secretary of Commerce, includ-
ing common standards for interconnectivity and interoperability, categorization
of Federal Government electronic information, and computer system efficiency
and security.

(9) E-Government Status Report.—

(1) In general.—Each agency shall compile and submit to the Director an
annual E-Government Status Report on—

(A) the status of the implementation by the agency of electronic
government initiatives;

(B) compliance by the agency with this Act [see Tables for classification]; and

(C) how electronic Government initiatives of the agency improve performance
in delivering programs to constituencies.

(2) Submission.—Each agency shall submit an annual report under this subsection—
(A) to the Director at such time and in such manner as the Director requires;

(B) consistent with related reporting requirements; and

(C) which addresses any section in this title relevant to that agency.

(h) Use of Technology.—Nothing in this Act [see Tables for classification]
supersedes the responsibility of an agency to use or manage information
technology to deliver Government information and services that fulfill the
statutory mission and programs of the agency.

(i) National Security Systems.—
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(1) Inapplicability.—Except as provided under paragraph (2), this title does not
apply to national security systems as defined in section 11103 of title 40, United
States Code.

(2) Applicability.—This section, section 203, and section 214 do apply to
national security systems to the extent practicable and consistent with law.

SEC. 203. COMPATIBILITY OF EXECUTIVE AGENCY METHODS FOR
USE AND ACCEPTANCE OF ELECTRONIC SIGNATURES.

(a) Purpose.—The purpose of this section is to achieve interoperable implemen-
tation of electronic signatures for appropriately secure electronic transactions
with Government.

(b) Electronic Signatures.—In order to fulfill the objectives of the Government
Paperwork Elimination Act (Public Law 105-277; 112 Stat. 2681749 through
2681-751) [44 U.S.C. 3504 note ], each Executive agency (as defined under
section 105 of title 5, United States Code) shall ensure that its methods for use
and acceptance of electronic signatures are compatible with the relevant poli-
cies and procedures issued by the Director.

(c) Authority for Electronic Signatures.—The Administrator of General Ser-
vices shall support the Director by establishing a framework to allow efficient
interoperability among Executive agencies when using electronic signatures,
including processing of digital signatures.

(d) Authorization of Appropriations.—There are authorized to be appropriated
to the General Services Administration, to ensure the development and opera-
tion of a Federal bridge certification authority for digital signature compatibil-
ity, and for other activities consistent with this section, $8,000,000 or such sums
as are necessary in fiscal year 2003, and such sums as are necessary for each
fiscal year thereafter.

SEC. 204. FEDERAL INTERNET PORTAL.
(a) In General.—

(1) Public access.—The Director shall work with the Administrator of the Gen-
eral Services Administration and other agencies to maintain and promote an
integrated Internet-based system of providing the public with access to Govern-
ment information and services.

(2) Criteria.—To the extent practicable, the integrated system shall be designed
and operated according to the following criteria:
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(A) The provision of Internet-based Government information and services
directed to key groups, including citizens, business, and other governments, and
integrated according to function or topic rather than separated according to the
boundaries of agency jurisdiction.

(B) An ongoing effort to ensure that Internet-based Government services
relevant to a given citizen activity are available from a single point.

(C) Access to Federal Government information and services consolidated, as
appropriate, with Internet-based information and services provided by State,
local, and tribal governments.

(D) Access to Federal Government information held by 1 or more agencies
shall be made available in a manner that protects privacy, consistent with law.
(b) Authorization of Appropriations.—There are authorized to be appropriated
to the General Services Administration $15,000,000 for the maintenance,
improvement, and promotion of the integrated Internet-based system for fiscal
year 2003, and such sums as are necessary for fiscal years 2004 through 2007.
SEC. 205. FEDERAL COURTS.

(a) Individual Court Websites.—The Chief Justice of the United States, the chief
judge of each circuit and district and of the Court of Federal Claims, and the chief
bankruptcy judge of each district shall cause to be established and maintained, for
the court of which the judge is chief justice or judge, a website that contains the
following information or links to websites with the following information:

(1) Location and contact information for the courthouse, including the telephone
numbers and contact names for the clerk’s office and justices’ or judges’ chambers.

(2) Local rules and standing or general orders of the court.
(3) Individual rules, if in existence, of each justice or judge in that court.
(4) Access to docket information for each case.

(5) Access to the substance of all written opinions issued by the court, regard-
less of whether such opinions are to be published in the official court reporter,
in a text searchable format.

(6) Access to documents filed with the courthouse in electronic form, to the
extent provided under subsection (c).

(7) Any other information (including forms in a format that can be downloaded)
that the court determines useful to the public.
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(b) Maintenance of Data Online.—

(1) Update of information.—The information and rules on each website shall be
updated regularly and kept reasonably current.

(2) Closed cases.—Electronic files and docket information for cases closed for
more than 1 year are not required to be made available online, except all written
opinions with a date of issuance after the effective date of this section [see Effective
Date note set out under section 3601 of this title] shall remain available online.

(c) Electronic Filings.—

“(1) In general.—Except as provided under paragraph (2) or in the rules pre-
scribed under paragraph (3), each court shall make any document that is filed
electronically publicly available online. A court may convert any document that is
filed in paper form to electronic form. To the extent such conversions are made,
all such electronic versions of the document shall be made available online.

(2) Exceptions.—Documents that are filed that are not otherwise available to the
public, such as documents filed under seal, shall not be made available online.

(3) Privacy and security concerns.—

(A)(i) The Supreme Court shall prescribe rules, in accordance with sections
2072 and 2075 of title 28, United States Code, to protect privacy and security
concerns relating to electronic filing of documents and the public availability
under this subsection of documents filed electronically or converted to
electronic form.

(ii) Such rules shall provide to the extent practicable for uniform treatment of
privacy and security issues throughout the Federal courts.

(i) Such rules shall take into consideration best practices in Federal and State
courts to protect private information or otherwise maintain necessary
information security.

(iv) Except as provided in clause (v), to the extent that such rules provide for
the redaction of certain categories of information in order to protect privacy and
security concerns, such rules shall provide that a party that wishes to file an
otherwise proper document containing such protected information may file an
unredacted document under seal, which shall be retained by the court as part of
the record, and which, at the discretion of the court and subject to any applica-
ble rules issued in accordance with chapter 131 of title 28, United States Code,
shall be either in lieu of, or in addition to, a redacted copy in the public file.
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(v) Such rules may require the use of appropriate redacted identifiers in lieu of
protected information described in clause (iv) in any pleading, motion, or other
paper filed with the court (except with respect to a paper that is an exhibit or
other evidentiary matter, or with respect to a reference list described in this sub-
clause), or in any written discovery response—

(1) by authorizing the filing under seal, and permitting the amendment as of
right under seal, of a reference list that—

(aa) identifies each item of unredacted protected information that the attorney
or, if there is no attorney, the party, certifies is relevant to the case; and

(bb) specifies an appropriate redacted identifier that uniquely corresponds to
each item of unredacted protected information listed; and

(1) by providing that all references in the case to the redacted identifiers in such

reference list shall be construed, without more, to refer to the corresponding
unredacted item of protected information.

(B)(i) Subject to clause (ii), the Judicial Conference of the United States may issue
interim rules, and interpretive statements relating to the application of such rules,
which conform to the requirements of this paragraph and which shall cease to have
effect upon the effective date of the rules required under subparagraph (A).

(ii) Pending issuance of the rules required under subparagraph (A), any rule or
order of any court, or of the Judicial Conference, providing for the redaction of
certain categories of information in order to protect privacy and security con-
cerns arising from electronic filing or electronic conversion shall comply with,
and be construed in conformity with, subparagraph (A)(iv).

(C) Not later than 1 year after the rules prescribed under subparagraph (A) take
effect, and every 2 years thereafter, the Judicial Conference shall submit to
Congress a report on the adequacy of those rules to protect privacy and security.

(d) Dockets With Links to Documents.—The Judicial Conference of the United

States shall explore the feasibility of technology to post online dockets with

links allowing all filings, decisions, and rulings in each case to be obtained

from the docket sheet of that case.

(e) Cost of Providing Electronic Docketing Information.—[Amended section

303(a) of Pub. L. 102-140, set out as a note under section 1913 of Title 28,

Judiciary and Judicial Procedure.]

(f) Time Requirements.—Not later than 2 years after the effective date of this title

[see Effective Date note set out under section 3601 of this title], the websites under
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subsection (a) shall be established, except that access to documents filed in elec-
tronic form shall be established not later than 4 years after that effective date.

(g) Deferral.—

(1) In general.—

(A) Election.—

(i) Notification.—The Chief Justice of the United States, a chief judge, or chief
bankruptcy judge may submit a notification to the Administrative Office of the
United States Courts to defer compliance with any requirement of this section
with respect to the Supreme Court, a court of appeals, district, or the bankruptcy
court of a district.

(ii) Contents.—A notification submitted under this subparagraph shall state—
(1) the reasons for the deferral; and

(1) the online methods, if any, or any alternative methods, such court or district
is using to provide greater public access to information.

(B) Exception.—To the extent that the Supreme Court, a court of appeals,
district, or bankruptcy court of a district maintains a website under subsection
(a), the Supreme Court or that court of appeals or district shall comply with
subsection (b)(1).

(2) Report.—Not later than 1 year after the effective date of this title [see
Effective Date note set out under section 3601 of this title], and every year
thereafter, the Judicial Conference of the United States shall submit a report to
the Committees on Governmental Affairs and the Judiciary of the Senate and
the Committees on Government Reform and the Judiciary of the House of
Representatives that—

(A) contains all notifications submitted to the Administrative Office of the
United States Courts under this subsection; and

(B) summarizes and evaluates all notifications.

SEC. 206. REGULATORY AGENCIES.

(a) Purposes.—The purposes of this section are to—

(1) improve performance in the development and issuance of agency regula-

tions by using information technology to increase access, accountability, and
transparency; and

(2) enhance public participation in Government by electronic means, consistent
with requirements under subchapter 11 of chapter 5 of title 5, United States Code,
(commonly referred to as the ‘ Administrative Procedures Act’).
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(b) Information Provided by Agencies Online.—To the extent practicable as
determined by the agency in consultation with the Director, each agency (as
defined under section 551 of title 5, United States Code) shall ensure that a
publicly accessible Federal Government website includes all information about
that agency required to be published in the Federal Register under paragraphs
(1) and (2) of section 552 (a) of title 5, United States Code.

(c) Submissions by Electronic Means.—To the extent practicable, agencies
shall accept submissions under section 553 (c) of title 5, United States Code, by
electronic means.

(d) Electronic Docketing.—

(1) In general.—To the extent practicable, as determined by the agency in con-
sultation with the Director, agencies shall ensure that a publicly accessible Fed-
eral Government website contains electronic dockets for rulemakings under
section 553 of title 5, United States Code.

(2) Information available.—Agency electronic dockets shall make publicly
available online to the extent practicable, as determined by the agency in con-
sultation with the Director—

(A) all submissions under section 553 (c) of title 5, United States Code; and

(B) other materials that by agency rule or practice are included in the rule-
making docket under section 553 (c) of title 5, United States Code, whether or
not submitted electronically.

(e) Time Limitation.—Agencies shall implement the requirements of this section
consistent with a timetable established by the Director and reported to Congress in
the first annual report under section 3606 of title 44 (as added by this Act).

SEC. 207. ACCESSIBILITY, USABILITY, AND PRESERVATION OF
GOVERNMENT INFORMATION.

(a) Purpose.—The purpose of this section is to improve the methods by which
Government information, including information on the Internet, is organized,
preserved, and made accessible to the public.

(b) Definitions.—In this section, the term—

(1) ‘Committee” means the Interagency Committee on Government Information
established under subsection (c); and

(2) “directory’ means a taxonomy of subjects linked to websites that—
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(A) organizes Government information on the Internet according to subject
matter; and
(B) may be created with the participation of human editors.
(c) Interagency Committee.—

(1) Establishment.—Not later than 180 days after the date of enactment of this
title [Dec. 17, 2002], the Director shall establish the Interagency Committee on
Government Information.

(2) Membership.—The Committee shall be chaired by the Director or the
designee of the Director and—

(A) shall include representatives from—

(i) the National Archives and Records Administration;

(i) the offices of the Chief Information Officers from Federal agencies; and
(iii) other relevant officers from the executive branch; and

(B) may include representatives from the Federal legislative and judicial branches.
(3) Functions.—The Committee shall—

(A) engage in public consultation to the maximum extent feasible, including
consultation with interested communities such as public advocacy organizations;

(B) conduct studies and submit recommendations, as provided under this
section, to the Director and Congress; and

(C) share effective practices for access to, dissemination of, and retention of
Federal information.

(4) Termination.—The Committee may be terminated on a date determined by
the Director, except the Committee may not terminate before the Committee
submits all recommendations required under this section.

(d) Categorizing of Information.—

(1) Committee functions.—Not later than 2 years after the date of enactment of
this Act [Dec. 17, 2002], the Committee shall submit recommendations to the
Director on—

(A) the adoption of standards, which are open to the maximum extent feasible,
to enable the organization and categorization of Government information—

(i) in a way that is searchable electronically, including by searchable identifiers; and

161



44 U.S.C. 36, and Related Titles

(i) in ways that are interoperable across agencies;

(B) the definition of categories of Government information which should be
classified under the standards; and

(C) determining priorities and developing schedules for the initial
implementation of the standards by agencies.

(2) Functions of the director.—Not later than 1 year after the submission of
recommendations under paragraph (1), the Director shall issue policies—

(A) requiring that agencies use standards, which are open to the maximum extent
feasible, to enable the organization and categorization of Government information—

(i) in a way that is searchable electronically, including by searchable identifiers;
(ii) in ways that are interoperable across agencies; and

(i) that are, as appropriate, consistent with the provisions under section 3602
(F)(8) of title 44, United States Code;

(B) defining categories of Government information which shall be required to
be classified under the standards; and

(C) determining priorities and developing schedules for the initial implementa-
tion of the standards by agencies.

(3) Maodification of policies.—After the submission of agency reports under
paragraph (4), the Director shall modify the policies, as needed, in consultation
with the Committee and interested parties.

(4) Agency functions.—Each agency shall report annually to the Director, in the
report established under section 202 (g), on compliance of that agency with the
policies issued under paragraph (2)(A).

(e) Public Access to Electronic Information.—

(1) Committee functions.—Not later than 2 years after the date of enactment of
this Act [Dec. 17, 2002], the Committee shall submit recommendations to the
Director and the Archivist of the United States on—

(A) the adoption by agencies of policies and procedures to ensure that chapters
21, 25, 27, 29, and 31 of title 44, United States Code, are applied effectively
and comprehensively to Government information on the Internet and to other
electronic records; and

(B) the imposition of timetables for the implementation of the policies and
procedures by agencies.
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(2) Functions of the archivist.—Not later than 1 year after the submission of
recommendations by the Committee under paragraph (1), the Archivist of the
United States shall issue policies—

(A) requiring the adoption by agencies of policies and procedures to ensure that
chapters 21, 25, 27, 29, and 31 of title 44, United States Code, are applied
effectively and comprehensively to Government information on the Internet and
to other electronic records; and

(B) imposing timetables for the implementation of the policies, procedures, and
technologies by agencies.

(3) Madification of policies.—After the submission of agency reports under
paragraph (4), the Archivist of the United States shall modify the policies, as
needed, in consultation with the Committee and interested parties.

(4) Agency functions.—Each agency shall report annually to the Director, in the
report established under section 202 (g), on compliance of that agency with the
policies issued under paragraph (2)(A).

(f) Agency Websites.—

(1) Standards for agency websites.—Not later than 2 years after the effective
date of this title [see Effective Date note set out under section 3601 of this title],
the Director shall promulgate guidance for agency websites that includes—

(A) requirements that websites include direct links to—
(i) descriptions of the mission and statutory authority of the agency;

(ii) information made available to the public under subsections (a)(1) and (b) of
section 552 of title 5, United States Code (commonly referred to as the ‘Free-
dom of Information Act’);

(iii) information about the organizational structure of the agency; and

(iv) the strategic plan of the agency developed under section 306 of title 5,
United States Code; and

(B) minimum agency goals to assist public users to navigate agency websites,
including—

(i) speed of retrieval of search results;
(i) the relevance of the results;
(iii) tools to aggregate and disaggregate data; and

163



44 U.S.C. 36, and Related Titles

(iv) security protocols to protect information.

(2) Agency requirements.—(A) Not later than 2 years after the date of enact-
ment of this Act [Dec. 17, 2002], each agency shall—

(i) consult with the Committee and solicit public comment;

(i) establish a process for determining which Government information the
agency intends to make available and accessible to the public on the Internet
and by other means;

(iii) develop priorities and schedules for making Government information avail-
able and accessible;

(iv) make such final determinations, priorities, and schedules available for pub-
lic comment;

(v) post such final determinations, priorities, and schedules on the Internet; and
(vi) submit such final determinations, priorities, and schedules to the Director,
in the report established under section 202 (g).

(B) Each agency shall update determinations, priorities, and schedules of the
agency, as needed, after consulting with the Committee and soliciting public
comment, if appropriate.

(3) Public domain directory of public federal government websites.—

(A) Establishment.—Not later than 2 years after the effective date of this title
[see Effective Date note set out under section 3601 of this title], the Director
and each agency shall—

(i) develop and establish a public domain directory of public Federal Govern-
ment websites; and

(ii) post the directory on the Internet with a link to the integrated Internet-based
system established under section 204.

(B) Development.—With the assistance of each agency, the Director shall—
(i) direct the development of the directory through a collaborative effort,
including input from—

(1) agency librarians; (I1) information technology managers; (I11) program
managers; (IV) records managers; (V) Federal depository librarians; and (V1)
other interested parties; and
(i) develop a public domain taxonomy of subjects used to review and categor-
ize public Federal Government websites.
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(C) Update.—With the assistance of each agency, the Administrator of the
Office of Electronic Government shall—

(i) update the directory as necessary, but not less than every 6 months; and

(ii) solicit interested persons for improvements to the directory.

(9) Access to Federally Funded Research and Development.—

(1) Development and maintenance of governmentwide repository and Website.—

(A) Repository and website.—The Director of the Office of Management and
Budget (or the Director’s delegate), in consultation with the Director of the
Office of Science and Technology Policy and other relevant agencies, shall
ensure the development and maintenance of—

(i) a repository that fully integrates, to the maximum extent feasible, informa-
tion about research and development funded by the Federal Government, and
the repository shall—

(1) include information about research and development funded by the Federal
Government, consistent with any relevant protections for the information under
section 552 of title 5, United States Code, and performed by—

(aa) institutions not a part of the Federal Government, including State, local,
and foreign governments; industrial firms; educational institutions; not-for-
profit organizations; federally funded research and development centers; and
private individuals; and

(bb) entities of the Federal Government, including research and development
laboratories, centers, and offices; and

(1) integrate information about each separate research and development task or
award, including—

(aa) the dates upon which the task or award is expected to start and end;

(bb) a brief summary describing the objective and the scientific and technical
focus of the task or award,;

(cc) the entity or institution performing the task or award and its contact information;

(dd) the total amount of Federal funds expected to be provided to the task or
award over its lifetime and the amount of funds expected to be provided in each
fiscal year in which the work of the task or award is ongoing;

(ee) any restrictions attached to the task or award that would prevent the sharing
with the general public of any or all of the information required by this
subsection, and the reasons for such restrictions; and
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(f) such other information as may be determined to be appropriate; and

(ii) 1 or more websites upon which all or part of the repository of Federal
research and development shall be made available to and searchable by Federal
agencies and non-Federal entities, including the general public, to facilitate—

(1) the coordination of Federal research and development activities;
(I1) collaboration among those conducting Federal research and development;

(111) the transfer of technology among Federal agencies and between Federal
agencies and non-Federal entities; and

(IV) access by policymakers and the public to information concerning Federal
research and development activities.

(B) Oversight.—The Director of the Office of Management and Budget shall
issue any guidance determined necessary to ensure that agencies provide all
information requested under this subsection.

(2) Agency functions.—Any agency that funds Federal research and develop-
ment under this subsection shall provide the information required to populate
the repository in the manner prescribed by the Director of the Office of Man-
agement and Budget.

(3) Committee functions.—Not later than 18 months after the date of enactment
of this Act [Dec. 17, 2002], working with the Director of the Office of Science
and Technology Policy, and after consultation with interested parties, the Com-
mittee shall submit recommendations to the Director on—

(A) policies to improve agency reporting of information for the repository
established under this subsection; and

(B) policies to improve dissemination of the results of research performed by
Federal agencies and federally funded research and development centers.

(4) Functions of the director.—After submission of recommendations by the
Committee under paragraph (3), the Director shall report on the recommenda-
tions of the Committee and Director to Congress, in the E-Government report
under section 3606 of title 44 (as added by this Act).

(5) Authorization of appropriations.—There are authorized to be appropriated
for the development, maintenance, and operation of the Governmentwide
repository and website under this subsection—

(A) $2,000,000 in each of the fiscal years 2003 through 2005; and
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(B) such sums as are necessary in each of the fiscal years 2006 and 2007.
SEC. 208. PRIVACY PROVISIONS.

(a) Purpose.—The purpose of this section is to ensure sufficient protections for
the privacy of personal information as agencies implement citizen-centered
electronic Government.

(b) Privacy Impact Assessments.—

(1) Responsibilities of agencies.—

(A) In general.—An agency shall take actions described under subparagraph
(B) before—

(i) developing or procuring information technology that collects, maintains, or
disseminates information that is in an identifiable form; or

(i) initiating a new collection of information that—

(1) will be collected, maintained, or disseminated using information technology; and

(1) includes any information in an identifiable form permitting the physi-cal or
online contacting of a specific individual, if identical questions have been posed
to, or identical reporting requirements imposed on, 10 or more persons, other
than agencies, instrumentalities, or employees of the Federal Government.

(B) Agency activities.—To the extent required under subparagraph (A), each
agency shall—

(i) conduct a privacy impact assessment;

(ii) ensure the review of the privacy impact assessment by the Chief Informa-
tion Officer, or equivalent official, as determined by the head of the agency; and

(iii) if practicable, after completion of the review under clause (ii), make the
privacy impact assessment publicly available through the website of the agency,
publication in the Federal Register, or other means.

(C) Sensitive information.—Subparagraph (B)(iii) may be modified or waived
for security reasons, or to protect classified, sensitive, or private information
contained in an assessment.

(D) Copy to director—Agencies shall provide the Director with a copy of the
privacy impact assessment for each system for which funding is requested.

(2) Contents of a privacy impact assessment.—

(A) In general.—The Director shall issue guidance to agencies specifying the
required contents of a privacy impact assessment.
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(B) Guidance.—The guidance shall—

(i) ensure that a privacy impact assessment is commensurate with the size of the
information system being assessed, the sensitivity of information that is in an
identifiable form in that system, and the risk of harm from unauthorized release
of that information; and

(ii) require that a privacy impact assessment address—
(1) what information is to be collected;

(1) why the information is being collected;

(111) the intended use of the agency of the information;
(V) with whom the information will be shared;

(V) what notice or opportunities for consent would be provided to individuals
regarding what information is collected and how that information is shared;

(V1) how the information will be secured; and

(V1) whether a system of records is being created under section 552a of title 5,
United States Code, (commonly referred to as the ‘Privacy Act’).

(3) Responsibilities of the director.—The Director shall—

(A) develop policies and guidelines for agencies on the conduct of privacy
impact assessments;

(B) oversee the implementation of the privacy impact assessment process
throughout the Government; and

(C) require agencies to conduct privacy impact assessments of existing infor-
mation systems or ongoing collections of information that is in an identifiable
form as the Director determines appropriate.

(c) Privacy Protections on Agency Websites.—
(1) Privacy policies on websites.—

(A) Guidelines for notices.—The Director shall develop guidance for privacy
notices on agency websites used by the public.

(B) Contents.—The guidance shall require that a privacy notice address, consis-
tent with section 552a of title 5, United States Code—

(i) what information is to be collected,
(ii) why the information is being collected;
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(iii) the intended use of the agency of the information;
(iv) with whom the information will be shared;

(v) what notice or opportunities for consent would be provided to individuals
regarding what information is collected and how that information is shared;

(vi) how the information will be secured; and

(vii) the rights of the individual under section 552a of title 5, United States
Code (commonly referred to as the ‘Privacy Act’), and other laws relevant to
the protection of the privacy of an individual.

(2) Privacy policies in machine-readable formats.—The Director shall issue
guidance requiring agencies to translate privacy policies into a standardized
machine-readable format.

(d) Definition.—In this section, the term ‘identifiable form” means any repre-
sentation of information that permits the identity of an individual to whom the
information applies to be reasonably inferred by either direct or indirect means.

SEC. 209. FEDERAL INFORMATION TECHNOLOGY WORKFORCE
DEVELOPMENT.

(a) Purpose.—The purpose of this section is to improve the skills of the Federal
workforce in using information technology to deliver Government information
and services.

(b) Workforce Development.—

(1) In general.—In consultation with the Director of the Office of Management
and Budget, the Chief Information Officers Council, and the Administrator of
General Services, the Director of the Office of Personnel Management shall—

(A) analyze, on an ongoing basis, the personnel needs of the Federal Govern-
ment related to information technology and information resource management;

(B) identify where current information technology and information resource manage-
ment training do not satisfy the personnel needs described in subparagraph (A);

(C) oversee the development of curricula, training methods, and training priori-
ties that correspond to the projected personnel needs of the Federal Government
related to information technology and information resource management; and
(D) assess the training of Federal employees in information technology disci-
plines in order to ensure that the information resource management needs of the
Federal Government are addressed.
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(2) Information technology training programs.—The head of each Executive
agency, after consultation with the Director of the Office of Personnel Manage-
ment, the Chief Information Officers Council, and the Administrator of General
Services, shall establish and operate information technology training programs
consistent with the requirements of this subsection. Such programs shall—

(A) have curricula covering a broad range of information technology disciplines
corresponding to the specific information technology and information resource
management needs of the agency involved;

(B) be developed and applied according to rigorous standards; and

(C) be designed to maximize efficiency, through the use of self-paced courses,
online courses, on-the-job training, and the use of remote instructors, wherever
such features can be applied without reducing the effectiveness of the training

or negatively impacting academic standards.

(3) Governmentwide policies and evaluation.—The Director of the Office of
Personnel Management, in coordination with the Director of the Office of Man-
agement and Budget, shall issue policies to promote the development of perfor-
mance standards for training and uniform implementation of this subsection by
Executive agencies, with due regard for differences in program requirements
among agencies that may be appropriate and warranted in view of the agency
mission. The Director of the Office of Personnel Management shall evaluate the
implementation of the provisions of this subsection by Executive agencies.

(4) Chief information officer authorities and responsibilities.—Subject to the
authority, direction, and control of the head of an Executive agency, the chief
information officer of such agency shall carry out all powers, functions, and
duties of the head of the agency with respect to implementation of this subsec-
tion. The chief information officer shall ensure that the policies of the agency
head established in accordance with this subsection are implemented throughout
the agency.

(5) Information technology training reporting.—The Director of the Office of
Management and Budget shall ensure that the heads of Executive agencies col-
lect and maintain standardized information on the information technology and
information resources management workforce related to the implementation of
this subsection.

(6) Authority to detail employees to non-Federal employers.—In carrying out
the preceding provisions of this subsection, the Director of the Office of Person-
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nel Management may provide for a program under which a Federal employee
may be detailed to a non-Federal employer. The Director of the Office of Per-
sonnel Management shall prescribe regulations for such program, including the
conditions for service and duties as the Director considers necessary.

(7) Coordination provision.—An assignment described in section 3703 of title
5, United States Code, may not be made unless a program under paragraph (6)
is established, and the assignment is made in accordance with the requirements
of such program.

(8) Employee participation.—Subject to information resource management needs
and the limitations imposed by resource needs in other occupational areas, and
consistent with their overall workforce development strategies, agencies shall
encourage employees to participate in occupational information technology training.

(9) Authorization of Appropriations.—There are authorized to be appropriated
to the Office of Personnel Management for the implementation of this subsec-
tion, $15,000,000 in fiscal year 2003, and such sums as are necessary for each
fiscal year thereafter.

(10) Executive agency defined.—For purposes of this subsection, the term
‘Executive agency’ has the meaning given the term ‘agency’ under section 3701
of title 5, United States Code (as added by subsection (c)).

(c) Information Technology Exchange Program.—

(1) In general.—[Enacted chapter 37 of Title 5, Government Organization
and Employees.]

(2) Report.—Not later than 4 years after the date of the enactment of this Act
[Dec. 17, 2002], the Government Accountability Office shall prepare and sub-
mit to the Committee on Government Reform of the House of Representatives
and the Committee on Governmental Affairs [now Committee on Homeland
Security and Governmental Affairs] of the Senate a report on the operation of
chapter 37 of title 5, United States Code (as added by this subsection). Such
report shall include—

(A) an evaluation of the effectiveness of the program established by such
chapter; and

(B) a recommendation as to whether such program should be continued (with or
without modification) or allowed to lapse.

(3) Clerical Amendment.—[Amended analysis for part I11 of Title 5.]
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(d) Ethics Provisions.—

(1) One-year restriction on certain communications.—[Amended section 207 of
Title 18, Crimes and Criminal Procedure.]

(2) Disclosure of confidential information.—[Amended section 1905 of Title 18.]
(3) Contract advice.—[Amended section 207 of Title 18.]

(4) Restriction on disclosure of procurement information.—[Amended section
423 of Title 41, Public Contracts.]

(e) Report on Existing Exchange Programs.—

(1) Exchange program defined.—For purposes of this subsection, the term
‘exchange program’ means an executive exchange program, the program under

subchapter V1 of chapter 33 of title 5, United States Code, and any other pro-
gram which allows for—

(A) the assignment of employees of the Federal Government to non-
Federal employers;

(B) the assignment of employees of non-Federal employers to the Federal
Government; or

(C) both.

(2) Reporting requirement.—Not later than 1 year after the date of the
enactment of this Act [Dec. 17, 2002], the Office of Personnel Management
shall prepare and submit to the Committee on Government Reform of the
House of Representatives and the Committee on Governmental Affairs [now
Committee on Homeland Security and Governmental Affairs] of the Senate a
report identifying all existing exchange programs.

(3) Specific information.—The report shall, for each such program, include—

(A) a brief description of the program, including its size, eligibility
requirements, and terms or conditions for participation;

(B) specific citation to the law or other authority under which the program
is established;

(C) the names of persons to contact for more information, and how they may be
reached; and

(D) any other information which the Office considers appropriate.
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(f) Report on the Establishment of a Governmentwide Information Technology
Training Program.—

(1) In general.—Not later January 1, 2003, the Office of Personnel Manage-
ment, in consultation with the Chief Information Officers Council and the
Administrator of General Services, shall review and submit to the Committee
on Government Reform of the House of Representatives and the Committee on
Governmental Affairs [now Committee on Homeland Security and Govern-
mental Affairs] of the Senate a written report on the following:

(A) The adequacy of any existing information technology training programs
available to Federal employees on a Governmentwide basis.

(B)(i) If one or more such programs already exist, recommendations as to how
they might be improved.

(ii) If no such program yet exists, recommendations as to how such a program
might be designed and established.

(C) With respect to any recommendations under subparagraph (B), how the
program under chapter 37 of title 5, United States Code, might be used to help
carry them out.

(2) Cost estimate.—The report shall, for any recommended program (or
improvements) under paragraph (1)(B), include the estimated costs associated
with the implementation and operation of such program as so established (or
estimated difference in costs of any such program as so improved).

(9) Technical and Conforming Amendments.—

(1) Amendments to title 5, united states code.—[Amended sections 3111, 4108,
and 7353 of Title 5.]

(2) Amendment to title 18, united states code.—[Amended section 209 of Title 18.]
(3) Other amendments.—[Amended section 125(c)(1) of Pub. L. 100-238, set
out as a note under section 8432 of Title 5.]

SEC. 210. SHARE-IN-SAVINGS INITIATIVES.

(a) Defense Contracts.—[Enacted section 2332 of Title 10, Armed Forces.]
(b) Other Contracts.—[Enacted section 266a of Title 41.]

(c) Development of Incentives.—The Director of the Office of Management
and Budget shall, in consultation with the Committee on Governmental Affairs
[now Committee on Homeland Security and Governmental Affairs] of the Sen-
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ate, the Committee on Government Reform of the House of Representatives,
and executive agencies, develop techniques to permit an executive agency to
retain a portion of the savings (after payment of the contractor’s share of the
savings) derived from share-in-savings contracts as funds are appropriated to
the agency in future fiscal years.

(d) Regulations.—Not later than 270 days after the date of the enactment of this
Act [Dec. 17, 2002], the Federal Acquisition Regulation shall be revised to
implement the provisions enacted by this section. Such revisions shall—

(1) provide for the use of competitive procedures in the selection and award of
share-in-savings contracts to—

(A) ensure the contractor’s share of savings reflects the risk involved and
market conditions; and

(B) otherwise yield greatest value to the government; and

(2) allow appropriate regulatory flexibility to facilitate the use of share-in-
savings contracts by executive agencies, including the use of innovative
provisions for technology refreshment and nonstandard Federal Acquisition
Regulation contract clauses.

(e) Additional Guidance.—The Administrator of General Services shall—

(1) identify potential opportunities for the use of share-in-savings contracts; and

(2) in consultation with the Director of the Office of Management and Budget,
provide guidance to executive agencies for determining mutually beneficial
savings share ratios and baselines from which savings may be measured.

(f) OMB Report to Congress.—In consultation with executive agencies, the
Director of the Office of Management and Budget shall, not later than 2 years
after the date of the enactment of this Act [Dec. 17, 2002], submit to Congress a
report containing—

(1) a description of the number of share-in-savings contracts entered into by
each executive agency under by [sic] this section and the amendments made by
this section, and, for each contract identified—

(A) the information technology acquired;
(B) the total amount of payments made to the contractor; and
(C) the total amount of savings or other measurable benefits realized;

(2) a description of the ability of agencies to determine the baseline costs of a
project against which savings can be measured; and
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(3) any recommendations, as the Director deems appropriate, regarding
additional changes in law that may be necessary to ensure effective use of
share-in-savings contracts by executive agencies.

(9) GAO Report to Congress.—The Comptroller General shall, not later than 6
months after the report required under subsection (f) is submitted to Congress,
conduct a review of that report and submit to Congress a report containing—

(1) the results of the review;

(2) an independent assessment by the Comptroller General of the effectiveness
of the use of share-in-savings contracts in improving the mission-related and
administrative processes of the executive agencies and the achievement of
agency missions; and

(3) a recommendation on whether the authority to enter into share-in-savings
contracts should be continued.

(h) Repeal of Share-in-Savings Pilot Program.—

(1) Repeal.—[Repealed section 11521 of Title 40, Public Buildings, Property,
and Works.]

(2) Conforming amendments to pilot program authority.—[Amended sections
11501 to 11505 of Title 40.]

(3) Additional conforming amendments.—[Redesignated 11522 of Title 40 as
11521 and amended headings and analysis.]

(i) Definitions.—In this section, the terms ‘contractor’, ‘savings’, and ‘share-in-
savings contract” have the meanings given those terms in section 317 of the
Federal Property and Administrative Services Act of 1949 [41 U.S.C. 2663a] (as
added by subsection (b)).

SEC. 211. AUTHORIZATION FOR ACQUISITION OF INFORMATION
TECHNOLOGY BY STATE AND LOCAL GOVERNMENTS THROUGH
FEDERAL SUPPLY SCHEDULES.

(a) Authority To Use Certain Supply Schedules—[Amended section 502 of Title 40.]

(b) Procedures.—Not later than 30 days after the date of the enactment of this
Act [Dec. 17, 2002], the Administrator of General Services shall establish
procedures to implement section 501 (c) of title 40, United States Code (as
added by subsection (a)).

(c) Report.—Not later than December 31, 2004, the Administrator shall submit
to the Committee on Government Reform of the House of Representatives and
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the Committee on Governmental Affairs [now Committee on Homeland Secu-
rity and Governmental Affairs] of the Senate a report on the implementation
and effects of the amendment made by subsection (a).

SEC. 212. INTEGRATED REPORTING STUDY AND PILOT PROJECTS.
(a) Purposes.—The purposes of this section are to—
(1) enhance the interoperability of Federal information systems;

(2) assist the public, including the regulated community, in electronically submit-
ting information to agencies under Federal requirements, by reducing the burden
of duplicate collection and ensuring the accuracy of submitted information; and

(3) enable any person to integrate and obtain similar information held by 1 or
more agencies under 1 or more Federal requirements without violating the pri-
vacy rights of an individual.

(b) Definitions.—In this section, the term—

(1) ‘agency’ means an Executive agency as defined under section 105 of title 5,
United States Code; and

(2) ‘person’ means any individual, trust, firm, joint stock company, corporation
(including a government corporation), partnership, association, State, munici-
pality, commission, political subdivision of a State, interstate body, or agency
or component of the Federal Government.

(c) Report.—

(1) In general.—Not later than 3 years after the date of enactment of this Act
[Dec. 17, 2002], the Director shall oversee a study, in consultation with agencies,
the regulated community, public interest organizations, and the public, and sub-
mit a report to the Committee on Governmental Affairs [now Committee on
Homeland Security and Governmental Affairs] of the Senate and the Commit-
tee on Government Reform of the House of Representatives on progress toward
integrating Federal information systems across agencies.

(2) Contents.—The report under this section shall—

(A) address the integration of data elements used in the electronic collection of infor-
mation within databases established under Federal statute without reducing the qual-
ity, accessibility, scope, or utility of the information contained in each database;

(B) address the feasibility of developing, or enabling the development of, soft-
ware, including Internet-based tools, for use by reporting persons in assembling,
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documenting, and validating the accuracy of information electronically submitted
to agencies under nonvoluntary, statutory, and regulatory requirements;

(C) address the feasibility of developing a distributed information system
involving, on a voluntary basis, at least 2 agencies, that—

(i) provides consistent, dependable, and timely public access to the information
holdings of 1 or more agencies, or some portion of such holdings, without
requiring public users to know which agency holds the information; and

(ii) allows the integration of public information held by the participating agencies;

(D) address the feasibility of incorporating other elements related to the pur-
poses of this section at the discretion of the Director; and

(E) make any recommendations that the Director deems appropriate on the use
of integrated reporting and information systems, to reduce the burden on
reporting and strengthen public access to databases within and across agencies.

(d) Pilot Projects To Encourage Integrated Collection and Management of Data
and Interoperability of Federal Information Systems.—

(1) In general.—In order to provide input to the study under subsection (c), the
Director shall designate, in consultation with agencies, a series of no more than
5 pilot projects that integrate data elements. The Director shall consult with
agencies, the regulated community, public interest organizations, and the public
on the implementation of the pilot projects.

(2) Goals of pilot projects.—

(A) In general.—Each goal described under subparagraph (B) shall be addressed
by at least 1 pilot project each.

(B) Goals.—The goals under this paragraph are to—

(i) reduce information collection burdens by eliminating duplicative data
elements within 2 or more reporting requirements;

(ii) create interoperability between or among public databases managed by 2 or
more agencies using technologies and techniques that facilitate public access; and

(iii) develop, or enable the development of, software to reduce errors in
electronically submitted information.

(3) Input.—Each pilot project shall seek input from users on the utility of the
pilot project and areas for improvement. To the extent practicable, the Director
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shall consult with relevant agencies and State, tribal, and local governments in
carrying out the report and pilot projects under this section.

(e) Protections.—The activities authorized under this section shall afford
protections for—

(1) confidential business information consistent with section 552 (b)(4) of title
5, United States Code, and other relevant law;

(2) personal privacy information under sections 552 (b)(6) and (7)(C) and 552a
of title 5, United States Code, and other relevant law;

(3) other information consistent with section 552 (b)(3) of title 5, United States
Code, and other relevant law; and

(4) confidential statistical information collected under a confidentiality pledge,
solely for statistical purposes, consistent with the Office of Management and
Budget’s Federal Statistical Confidentiality Order, and other relevant law.

SEC. 213. COMMUNITY TECHNOLOGY CENTERS.
(a) Purposes.—The purposes of this section are to—

(1) study and enhance the effectiveness of community technology centers,
public libraries, and other institutions that provide computer and Internet access
to the public; and

(2) promote awareness of the availability of on-line government information
and services, to users of community technology centers, public libraries, and
other public facilities that provide access to computer technology and Internet
access to the public.

(b) Study and Report.—Not later than 2 years after the effective date of this title
[see Effective Date note set out under section 3601 of this title], the
Administrator shall—

(1) ensure that a study is conducted to evaluate the best practices of community
technology centers that have received Federal funds; and

(2) submit a report on the study to—

(A) the Committee on Governmental Affairs [now Committee on Homeland
Security and Governmental Affairs] of the Senate;

(B) the Committee on Health, Education, Labor, and Pensions of the Senate;
(C) the Committee on Government Reform of the House of Representatives; and
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(D) the Committee on Education and the Workforce of the House of Representatives.
(c) Contents.—The report under subsection (b) may consider—

(1) an evaluation of the best practices being used by successful community
technology centers;

(2) a strategy for—

(A) continuing the evaluation of best practices used by community technology
centers; and

(B) establishing a network to share information and resources as community
technology centers evolve;

(3) the identification of methods to expand the use of best practices to assist
community technology centers, public libraries, and other institutions that pro-
vide computer and Internet access to the public;

(4) a database of all community technology centers that have received Federal
funds, including—

(A) each center’s name, location, services provided, director, other points of
contact, number of individuals served; and

(B) other relevant information;

(5) an analysis of whether community technology centers have been deployed
effectively in urban and rural areas throughout the Nation; and

(6) recommendations of how to—
(A) enhance the development of community technology centers; and
(B) establish a network to share information and resources.

(d) Cooperation.—All agencies that fund community technology centers shall
provide to the Administrator any information and assistance necessary for the
completion of the study and the report under this section.

(e) Assistance.—

(1) In general.—The Administrator, in consultation with the Secretary of
Education, shall work with other relevant Federal agencies, and other interested
persons in the private and nonprofit sectors to—

(A) assist in the implementation of recommendations; and

(B) identify other ways to assist community technology centers, public libraries,
and other institutions that provide computer and Internet access to the public.
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(2) Types of assistance.—Assistance under this subsection may include—

(A) contribution of funds;

(B) donations of equipment, and training in the use and maintenance of the
equipment; and

(C) the provision of basic instruction or training material in computer skills and
Internet usage.

(f) Online Tutorial—

(1) In general.—The Administrator, in consultation with the Secretary of Edu-
cation, the Director of the Institute of Museum and Library Services, other
relevant agencies, and the public, shall develop an online tutorial that—

(A) explains how to access Government information and services on the
Internet; and

(B) provides a guide to available online resources.

(2) Distribution.—The Administrator, with assistance from the Secretary of Edu-
cation, shall distribute information on the tutorial to community technology cen-
ters, public libraries, and other institutions that afford Internet access to the public.
(g) Promotion of Community Technology Centers.—The Administrator, with assis-
tance from the Department of Education and in consultation with other agencies
and organizations, shall promote the availability of community technology centers
to raise awareness within each community where such a center is located.

(h) Authorization of Appropriations.—There are authorized to be appropriated
for the study of best practices at community technology centers, for the devel-
opment and dissemination of the online tutorial, and for the promotion of com-
munity technology centers under this section—

(1) $2,000,000 in fiscal year 2003;

(2) $2,000,000 in fiscal year 2004; and

(3) such sums as are necessary in fiscal years 2005 through 2007.

SEC. 214. ENHANCING CRISIS MANAGEMENT THROUGH ADVANCED
INFORMATION TECHNOLOGY.
(a) Purpose.—The purpose of this section is to improve how information
technology is used in coordinating and facilitating information on disaster
preparedness, response, and recovery, while ensuring the availability of such
information across multiple access channels.
(b) In General.—
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(1) Study on enhancement of crisis response.—Not later than 90 days after the
date of enactment of this Act [Dec. 17, 2002], the Administrator, in consultation
with the Federal Emergency Management Agency, shall ensure that a study is
conducted on using information technology to enhance crisis preparedness,
response, and consequence management of natural and manmade disasters.

(2) Contents.—The study under this subsection shall address—

(A) a research and implementation strategy for effective use of information
technology in crisis response and consequence management, including the more
effective use of technologies, management of information technology research
initiatives, and incorporation of research advances into the information and
communications systems of—

(i) the Federal Emergency Management Agency; and

(ii) other Federal, State, and local agencies responsible for crisis preparedness,
response, and consequence management; and

(B) opportunities for research and development on enhanced technologies into
areas of potential improvement as determined during the course of the study.

(3) Report.—Not later than 2 years after the date on which a contract is entered
into under paragraph (1), the Administrator shall submit a report on the study,
including findings and recommendations to—

(A) the Committee on Governmental Affairs [now Committee on Homeland
Security and Governmental Affairs] of the Senate; and

(B) the Committee on Government Reform of the House of Representatives.

(4) Interagency cooperation.—Other Federal departments and agencies with
responsibility for disaster relief and emergency assistance shall fully cooperate
with the Administrator in carrying out this section.

(5) Authorization of appropriations.—There are authorized to be appropriated for
research under this subsection, such sums as are necessary for fiscal year 2003.

(c) Pilot Projects.—Based on the results of the research conducted under sub-
section (b), the Administrator, in consultation with the Federal Emergency
Management Agency, shall initiate pilot projects or report to Congress on other
activities that further the goal of maximizing the utility of information technol-
ogy in disaster management. The Administrator shall cooperate with other rel-
evant agencies, and, if appropriate, State, local, and tribal governments, in
initiating such pilot projects.
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SEC. 215. DISPARITIES IN ACCESS TO THE INTERNET.
(a) Study and Report.—

(1) Study.—Not later than 90 days after the date of enactment of this Act [Dec.
17, 2002], the Administrator of General Services shall request that the National
Academy of Sciences, acting through the National Research Council, enter into
a contract to conduct a study on disparities in Internet access for online
Government services.

(2) Report.—Not later than 2 years after the date of enactment of this Act, the
Administrator of General Services shall submit to the Committee on Governmen-
tal Affairs [now Committee on Homeland Security and Governmental Affairs] of
the Senate and the Committee on Government Reform of the House of Represen-
tatives a final report of the study under this section, which shall set forth the find-
ings, conclusions, and recommendations of the National Research Council.

(b) Contents.—The report under subsection (a) shall include a study of—

(1) how disparities in Internet access influence the effectiveness of online
Government services, including a review of—

(A) the nature of disparities in Internet access;
(B) the affordability of Internet service;
(C) the incidence of disparities among different groups within the population; and

(D) changes in the nature of personal and public Internet access that may
alleviate or aggravate effective access to online Government services;

(2) how the increase in online Government services is influencing the dispari-
ties in Internet access and how technology development or diffusion trends may
offset such adverse influences; and

(3) related societal effects arising from the interplay of disparities in Internet
access and the increase in online Government services.

(c) Recommendations.—The report shall include recommendations on actions
to ensure that online Government initiatives shall not have the unintended result
of increasing any deficiency in public access to Government services.

(d) Authorization of Appropriations.—There are authorized to be appropriated
$950,000 in fiscal year 2003 to carry out this section.

5. Pub. L. 101-508 title IV, § 4711(f)

Waiver of Paperwork Reduction Act
182




44 U.S.C. 36, and Related Titles

Pub. L. 101-508, title IV, § 4711(f), Nov. 5, 1990, 104 Stat. 1388-187, pro-
vided that: “Chapter 35 of title 44, United States Code, and Executive Order
12291 [formerly set out as a note under section 601 of Title 5, Government
Organization and Employees] shall not apply to information and regulations
required for purposes of carrying out this Act [see Tables for classification] and
implementing the amendments made by this Act.”

6. 44 U.S.C. Chapter 35 83501 Notes
Source

(Added Pub. L. 104-13, § 2, May 22, 1995, 109 Stat. 163; amended Pub. L.
106-398, § 1 [[div. A], title X, § 1064(b)], Oct. 30, 2000, 114 Stat. 1654,
1654A-275; Pub. L. 107-217, § 3(1)(3), Aug. 21, 2002, 116 Stat. 1301.)
References in Text

Section 11332 of title 40, referred to in par. (8)(B), was repealed by Pub. L.
107-296, title X, § 1005(a)(1), Nov. 25, 2002, 116 Stat. 2272, and Pub. L. 107—
347, title 111, 8 305(a), Dec. 17, 2002, 116 Stat. 2960.

Prior Provisions

A prior section 3501, added Pub. L. 96-511, § 2(a), Dec. 11, 1980, 94 Stat.
2812; amended Pub. L. 99-500, § 101(m) [title VIII, § 811], Oct. 18, 1986, 100
Stat. 1783-308, 1783-335, and Pub. L. 99-591, § 101(m) [title VIII, § 811],
Oct. 30, 1986, 100 Stat. 3341-308, 3341-335, related to purposes of this
chapter prior to the general amendment of this chapter by Pub. L. 104-13.
Another prior section 3501, Pub. L. 90-620, Oct. 22, 1968, 82 Stat. 1302,
related to information for Federal agencies, prior to the general amendment of
this chapter by Pub. L. 96-511.

Amendments

2002—FPar. (8)(B). Pub. L. 107-217 substituted “section 11332 of title 40” for
“the Computer Security Act of 1987 (Public Law 100-235)”.

2000—Pub. L. 106-398 substituted “subchapter” for “chapter” in introductory
provisions and in par. (11).
Effective Date of 2000 Amendment

Amendment by Pub. L. 106-398 effective 30 days after Oct. 30, 2000, see
section 1 [[div. A], title X, § 1065] of Pub. L. 106-398, set out as an Effective
Date note under section 3531 of this title.
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44 U.S.C. 36, and Related Titles

Effective Date
Section 4 of Pub. L. 104-13 provided that:

“(a) In General.—Except as otherwise provided in this section, this Act
[enacting this chapter, amending section 91 of Title 13, Census, and enacting
provisions set out as a note under section 101 of this title] and the amendments
made by this Act shall take effect on October 1, 1995.

“(b) Authorization of Appropriations.—Section 3520 [now 3521] of title 44,
United States Code, as amended by this Act, shall take effect on the date of
enactment of this Act [May 22, 1995].

“(c) Delayed Application.—In the case of a collection of information for which
there is in effect on September 30, 1995, a control number issued by the Office
of Management and Budget under chapter 35 of title 44, United States Code—

“(1) the amendments made by this Act [enacting this chapter and amending
section 91 of Title 13] shall apply to the collection of information beginning on
the earlier of—

“(A) the first renewal or modification of that collection of information after
September 30, 1995; or

“(B) the expiration of its control number after September 30, 1995.

“(2) prior to such renewal, modification, or expiration, the collection of
information shall be subject to chapter 35 of title 44, United States Code, as in
effect on September 30, 1995.”
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DoD Directive 5144.01

Assistant Secretary of Defense for
Networks and Information Integration/
DoD Chief Information Officer (ASD(NII1)/DoD CI0O)

| Date May 2, 2005

References:

(a) Title 10, United States Code

(b) Title 44, United States Code

(c) Title 40, United States Code

(d) Unified Command Plan, March 1, 2005
(e) through (aa), see enclosure 1

1. PURPOSE

Under the authorities vested in the Secretary of Defense by section 113 of
reference (a) and references (b) through (e), this Directive:

1.1. Assigns responsibilities, functions, relationships, and authorities to the
Assistant Secretary of Defense for Networks and Information Integration/DoD
Chief Information Officer (ASD(NI1)/DoD CIO).

1.2. Cancels references (f) through (i).
2. APPLICABILITY

This Directive applies to the Office of the Secretary of Defense (OSD), the
Military Departments, the Chairman of the Joint Chiefs of Staff, the Combatant
Commands, the Office of the Inspector General of the Department of Defense,
the Defense Agencies, the DoD Field Activities, and all other organizational
entities in the Department of Defense (hereafter referred to collectively as the
“DoD Components”).

3. RESPONSIBILITIES AND FUNCTIONS

The ASD(NII)/DoD CIO is the principal staff assistant and advisor to the Secre-
tary of Defense and Deputy Secretary of Defense on networks and network-
centric policies and concepts; command and control (C2); communications;
non-intelligence space matters; enterprise-wide integration of DoD information
matters; Information Technology (IT), including National Security Systems
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(NSS); information resources management (IRM) (as defined by reference (b));
spectrum management; network operations; information systems; information
assurance (IA); positioning, navigation, and timing (PNT) policy, including air-
space and military-air-traffic control activities; sensitive information integra-
tion; contingency support and migration planning; and related matters. Pursu-
ant to chapter 113, subchapter 111 of 40 U.S.C. (reference (j)), the ASD(NII)/
DoD CIO has responsibilities for integrating information and related activities
and services across the Department. The ASD(NI1)/DoD CIO also serves as the
DoD Enterprise-level strategist and business advisor from the information, IT,
and IRM perspective; Information and IT architect for the DoD enterprise; and,
DoD-wide IT and IRM executive. Hereafter these responsibilities and functions
are referred to collectively as “NII and CIO” (including IRM) matters. In the
exercise of assigned responsibilities and functions, the ASD(NII)/DoD CIO shall:

3.1. Serve as the senior NIl and CIO policy and resources official below the
Secretary and Deputy Secretary of Defense.

3.2. Advise and assist the Secretary and Deputy Secretary of Defense on policy
and issues regarding all assigned responsibilities and functions as they relate to
the Department of Defense.

3.3. As the DoD CIO:

3.3.1. Review and provide recommendations to the Secretary and the Heads of
the DoD Components on:

3.3.1.1. The performance of the Department’s IT and NSS programs (to include
monitoring and evaluating the performance of IT and NSS programs on the
basis of all applicable performance measurements).

3.3.1.2. DoD budget requests for IT and NSS pursuant to section 2223 of
reference (a).

3.3.1.3. The continuation, modification, or termination of an IT and/or NSS
program or project pursuant to section 1425 of reference (c).

3.3.1.4. The continuation, modification, or termination of an NIl or CIO
program pursuant to the Federal Information Security Management Act of 2002
as part of Public Law (Pub. L.) 107-347 (reference (e)), Executive Order (E.O.).
13011 (reference (k)), and other applicable authorities.

3.3.2. Lead the formulation and implementation of enterprise-level defense strategies
from the information, IT, network-centric, and non-intelligence space perspective.
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3.3.3. Serve as the information architect for the DoD enterprise information
environment, and provide oversight and policy guidance to ensure compliance
with standards for developing, maintaining, and implementing sound integrated
and interoperable architectures across the Department, including intelligence
systems and architectures. Ensure that IA is integrated into architectures
pursuant to section 3534 of reference (b) and section 11315 of reference (c).

3.3.4. Perform the duties and fulfill the responsibilities associated with infor-
mation security and other matters under section 3544 of reference (b).

3.3.5. Serve as the DoD-wide information executive and participate as a mem-
ber on DoD-wide councils and boards involving NIl and CIO matters, including
serving as the DoD representative on the Intelligence Community C1O Execu-
tive Council.

3.3.6. Ensure that NIl and CIO policy and resource decisions are fully respon-
sive to the guidance of the Secretary and Deputy Secretary of Defense.

3.3.7. Develop and maintain the DoD IA program and associated policies, pro-
cedures, and standards required by section 2224 of reference (a), chapter 35 of
reference (e) and DoD Directive S-3600.1 (reference (l)).

3.3.8. Ensure the interoperability of IT, including NSS, throughout the Depart-
ment of Defense pursuant to section 2223 of reference (a).

3.3.9. Design and implement, in coordination with the Under Secretary of
Defense for Acquisition, Technology, and Logistics (USD(AT&L)), the Under
Secretary of Defense (Comptroller)/DoD Chief Financial Officer (USD(C)/CFO),
the Under Secretary of Defense for Intelligence (USD(1)), and the Chairman of the
Joint Chiefs of Staff, a process for maximizing the value and assessing and man-
aging the risks of DoD IT acquisitions, including NSS acquisitions, as applicable.

3.3.10. Ensure compliance with the reduction of information-collection bur-
dens on the public pursuant to section 3507 of reference (b).

3.3.11. Prescribe data and information management policies, procedures, and
other guidance for the Department.

3.3.12. Issue policies and procedures necessary to establish and maintain a
DoD Records Management Program pursuant to standards, guidelines, and
procedures issued under section 2904 of reference (b) and Pub. L. No. 107-347
(reference (e)).

3.3.13. Ensure that IT, including NSS, standards that apply throughout the
Department are prescribed and enforced pursuant to section 2223 of reference (a).
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3.3.14. Provide advice and other assistance to the Secretary of Defense and other
senior DoD managers to ensure that IT, including NSS, is acquired and informa-
tion resources are managed in a manner consistent with reference (b) and section
11315 of reference (c) as well as the priorities established by the Secretary.

3.3.15. Provide enterprise-wide oversight of the development, integration, and
implementation of the Global Information Grid (GIG) in accordance with DoD
Directive 8100.1 (reference (m)).

3.3.16. Promote the effective and efficient design and operation of all major
IRM processes, including improvements to work processes for the Department
pursuant to section 11315 of reference (c).

3.3.17. Provide for the elimination of duplicate IT, including NSS, within and
between the DoD Components, including the Military Departments and the
Defense Agencies, pursuant to Section 2223 of reference (a).

3.3.18. Maintain a consolidated inventory of DoD mission critical and mission
essential information systems, identify interfaces between those systems and
other information systems, and develop and maintain contingency plans for
responding to a disruption in the operation of any of those information systems
pursuant to section 2223 of reference (a).

3.3.19. Provide DoD-wide policy regarding the use of the Internet and Web
site administration.

3.3.20. Develop policies, in coordination with the Under Secretary of Defense
for Personnel and Readiness (USD(P&R)), to provide oversight of training,
career development, and occupation-specialty programs to ensure that personnel
with the requisite knowledge and skills are available to support the DoD
Information Enterprise.

3.3.21. Chair the DoD CIO Executive Board.

3.3.22. Establish policies, plans, goals, measures, and baselines to incorporate
commercial-off-the-shelf software, knowledge management technologies, and
services into the policies, doctrine, and training programs of the Department.
Undertake initiatives to increase the use of commercial IT solutions throughout
the Department across all applications, including NSS, training, logistics, and
non-material solutions.

3.3.23. Serve as the principal DoD official responsible for preparing and defending
NIl and CIO issues before the Congress as well as evaluating and assessing
Congressional activity for impact on all NIl and CIO areas of responsibility.
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3.3.24. Provide for the enterprise information environment and ensure that its
capabilities are synchronized with requirements. This shall include providing
for a common set of Enterprise capabilities that enable users to discover, access,
post, process, advertise, retrieve, and fuse data, and make sense of the data gathered.

3.4. With regard to communications and information networks:

3.4.1. Develop and implement network-centric policies, architectures, practices, and
processes with emphasis on communications and information networks to enable
Defense transformation; however, these do not include content-based communica-
tions functions such as those associated with public affairs and public diplomacy.

3.4.2. Identify opportunities presented by communication and information
technologies as well as risks and costs, and make recommendations on the initi-
ation of communication and information plans, programs, policies, and proce-
dures accordingly.

3.4.3. Provide policies, oversight, guidance, architecture, and strategic approaches
for all communications and information network programs and initiatives on an
enterprise-wide basis across the Department, ensuring compliance with the 1A
requirements as well as interoperability with national and alliance/coalition sys-
tems. This includes network-centric and information-integration projects, pro-
grams, and demonstrations as they relate to GIG implementation and employment.

3.4.4. Negotiate and conclude international agreements and other arrangements
relating to the sharing or exchange of DoD communications equipment, facili-
ties, support, services or other communications resources; the use of DoD elec-
tromagnetic spectrum equities; and the use of U.S. communications facilities
and/or systems pursuant to DoD Directive 5530.3 (reference (n)). Agreements
of an operational nature within alliance organizations shall be coordinated with
the Chairman of the Joint Chiefs of Staff.

3.5. With regard to the electromagnetic spectrum:

3.5.1. Provide policy, oversight, and guidance for all DoD matters related to the
electromagnetic spectrum, including the management and use of the electro-
magnetic spectrum (MUES) pursuant to DoD Directive 4650.1 (reference (0)) and
the Electromagnetic Environmental Effects (E3) Program pursuant to DoD
Directive 3222.3 (reference (p)) within the Department, nationally, and interna-
tionally. Ensure that appropriate national policies for MUES and E3 Control
are implemented within the Department pursuant to section 305 and Chapter 8
of title 47, U.S.C. (reference (q)) and the National Telecommunications and
Information Administration Manual (reference (r)) as well as applicable interna-
tional policies and standards.
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3.5.2. Serve as the lead within the Department for coordination, approval, and
representation of DoD positions on all MUES and E3 Control matters with-in
the U.S. Government as well as in regional, national, and international spec-
trum-management forums and organizations.

3.5.3. Coordinate, as appropriate, with the Chairman of the Joint Chiefs of
Staff regarding the development of electromagnetic spectrum policy.

3.6. With regard to C2:

3.6.1. Develop and integrate the Department’s overall C2 strategy, approach,
structure, and policies and ensure the C2 structure and architecture are com-
pliant with DoD network-centric precepts, information strategy, and joint needs.
3.6.2. Provide policies, program oversight, guidance, and strategic approaches for all
C2 programs and initiatives on an enterprise-wide basis across the Department.
3.6.3. ldentify the governance of the C2 structure that addresses the needs of
the President and all levels of operational command within the Department.
3.6.4. Oversee and facilitate the integration of national, strategic, operational,
and tactical C2 systems/programs, including support to the White House Mili-
tary Office, pursuant to Secretary of Defense guidance (reference (s)).

3.6.5. Oversee the development and integration of DoD-wide C2 capabilities,
including promotion of C2-related research, experimentation, metrics, and
analysis techniques.

3.6.6. Direct the Heads of the DoD Components to plan, program, budget, and
execute programs that will develop material solutions for Joint Capability
Integration and Development System approved joint C2 capabilities.

3.7. With respect to space:

3.7.1. Oversee DoD non-intelligence related space matters, including space-
based communications programs, space-based information integration activi-
ties, space control activities, operationally responsive space programs, space
access, satellite control, space-based position, navigation, and timing programs,
environmental sensing, and space launch ranges.

3.7.2. Oversee the Space Major Defense Acquisition Program activities of the
DoD Executive Agent for Space in coordination with the USD(AT&L), and in
coordination with the USD(I) for space-based intelligence system acquisitions,
as delegated by the USD(AT&L).

3.8. With regard to network-centric systems engineering policy and pro-
gram oversight:
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3.8.1. Facilitate and resolve interoperability, performance, and other issues
related to interfaces, security, standards, and protocols critical to the end-to-end
operation of the GIG.

3.8.2. Oversee a network-centric system engineering effort using facilities and
services of the Department of Defense to manage an enterprise-wide technical
view for the GIG.

3.8.3. Provide oversight of policies and programs to support independent eval-
uation and to physically validate the technical performance for key transforma-
tional communication programs of the GIG.

3.9. With regard to systems acquisition:

3.9.1 Serve as the Milestone Decision Authority for Major Automated Infor-
mation Systems and other acquisition programs, as delegated by the USD(AT&L),
with responsibility for developing and enforcing the policies and practices of
DoD Directive 5000.1 (reference (t)) for such programs, in coordination with
the USD(AT&L) and the USD(I), as appropriate.

3.9.2. Provide advice on issues related to all assigned responsibilities and functions to
the Defense Acquisition Board and the Defense Space Acquisition Board.

3.10. With regard to PNT:

3.10.1. Develop and implement PNT policy, including airspace and military
air traffic control, pursuant to DoD Directive 4650.5 (reference (u)).

3.10.2. Develop and oversee contingency policies regarding the Federal Avia-
tion Administration and its transfer to the Department of Defense under certain
national security emergencies, pursuant to E.O. 11161 (reference (v)).

3.11. Support the Special Assistant to the Secretary of Defense and Deputy
Secretary of Defense for compartmented activities by coordinating sensitive
information integration and providing a support staff and appropriately cleared
facilities for these functions pursuant to Deputy Secretary of Defense Memo-
randum (reference (w)).

3.12. Provide NII and CIO support to the mission of Information Operations in
support of DoD Directive S-3600.1 (reference (1)).

3.13. Develop and oversee contingency and crisis response communications
policies and planning for stabilization and reconstruction operations carried out
by the Department with emphasis given to those executed in concert with the
United States Government interagency process, to include the interaction of

191



DoD Directive 5144.01

DoD assets with foreign nations and nongovernmental organizations. Special
emphasis shall be placed on migrating technologies uniquely suited to contin-
gency operations that are often not used in DoD applications.

3.14. Participate, pursuant to the responsibilities and functions prescribed
herein, in the DoD Planning, Programming, Budgeting, and Execution process,
which includes proposing DoD programs, formulating budget estimates, recom-
mending resource allocations and priorities, and monitoring the implementation
of approved programs in order to ensure adherence to approved policy and
planning guidance. This includes conducting program evaluation, assessments,
and cross-program reviews, when applicable.

3.15. Address issues associated with meteorology, oceanography, and space
weather programs (METOC) and provide overall guidance on DoD METOC
matters. Ensure that DoD METOC systems and architectures are interoperable
and consistent with GIG policies.

3.16. Address international issues associated with information and communica-
tions technologies, including technologies for the non-automatic movement,
transmission, or reception of information. Negotiate and conclude international
agreements relating to coalition command, control, and communications (C3)
and IT policies, standards, and programs pursuant to DoD Directive 5530.3
(reference (n)). Exercise authority, direction, and control and approval of U.S.
representation and negotiating positions in international fora and the conclusion
of international agreements related to coalition C3 and international IT policies,
standards, and programs.

3.17. Represent the Secretary of Defense at the North Atlantic Treaty
Organization C3 Board.

3.18. Recommend changes to the Director, Program Analysis and Evaluation
regarding to the content of the “virtual” Major Force Program for the GIG.

3.19. Serve on boards, committees, and other groups and represent the Secre-
tary and Deputy Secretary of Defense on matters outside the Department pur-
suant to responsibilities and functions prescribed herein.

3.20. Periodically review assigned DoD Executive Agent responsibilities and
functions to ensure conformance with DoD Directive 5101.1 (reference (x)).

3.21. Identify and convey enterprise-wide, information-related research
requirements to the Director of Defense Research and Engineering (DDR&E)
and other Senior Officials in the Department, as appropriate. In coordination
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and consultation with the DDR&E, establish reliability, survivability, and endu-
rability design criteria/standards for DoD C3 and develop and maintain a tech-
nology investment strategy to support the development, acquisition, and inte-
gration of DoD C3 services, systems, and processes.

3.22. Provide advice on issues related to all assigned responsibilities and func-
tions to the Joint Requirements Oversight Council and Joint Capabilities Inte-
gration and Development System process.

3.23. Coordinate with the USD(]) to ensure that intelligence systems and architec-
tures for collection, analysis, and dissemination of critical intelligence information
follow net-centric strategies and are consistent and interoperable with DoD com-
mand, control, and communications and information-enterprise systems.

3.24. Coordinate with the Assistant Secretary of Defense for Homeland Defense
to ensure interoperability of information systems with non-DoD organizations
for homeland security and homeland defense.

3.25. Coordinate with the USD(AT&L) as the Vice Chair of the Defense Busi-
ness Systems Management Committee to ensure that business systems and
architectures for collection, analysis, and dissemination of militarily relevant
information are consistent and interoperable with DoD command, control,
communications, and information-enterprise systems.

3.26. Ensure that NIl and CIO policies and programs are designed and managed
in ways that improve standards of performance, economy, and efficiency and that
all Defense Agencies and DoD Field Activities under the authority, direction, and
control of the ASD(NI1)/DoD CIO are attentive and responsive to the require-
ments of their organizational customers, internal and external to the Department.

3.27. Perform other such duties as the Secretary or Deputy Secretary of
Defense may direct.
4. RELATIONSHIPS

4.1. In the performance of all assigned responsibilities and functions, the
Assistant Secretary of Defense for Networks and Information Integration/De-
partment of Defense Chief Information Officer shall:

4.1.1. Report directly to the Secretary and Deputy Secretary of Defense.

4.1.2. Oversee and exercise authority, direction, and control over the Director,
Defense Information Systems Agency.

4.1.3. In consultation and coordination with the USD(I), provide policy guid-

ance to the Director, National Security Agency regarding network operations
and A matters.
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4.1.4. Use existing facilities and services of the Department of Defense and
other Federal Agencies, whenever practicable, to avoid duplication and achieve
maximum efficiency and economy.

4.1.5. Provide advice to the OSD Principal Staff Assistants, as necessary, on DoD-
wide issues associated with IRM, requirements analysis, budget-preparation matters,
reporting activities, Congressional material, and enterprise architectural design
related to those areas under the cognizance of the ASD(NII)/DoD CIO.

4.1.6. Serve as the sponsor of the Command, Control, Communications, and
Intelligence Federally Funded Research and Development Center.

4.2. The Secretaries of the Military Departments shall provide timely advice to the
ASD(NII)/DoD CIO and shall ensure that the policies and guidance issued by the
ASD(NII)/DoD CIO are implemented in their respective Military Departments.

4.3. The Heads of the DoD Components shall coordinate with the ASD(NII)/DoD
CIO on all matters relating to the responsibilities and functions cited in section 3, above.

5. AUTHORITIES
The ASD(NII)/DoD CIO is hereby delegated authority to:

5.1. Issue DoD Instructions, DoD publications, and one-time directive-type
memoranda, consistent with DoD 5025.1-M (reference (y)), that implement
policy approved by the Secretary or Deputy Secretary of Defense in the areas of
assigned responsibilities and functions. Instructions to the Military Depart-
ments shall be issued through the Secretaries of the Military Departments, or
their designees.

5.2. Obtain reports, information, advice, and assistance, consistent with DoD
Directive 8910.1 (reference (z)) and DoD Directive 8000.1 (reference (aa)), as
necessary, to carry out assigned functions.

5.3. Communicate directly with the Heads of the DoD Components. Communi-
cations with the Military Departments shall be transmitted through the Secretaries
of the Military Departments, their designees, or as otherwise provided in law or
directed by the Secretary or Deputy Secretary of Defense in other DoD issuances,
or except as provided in paragraph 5.4. below. Communications to the Com-
manders of the Combatant Commands, except in unusual circumstances, shall be
transmitted through the Chairman of the Joint Chiefs of Staff. With the concur-
rence of the Chairman of the Joint Chiefs of Staff and the cognizant Combatant
Commander, Chief Information Officers of the Combatant Commands may
directly contact the ASD(NII)/DoD CIO or designee, when required.
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5.4. Communicate directly with the ClOs of the DoD Components on all
matters for which the ASD(NII)/DoD CIO is assigned responsibilities herein.

5.5. Establish arrangements for DoD participation in non-Defense governmental
programs for which the ASD(NI1)/DoD CIO is assigned primary responsibility.

5.6. Represent the Department of Defense and represent the Secretary and
Deputy Secretary of Defense on matters prescribed herein with government
agencies, representatives of the legislative branch, members of the public, and
representatives of foreign governments and international organizations, as
appropriate, in carrying out assigned responsibilities and functions.

5.7. Exercise the specific delegations of authority in enclosure 2.
6. EFFECTIVE DATE

This Directive is effective immediately.

Enclosures - 2

E1. References, continued
E2. Delegations of Authority

El. ENCLOSURE 1
REFERENCES, continued
(e) E-Government Act of 2002 (Public Law 107-347), December 17, 2002

(f) DoD Directive 5137.1, “Assistant Secretary of Defense for Command,
Control, Communications, and Intelligence (ASD(C31)),” February 12, 1992
(hereby canceled)

(9) Deputy Secretary of Defense Memorandum, “Establishment of the Deputy
Under Secretary of Defense for Space Acquisition and Technology Programs,”
December 10, 1994 (hereby canceled)

(h) Deputy Secretary of Defense Memorandum, “Responsibilities and
Functions of the Deputy Under Secretary of Defense for Space,” March 8, 1995
(hereby canceled)

(i) Secretary of Defense Memorandum, “Implementation of Subdivision E of the
Clinger-Cohen Act of 1996 (Pub. L. No. 104-106),” June 2, 1997 (hereby canceled)

(i) Chapter 113, Subchapter 111 of title 40, United States Code
(k) Executive Order 13011, “Federal Information Technology,” July 16, 1996
(I) DoD Directive S-3600.1, “Information Operations,” December 9, 1996
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(m) DoD Directive 8100.1, “Global Information Grid (GIG) Overarching
Policy,” September 9, 2002

(n) DaD Directive 5530.3, “International Agreements,” June 11, 1987

(o) DoD Directive 4650.1, “Policy for Management and Use of the
Electromagnetic Spectrum,” June 8, 2004

(p) DaoD Directive 3222.3, “DoD Electromagnetic Environmental Effects (E3)
Program,” September 8, 2004

(g) Section 305 and Chapter 8, title 47, United States Code

(r) Part 300, title 47, Code of Federal Regulations (U.S. Department of Com-merce,
National Telecommunications and Information Administration (NTIA), “Manual of
Regulations and Procedures for Federal Radio Frequency Management)

(s) Secretary of Defense Memorandum, “Secretary of Defense Executive Agent
for DoD Assets Supporting White House Military Office (WHMO),” February
17, 1999 (classified)

(t) DoD Directive 5000.1, “The Defense Acquisition System,” May 12, 2003
(u) DoD Directive 4650.5, “Positioning, Navigation, and Timing,” June 2, 2003

(v) Executive Order 11161, “Relating to Certain Relationships Between the
Department of Defense and the Federal Aviation Administration,” July 7, 1964,
as amended by Executive Order 11382

(w) Deputy Secretary of Defense Memorandum, October 10, 2003 (subject and
content are classified)

(x) DoD Directive 5101.1, “DoD Executive Agent,” September 3, 2002
(y) DoD 5025.1-M, “DoD Directives System Procedures,” current edition

(z) DoD Directive 8910.1, “Management and Control of Information
Requirements,” June 11, 1993

(aa) DoD Directive 8000.1, “Management of DoD Information Resources and
Information Technology,” February 27, 2002

Requests for copies can be forwarded to the Director, NIl Administration and
Management, Office of the Assistant Secretary of Defense for Networks and
Information Integration/DoD Chief Information Officer, and will be provided
based upon DoD policy and a need to know regarding classified information.

E2. ENCLOSURE 2
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DELEGATIONS OF AUTHORITY

E2.1.1. Pursuant to the authority vested in the Secretary of Defense, and
subject to the authority, direction, and control of the Secretary of Defense, and
in accordance with DoD policies, Directives, and Instructions, the
ASD(NII)/DoD CIO, or the person acting for the ASD(NII)/DoD CIO in his or
her absence, is hereby delegated authority, as required, in the administration
and operation of the Office of the ASD(NII)/DoD CIO to:

E2.1.1.1. Perform the duties and fulfill the responsibilities of the Secretary of
Defense under sections 11312 and 11313 of title 40, United States Code. Assist
the USD(Comptroller)/ DoD Chief Financial Officer in performing and
fulfilling the responsibilities of the Secretary of Defense under section 11316 of
title 40, United States Code.

E2.1.1.2. Make original security classification determinations (up to and
including top secret) in accordance with E.O. 12958, “Classified National
Security Information,” April 17, 1995.

E2.1.1.3. Make written determinations for the conduct of all closed meetings of
Federal Advisory Committees under the cognizance of the ASD(NII)/DoD CIO
as prescribed by section 10(d) of the Federal Advisory Committee Act (5
U.S.C. Appendix I, 10(d)).

E2.1.2. The ASD(NII)/DoD CIO may redelegate these authorities, as appropri-
ate, and in writing, except as otherwise specifically indicated above or prohib-
ited by law, Directive, or regulation.
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Management of the Department of Defense Information Enterprise

Date February 10, 2009

References: See Enclosure 1
1. PURPOSE. This Directive:

a. Reissues and renames DoD Directive (DoDD) 8000.01 (Reference (a)), and
assigns oversight responsibilities for DoD information management activities to
the Assistant Secretary of Defense for Networks and Information Integration/
DoD Chief Information Officer (ASD(NI1)/DoD CI0O), as the DoD CIO, consis-
tent with DoDD 5144.1 (Reference (b)).

b. Implements sections 2223 and 2224 of title 10, United States Code (U.S.C.)
(Reference (c)); Chapter 113 of title 40, U.S.C. (Reference (d)); Chapters 35
and 36 of title 44, U.S.C. (Reference (e)); and Office of Management and Bud-
get Circular A-130 (Reference (f)) by establishing and reissuing policies for the
management of the Department of Defense Information Enterprise.

c. Provides direction on creating an information advantage for DoD personnel and
mission partners, and establishing and defining roles for C1Os at various levels
within the Department of Defense consistent with References (c), (d), and (e).

d. Provides direction for information sharing among all DoD Components and
with mission partners, consistent with the National Strategy for Information
Sharing (Reference (g)).

e. Cancels DoDD 8100.01 (Reference (h)).

2. APPLICABILITY. This Directive applies to OSD, the Military Departments,
the Office of the Chairman of the Joint Chiefs of Staff and the Joint Staff, the
Combatant Commands, the Office of the Inspector General of the Department of
Defense, the Defense Agencies, the DoD Field Activities, and all other organiza-
tional entities within the Department of Defense (hereafter referred to collectively
as the “DoD Components”).

3. DEFINITIONS. See Glossary.
4. POLICY. Itis DoD policy that:

a. Information shall be considered a strategic asset to the Department of Defense;
it shall be appropriately secured, and shared, and made available throughout the
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information life cycle to any DoD user or mission partner to the maximum extent
allowed by law and DoD policy.

b. Functional processes shall be simplified or otherwise redesigned to improve
effectiveness and reduce cost before, or in conjunction with, making significant
investments in information technology.

c. Each DoD Component shall have a CIO who reports directly to the Head of
the Component. CIOs may also be designated at subordinate levels, but a
reporting mechanism through the Component C1O must be maintained to
ensure continuity of purpose.

d. Information solutions shall provide reliable, timely, accurate information that is
protected, secure, and resilient against information warfare, terrorism, criminal
activities, natural disasters, and accidents consistent with Reference (e).

e. All aspects of the Department of Defense Information Enterprise, including
the Global Information Grid (GIG) infrastructure and enterprise services and
solutions, shall be planned, designed, developed, configured, acquired, man-
aged, operated, and protected to achieve a net-centric environment, as envi-
sioned in the National Defense Strategy of the United States of America (Ref-
erence (i)), capable of effectively and efficiently supporting the Department’s
outcome goals and priorities.

f. The DoD Enterprise Architecture, which is consistent with Reference (f) and com-
posed of DoD enterprise and Component levels shall be maintained and applied to
guide investment portfolio strategies and decisions, define capability and interopera-
bility requirements, establish and enforce standards, guide security and information
assurance requirements across the Department of Defense, and provide a sound basis
for transition from the existing environment to the future.

g. Investments in information solutions shall be managed through a capital
planning and investment control process that:

(1) Is performance- and results-based.

(2) Provides for analyzing, selecting, controlling, and evaluating investments,
as well as assessing and managing associated risks.

(3) Interfaces with the DoD key decision support systems for capability identifi-
cation; planning, programming, budgeting, and execution; and acquisition.

(4) Requires the review of all information technology (IT) investments for
compliance with architectures, IT standards, and related policy requirements.
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h. Consistent with DoDD 5000.01 (Reference (j)) and DoDI 5000.02 (Reference
(k)), acquisition strategies shall appropriately allocate risk between the Government
and contractor; effectively use competition; tie contract payments to performance;
and, where practicable, take maximum advantage of commercial off-the-shelf and
non-developmental item technology. Information solutions shall be structured into
useful segments that are as narrow in scope and brief in duration as practical; each
segment shall solve a specific part of an overall mission problem and deliver a mea-
surable net benefit independent of future segments.

i. Pilots, modeling and simulation, experimentation, and prototype projects shall be
encouraged, especially when large, high-risk investments in information solutions
are involved. However, these projects shall be appropriately sized to achieve
desired objectives, and shall not be used in lieu of testing or acquisition processes to
implement the production version of the information solution.

j. A well-trained core of highly qualified information management, information
technology, and information assurance professionals shall be developed who
can accept, anticipate, and generate the changes that the evolution of the
Department of Defense Information Enterprise will enable in net-centric
operations. The entire DoD workforce will similarly need to be trained and
ready to take advantage of the Department of Defense Information Enterprise.

k. Disabled DoD employees or members of the public seeking information or
services from the Department of Defense shall have access to and use of
information and data comparable to the access and use by individuals who are
not disabled, unless an undue burden would be imposed, to the extent required
by section 794d of title 29, U.S.C. (Reference (1)).

5. RESPONSIBILITIES. See Enclosure 2.

6. RELEASABILITY. UNLIMITED. This Directive is approved for public
release and is available on the Internet from the DoD Issuances Web Site at
http://www.dtic.mil/whs/directives.

7. EFFECTIVE DATE. This Directive is effective immediately.

Gordon England
Deputy Secretary of Defense
Enclosures
1. References
2. Responsibilities
Glossary
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ENCLOSURE 1
REFERENCES

(a) DoDD 8000.01, “Management of DoD Information Resources and
Information Technology,” February 27, 2002 (hereby canceled)

(b) DoDD 5144.1, “Assistant Secretary of Defense for Networks and
Information Integration/DoD Chief Information Officer (ASD(NI1)/DoD CIO),”
May 2, 2005

(c) Sections 2223 and 2224 of title 10, U.S.C.
(d) Sections 11101 and 11316, and Chapter 113 of title 40, U.S.C.
(e) Chapters 35 and 36 of title 44, U.S.C.

(f) Office of Management and Budget Circular A-130, “Management of
Federal Information Resources,” November 28, 2000

(9) National Strategy for Information Sharing, October 2007°

(h) DoDD 8100.01, “Global Information Grid (GIG) Overarching Policy,”
September 19, 2002 (hereby canceled)

(i) The National Defense Strategy of the United States of America, September 20027
(i) DoDD 5000.01, “The Defense Acquisition System,” May 12, 2003

(k) DoDI5000.02, “Operation of the Defense Acquisition System,” December
8, 2008

(I) Section 794d of title 29, U.S.C. (Section 508 of the Rehabilitation Act of
1973, as amended)

® http://www.whitehouse.gov/nsc/infosharing/index.html
7 http://www.whitehouse.gov/nsc/nss.pdf
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ENCLOSURE 2
RESPONSIBILITIES
1. ASD(NII)/DoD CIO. The ASD(NII)/DoD CIO, shall:
a. Lead the Department of Defense Information Enterprise:
(1) Exercise responsibilities as described in Reference (b).

(2) Serve as the DoD senior official for information resources management
matters related to References (c), (d), (e), and (f).

(3) Report to and advise the Secretary and Deputy Secretary of Defense on the
information resources implications of strategic planning decisions.

(4) Develop and maintain a strategic plan that describes how information
resources management activities help accomplish the DoD mission, in
accordance with Reference (e).

b. Provide standards for developing, maintaining, and implementing a DoD Enter-
prise Architecture. Establish mechanisms to ensure compliance with these standards.

c¢. Ensure information policy and functional requirements are reflected in archi-
tectures and plans across the DoD enterprise and Component levels as a means
to ensure information sharing, visibility, assurance, and interoperability.

d. Ensure the integration and synchronization of the Department of Defense
Information Enterprise activities.

e. Establish mechanisms to facilitate organizationally-tiered compliance reviews for
all IT investments to ensure they comply with all enterprise architectures, IT standards
and related policy requirements; and act as the oversight authority for IT compliance.

2. UNDER SECRETARY OF DEFENSE (COMPTROLLER)/CHIEF FINAN-
CIAL OFFICER, DEPARTMENT OF DEFENSE (USD(C)/CFQ). The USD(C)/
CFO shall, pursuant to section 11316 of Reference (d) and in coordination with the
ASD(NII)/DoD CIO and Under Secretary of Defense for Acquisition, Technology,
and Logistics (USD(AT&L)), establish policies and procedures to ensure that
accounting, financial, and asset management systems and other related DoD infor-
mation solutions are designed, developed, maintained, and used effectively to pro-
vide financial data reliably, consistently, and expeditiously, and support program-
matic investment decisions.
3. HEADS OF THE OSD COMPONENTS AND CHAIRMAN OF THE JOINT
CHIEFS OF STAFF. The Heads of the OSD Components and Chairman of the
Joint Chiefs of Staff, according to their responsibility and authority for assigned
functional areas, including supporting information resources, shall:
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a. Improve DoD operations and procedures by ensuring the application of
sound business practices and compliance with this Directive.

b. Exercise oversight for the evaluation and improvement of functional
processes before making significant investments in information technology:

(1) Determine whether the function that IT will support is central to, or a
priority for, the Department’s mission.

(2) Determine whether the private sector or another Government agency can
perform the function more effectively or at less cost.

(3) Outsource non-core and non-inherently Governmental functions to another Gov-
ernment agency or the private sector when it makes good business sense to do so.

(4) Benchmark functional area processes against models of excellence in other
Government agencies or the private sector to develop, reengineer, simplify, or
otherwise improve functional processes when the decision is made to retain the
function in-house.
c. Participate in the OSD acquisition oversight process for major automated
information systems and ensure functional leadership, management, and control
of these systems throughout their life cycles.
d. Ensure information policy and functional requirements are reflected in
architectures and plans across the DoD enterprise and Component levels as a
means to ensure information sharing, visibility, assurance, and interoperability.
4. CHAIRMAN OF THE JOINT CHIEFS OF STAFF. In addition to the
responsibilities in paragraphs 3 and 5 of this enclosure, the Chairman of the
Joint Chiefs of Staff shall appoint a Joint Community CIO.
5. HEADS OF THE DoD COMPONENTS. The Heads of the DoD
Components shall:
a. Appoint a DoD Component CIO who shall have core knowledge, skills, abilities,
and experiences to carry out the requirements of References (c), (d), (e), and (f).
b. Clearly delineate the DoD Component CIO’s role, responsibilities, and
authority vis-a-vis those of the DoD Component Comptroller, the DoD Com-
ponent Acquisition Executive or a similar position, functional area managers,
and subordinate-level CIOs.
¢. Take advantage of the opportunities that information management and IT
can provide and ensure that the IT infrastructure will support enterprise, mis-
sion, functional, and Component strategies by positioning the DoD Component
CIO to participate in that Component’s strategic planning process.
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d. Promote and forge a strong partnership among the Component’s CIO and
Comptroller, DoD Component Acquisition Executive or similar position, as
well as other key senior managers and external mission partners when making
and executing Component strategic decisions.

e. Designate, or authorize the designation of, subordinate-level ClOs, as needed,
and ensure that the subordinate CIOs have a reporting mechanism through the
Component CIO.

f. Ensure that the Component’s IT investment portfolio aligns with the Depart-
ment of Defense Information Enterprise policies and guidance, as required.

6. DoD COMPONENT CIOs. The DoD Component CIOs shall:

a. Have responsibilities and authorities as delegated in this Directive. Military
Department CIOs shall have additional responsibilities as defined in Reference (c).
b. Head an office responsible for ensuring that the Component complies with,
and promptly, efficiently, and effectively implements the policies and responsi-
bilities in this Directive and the requirements of References (c), (d), (), and (f).
¢. Provide advice and other assistance to the Component Head and other
Component senior management personnel to ensure that information resources
are acquired, used, and managed by the Component according to References
(c), (d), (e), and (f).

d. Participate in DoD CIO-led forums for governing the Department of Defense
Information Enterprise.

e. Advise the DoD CIO and ensure that the policies and guidance issued by the
DoD CIO are implemented; and contribute to the DoD strategic information
resources management plan.

f. Establish programs to hire, train, and retain the information management, IT,
and information assurance workforce consistent with this Directive.

g. Ensure information policy and functional requirements are reflected in
architectures and plans across the DoD enterprise and Component levels as a
means to ensure information sharing, visibility, assurance and interoperability.
h. Conduct organizationally-tiered reviews within their respective Components
to ensure IT investments are in compliance with architectures at various levels,
IT standards, and related policy requirements; and act as the Component’s
oversight authority for IT compliance.
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GLOSSARY

Department of Defense Information Enterprise. The DoD information
resources, assets, and processes required to achieve an information advantage
and share information across the Department of Defense and with mission part-
ners. Itincludes: (a) the information itself and the Department’s management
over the information life cycle; (b) the processes, including risk management,
associated with managing information to accomplish the DoD mission and
functions; (c) activities related to designing, building, populating, acquiring,
managing, operating, protecting, and defending the information enterprise; and
(d) related information resources such as personnel, funds, equipment, and IT,
including national security systems.

DoD enterprise-level. Relating to policy, guidance, or other overarching leader-
ship provided by OSD Officials and the Chairman of the Joint Chiefs of Staff in
exercising authority, direction, and control of their respective elements of the
Department of Defense on behalf of the Secretary of Defense.

DoD Enterprise Architecture. A federation of descriptions that provide context
and rules for accomplishing the mission of the Department. These descriptions
are developed and maintained at the Department, Capability Area, and Compo-
nent levels and collectively define the people, processes, and technology required
in the “current” and “target” environments; and the roadmap for transition to the
target environment.

enterprise services. A common set of information resource capabilities designed
to provide awareness of, access to, and delivery of information.

enterprise solution. The action of solving a problem or satisfying a requirement
that affects the entire organization (e.g., Department of Defense).

GIG. The globally interconnected, end-to-end set of information capabilities for
collecting, processing, storing, disseminating, and managing information on
demand to warfighters, policy makers, and support personnel. The GIG includes
owned and leased communications and computing systems and services, software
(including applications), data, security services, other associated services, and
National Security Systems. Non-GIG IT includes stand-alone, self-contained, or
embedded IT that is not, and will not be, connected to the enterprise network.

information. Any communication or representation of knowledge such as facts,
data, or opinions in any medium or form, including textual, numerical, graphic,
cartographic, narrative, or audiovisual forms.
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information advantage. The superior position or condition derived from the
ability to securely access, share, and collaborate via trusted information while
exploiting or denying an adversary’s ability to do the same.

information life cycle. The stages through which information passes, typically
characterized as creation or collection, processing, dissemination, use, storage,
and disposition.

information technology. (A) Any equipment or interconnected system or subsys-
tem of equipment, used in the automatic acquisition, storage, manipulation, man-
agement, movement, control, display, switching, interchange, transmission, or
reception of data or information by the executive agency, if the equipment is used
by the executive agency directly or is used by a contractor under a contract with
the executive agency that requires the use — (i) of that equipment; or (ii) of that
equipment to a significant extent in the performance of a service or the furnishing
of a product; (B) includes computers, ancillary equipment, software, firmware and
similar procedures, services (including support services), and related resources;
but (C) does not include any equipment acquired by a federal contractor incidental
to a federal contract.

mission partners. Those with whom the Department of Defense cooperates to
achieve national goals, such as other departments and agencies of the U.S.
Government; state and local governments; allies, coalition members, host
nations and other nations; multinational organizations; non-governmental
organizations; and the private sector.

National Security System. Any information system (including any
telecommunications system) used or operated by an agency or by a contractor
of an agency, or other organization on behalf of an agency—

(i) the function, operation, or use of which—

() involves intelligence activities;

(1) involves cryptologic activities related to national security;

(11) involves command and control of military forces;

(1V) involves equipment that is an integral part of a weapon or weapons system; or

(V) is critical to the direct fulfillment of military or intelligence missions, but
does not include a system that is to be used for routine administrative and
business applications (including payroll, finance, logistics, and personnel
management applications); or
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(i) is protected at all times by procedures established for information that have
been specifically authorized under criteria established by an Executive order or
an Act of Congress to be kept classified in the interest of national defense or
foreign policy.

net-centric. Relating to or representing the attributes of a robust, globally
interconnected network environment (including infrastructure, systems,
processes, and people) in which data are shared timely and seamlessly among
users, applications, and platforms.
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Web Sites

These are Internet addresses for direct access to the documents in this book.
U.S. Code materials are available at:

= U.S. House of Representatives, Office of the Law Revision Counsel:
http://uscode.house.gov/lawrevisioncounsel.shtml

= GPO Access: http://www.gpoaccess.gov/uscode/index.html

= Cornell University Law School, Legal Information Institute:
http://www4.law.cornell.edu/uscode/

44 U.S.C. 3501 et seq., “Paperwork Reduction Act”

40 U.S.C. Subtitle III, “Information Technology Management Reform Act”

10 U.S.C. Section 2223, “Information Technology: Additional Responsibilities of Chief
Information Officers”

10 U.S.C. Section 2224, “Defense Information Assurance Program”
44 U.S.C. Chapter 36, 5 U.S.C. Chapter 37, and related titles, “E-Government Act”

OMB Circulars A-11 and A-130
http://www.whitehouse.gov/omb/circulars_all current year all toc/
http://www.whitehouse.gov/omb/circulars_al130_al30trans4/

House of Representatives Documents
http://thomas.loc.gov/

H.R. Report 104-450
http://thomas.loc.gov/cgibin/cpquery/R?cpl104:FLD010:@1(hr450)

DoD Directive 5144.01
http://www.dtic.mil/whs/directives/corres/pdf/514401p.pdf

DoD Directive 8000.01
http://www.dtic.mil/whs/directives/corres/pdf/800001p.pdf
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